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Abstract— Signcryption can realize the function of
encryption and signature in a reasonable logic step, which
can lower computational costs and communication
overheads. In 2008, Fagen Li et al. proposed an efficient
secur e id-based threshold signcryption scheme. The authors
declared that their scheme had the attributes of
confidentiality and unforgeability in the random oracle
model. In this paper, we show that scheme is insecure
against malicious attackers and give our attacker method to
forge the ciphertext. Following our method, any malicious
attacker can forge a valid message in their scheme. Further,
we propose a probably-secure improved scheme to correct
the wvulnerable and give the unforgeability and
confidentiality of our improved scheme under the existing
security assumption.

Index Terms—I dentity-based, Signcryption, Bilinear pairing,
Cryptanalysis

I. INTRODUCTION

Encryption and signature are the two basic
cryptographic tools offered by public key cryptography
for achieving confidentiality and authentication.
Signcryption can realize the function of encryption and
signature in a reasonable logic step which is proposed by
ZHENG [1] in 1997. Comparing to the traditional way of
signature then encryption or encryption then signature,
signcryption can lower the computational costs and
communication overheads. As a result, a number of
signcryption schemes [2][3][4][5][6][7][8]were proposed

following ZHENG’s work. The security notion for
signeryption was first formally defined in 2002 by Baek
et al. [9] against adaptive chosen ciphertext attack and
adaptive chosen message attack. The same as signature
and encryption, signcryption meets the attributes of
confidentiality and unforgeability as well.

In 1984, A.Shamir [10] introduced identity-based
public key cryptosystem, in which a user’s public key can
be calculated from his identity and defined hash function,
while the user’s private key can be calculated by a trusted
party called Private Key Generator (PKG). The identity
can be any binary string, such as an email address and
needn’t to be authenticated by the certification
authentication. As a result, the identity-based public key
cryptosystem simplifies the program of key management
to the conventional public key infrastructure. In 2001,
Boneh and Franklin [11] found bilinear pairings positive
in cryptography and proposed the first practical identity-
based encryption protocol using bilinear pairings. Soon,
many identity-based [12][14][15][16] and other relational
[13][17][18] schemes were proposed and the bilinear
pairings became important tools in constructing identity-
based protocols.

Group-oriented cryptography [19] was introduced by
Desmedt in 1987. Elaborating on this concept, Desmedt
and Frankel [20] proposed a (t, n) threshold signature
scheme based RSA system [21]. In such a (t,n) threshold
signature scheme, any to out of n signers in the group can
collaboratively sign messages on behalf of the group for
sharing the signing capability.
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Identity-based signcryption schemes combine the
advantages of identity-based public key cryptosystem and
Signcryption. The first identity-based threshold signature
scheme was proposed by Baek and Zheng [22] in 2004.
Then Duan et al. proposed an identity-based threshold
signcryption scheme [23] in the same year by combining
the concepts of identity based threshold signature and
encryption together. However, in Duan et al.’s scheme,
the master-key of the PKG is distributed to a number of
other PKGs, which creates a bottleneck on the PKGs. In
2005, Peng and Li proposed an identity-based threshold
signcryption scheme [24] based on Libert and
Quisquater’s identity-based signcryption scheme [25].
However, Peng and Li’s scheme dose not provide the
forward security. In 2008, another scheme [26] was
proposed by Fagen Li et al., which is more efficient
comparing to previous scheme.

In this paper, we show that the threshold signcryption
scheme of Fagen Li et al. is vulnerable if the attacker can
replaces the group public key or even the attacker can
intercept the intermediate messages. Further, we propose
a probably-secure improved scheme to correct the
vulnerable and give the unforgeability and confidentiality
of our improved scheme under the existing security
assumption.

II. PRELIMINARIES

A. Bilinear pairing

Let G, be a cyclic additive group generated by P,
whose order is a prime q, and G, be a cyclic
multiplicative group with the same order q. A bilinear
pairing is a map e:G xG — G, with the following
properties:

1. Bilinearity:
allP,Qe G ,a,be Z,.

2. Non-degenerative: There exists P,Qe G, such
thate(P,Q) #1.

3. Computable: There is an efficient algorithm to
compute & P,Q) for all P,Qe G, .

e(aP,bQ) = g(P,Q)® for

B. Computational assumption
Let G, and G, be two groups of prime order q, let
e:G xG — G, be a bilinear pairing and let P be a
generator of G, .
e Discrete Logarithm Problem (DLP)
Given P,QeG , find neZ,
P = nQ whenever such n exists.
*  Computational Diffie-Hellman Problem (CDHP)
Given (P,aP,bP)e G, for abe Z; , find the
element abP .
* Bilinear Diffie-Hellman Problem (BDHP)
Given (P,aP,bP,cP)e G, for a,b,ce Z
eP,P)* e G,
* Bilinear Diffie-Hellman Problem (DBDHP)

such that

*

q > compute
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Given (P,aP,bP,cP,7)e G'xG, for a,b,ce Z, ,
decide whether 7 = ¢(P, P)®*

C. Security notions for identity-based Threshold
signeryption

The notion of semantic security of public key
encryption was extended to identity-based signcryption
scheme by Malone-Lee [27]. This was later modified by
Sherman et al. [28] which incorporates
indistinguishability against adaptive chosen ciphertext
and identity attacks (IND-IDTSC-CCA2) and existential
unforgeability against adaptive chosen message and
identity attacks (EUF-IDTSC). We describe below the
security notions for confidentiality and unforgeability
given in [29], this is the strongest security notion for this
problem.
Confidentiality: A signcryption scheme is semantically
secure against chosen ciphertext and identity attacks
(IND-IDTSC-CCAZ2) if no probabilistic polynomial time
adversary Eve has a non-negligible advantage in the
following game:
1. The challenger C runs the Setup algorithm and sends
the system public parameters to the adversary Eve.
2. In the first phase, Eve makes polynomial bounded
number of queries to the following oracles.
Extract Oracle: Eve produces an identity ID, and queries

for the secret key of user i. The Extract Oracle
returns § to Eve.

Signcrypt Oracle: Eve produces a message m, sender
identity ID, and receiver identity ID; . C computes the

secret key S, from Extract Oracle and returns to Eve, the
signerypted ciphertext from Signeryptm,{S}._ .ID;.

Unsigncrypt Oracle: Eve produces a sender
identity 1D, and receiver identity ID; and a

signeryption o . The challenger C computes the secret
key S; from Extract Oracle, returning the result of

Unsignerypt(o,Qp, ,S;) to Eve. The result returned
is L if o is a valid signcryption fromU , toU ;.
3. A produces two messages M, and m of equal length

from the message space M and an arbitrary sender
identity ID,. The challenger C flips a coin, sampling a

bit be {0,1} and
o =9gnerypt(m,,{S}i_,. .. !Dg) .0 is return to Eve as

computes

challenge signcrypted ciphertext.

4. Eve is allowed to make polynomial bounded number of
new queries as in step 2 with the restrictions that it should
not query the Unsigneryption oracle for the

unsigncryption of o, the Signcryption Oracle for the
signcryption of m, or m under the sender identity 1D, and
the Extract Oracle for the secret keys of IDg .

5. At the end of this game, Eve outputs a bitb . Eve wins
the game ifb =b.

Unforgeability: A signcryption scheme is existentially
unforgeable under chosen message attack (EUF-IDTSC)
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if no probabilistic polynomial time adversary Eve has a
non-negligible advantage in the following game.

1. The challenger C runs the Setup algorithm to generate
the master public and private keys params and msk
respectively. C gives system public parameters params to
Eve and keeps the master private key msk secret from
Eve.

2. The adversary Eve makes polynomial bounded number
of queries to the oracles as described in step 2 of the
confidentiality game.

3. Eve produces a signcrypted ciphertext o and wins the
game if the private key of sender U, was not queried in

the previous step and L is not returned
by Unsignerypt(o,Qp, ,S;) and o is not the output of a
previous query to the Signcrypt Oracle with ID, as
sender.

III. REVIEW OF FAGEN LI’S ID-BASED THRESHOLD
SIGNCRYPTION SCHEME

In this section, we review the identity-based threshold
signcryption scheme as proposed by Fagen Li and Yong
Yu. The scheme involves four roles: the PKG, a trust

dealer, a sender group U,={M,M,,...,M,} with
identity ID, and a receiver Bob with identity ID; .

Setup: Given a security parameter k, the PKG chooses
groups G, and G, of prime order q (with G, additive

and G, multiplicative), a generator P of G, , a bilinear

map €:G, xG — G, , a secure symmetric lcipher (E,D)
and hash functions H, :{0,1} =G, H, :G, »{0,1}" ,
H,: {01} -2z, .
se xZ, and computes P, =sP . The PKG publishes
system

parameters {Gl,Gz,nl,e,P P

9 pub’

The PKG chooses a master-key

E,D,H.H,,H,} and

keeps the master-key s secret.
Extract: Given an identity ID, the PKG
computes Q = H,(ID) and the private key §; =sQ,; -

Then PKG sends the private key to its owner in a secure
way.

Keydis: Suppose that a threshold t and n
satisfyl <t <n<(q. To share the private key S, among

the groupU , , the trusted dealer performs the steps below.

1) Choose F,,...,F_, uniformly at random from G,
construct a polynomial
F(X)=Sp, +XF +-+X"F_ and

compute § = F(i) fori =0,...,n. Note that § = §_ .

2) Send § to member M; for i=1,...,n secretly.
Yo = e(SDAﬂ P) and
y, =e&F,P)forj=1,....,t-1

Broadcast

©2012 ACADEMY PUBLISHER

1347

3) Each M, then checks whether his share § is valid by

computing €&§,P)= H 11;10 yijl . If § is not
valid, M, broadcasts an error and requests a valid one.

Signcrypt: Without loss of generality, we assume
that M,,...,M, are the t members who want to cooperate

to signcrypt a message m on behalf of the groupU , .
IR Each M X€rZy

computes R, = xPand R, = xP,,, and sends(R;,R, ) to

the clerk C.
2) The clerk C

computes R =Hit:lRli R =H}:1R2i ) Tze(RzanB) )
k=H,(r), c=E (m), and h=H;(mR,k) . Then the
clerk C sends h to M, fori =0,...,t.

3) Each M,
signature W = X P, + 177, § and sends it to the clerk C,
wheren =] i — i(i—]) " modq.

4) When receiving M, ’s partial signature W , the clerk

chooses

computes the partial

C verifies its correctness by checking if the following
equation holds:

&(PW) =e(R,. P, X[ ¥, )™
j=0

If all partial signatures are verified to be legal, the
clerk C computesW = 2}:1W ; otherwise rejects it and
requests a valid one. The final threshold signecryption
iso=(c,R,W).

Unsigncrypt: When receiving o , Bob follows the
steps below.

1) Compute 7 =&(R, S ) andk =H, (7).

2) Recoverm= D, (c)

3) Compute h=H,(m R,k) and accept o if and only

if the following equation holds:
e&P,W) = e(Ppub, R+ hQ|DA)

IV. CRYPTANALYSIS OF FAGEN L1’s ID-BASED
THRESHOLD SIGNCRYPTION SCHEME

A. Forgery attack

Suppose that an attacker can control the
communication channel, which means that she can gain
each user’s corresponding ciphertext in the channel and
modify or forge it to replace the original one. Then she
will try to disrupt the scheme as follows:

All the attack process will be finished in the Signcrypt
stage. We describe it as follows:

1. The attacker records (R,,R,) sent from v, for

i=0,...,t.

2 The attacker intercepts h sent from clerk C. Then she
computes R =[] R, and R =T].R using (R,R,) »
computes 7=¢gR,,Q,, ) > and k = H,(7) - Further, she
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selects a message m which she wants to forge, computes
c=E(m) and h = H,(m,R.k) Finally, she
sendsh'tom, fori=0,...,t.

3. The attacker intercepts W sent from p, , for

i=0,...,t .Note that the message W =xP,, + hn,S here.

Then she computes

W =R, +(W-R,)-h/h e

=X Ppub +(% Ppub + hvﬂis - X Ppub)' h/hv
=X Ppub + hﬂls
and sendw'to clerk C.
4. Becausew' = x P +h7S .The verification function

eP.W)=&R P b)(ﬁ Yy will hold. Then the clerk C
> VY i>" pul j
j=0

will send oc=(,R,W) , where W':z;zlwi' , to the

receiver.
The attacker intercepts o=(c,R,W) , computes

W = Z LW and sendsg' = (c, R,W)to the receiver.

In the Unsignerypt stage:

After receiving o', the receiver Bob executes the
following steps

1. He will compute 7 = eR,S, yandk =H, () -

2. He will recoverm =D, (c)-

3. He will compute h = H (M, R,K) here. Then the
equationg(P,W) = &P, R+ hQ, ywill hold. Because

e(P,W)=e&(P,> | W)

= e(P’Z il:l (X Ppub + hvni S ))

=e(P,R +hS,))

= e(Ppub’ R+ h’QmA)

So the receiver accepts the forged messagem .
B. Key replacement attack

Fagen Li et al.’s scheme is insecure from the view of a
malicious attacker who can control the communication
channel.

The attacker intercepts the
ciphertext o = (C, R ,W) from sender.

1) Randomly choose «,Xxe Z; and prepare a forged

message M

2) Compute R =xP , R, =xP,, , 7 =e&(R,,Qp ) ,
K=H,(7), c= Ek‘(m'), h'=H,(m,R,k).
3) Compute W =aP,, , set Q,=(e—x)P/h as a
public key ofU ,

4) The final ciphertextiso =(c,R,W').

5) Attacker sends the forged ciphertext and the
replaced public key to the receiver.

After receiving the ciphertext o =(Cc,R,W) , the
receiver
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1) Compute 7=&R.S,)=6R.Qp)=7 |,
k=H,(r)=H,(r)=k
2) Recover
h=H,(m,R,k)=h".

3) Verify &(P,W)=&(P,,,,R +hQ, )

m=D,(c)=D,(c)=m ,

PR +hQp ) =P, xP+h-(a=X)P/h) = &(P,,.aP) =&(P,W)

. The equatione(P,W) =e(P,,,R + hQ;DA) set.

In the view of the attacker, [26] can be simulated as
following basic Signcryption scheme:

A sender “Alice” with key
pairs {Qy = H,(Alice), Sy, = sH, (Alice)}

A receiver “Bob” with key
pairs {Q,, = H,(Bob), S,, = sH,(Bob)}

Alice

chooses xe Z,, R=xP , R, =xP,,, , 7=&(R,,Qq)
k=H,(7) , c=E(m) ,
h=H,(mR,k) , W =xP,, +hSy
sends o =(C,R,W) to Bob as the ciphertext of his
message.

and

There is a small mistake of the

definition H, :{0,1} — Z, . We think the authors’ real
H, {01} xGx{0,1} -Z, to
meeth=H,(m R,K) . In this hash function, any message

intention 1S

about the sender is not contained. If an attacker Eve say
“I am Alice” to Bob, Bob can not distinguish only with
the hash value h. Our attack just utilizes this attribute of
Li’s scheme.

Suppose that H, is defined
as  H, {01} xG x{0,1} xG -z,
h=H,(mR,k,Qy..) - The attacker Eve intercepts the

ciphertext o = (Cc, R,W) from sender Alice and she runs

and

the algorithm of forging ciphertext like:

1) Randomly choose «,Xxe Z; and prepare a forged
message M

2) Compute R =xP , R = XPow > 7 =6(R,Qy,) >
k' = Hz(T)r Cv = Ek'(m')r h' = H3(mv3 Fz;’klaQ:AIice) .

3) Compute W =P,

b > S€t Quiee = (@—X)P/h as a

public key ofU ,
4) The final ciphertextiso = (c,R,W').
5) Send the forged ciphertext and the replaced public

key to the receiver.
She will meet a hard problem that if she wants to

compute h , Q. is necessary or if she wants to

computes Q.. , h must be known. As a result, if she can



JOURNAL OF COMPUTERS, VOL. 7, NO. 6, JUNE 2012

succeed in forging the ciphertext, she must own the
ability to solve the DL problem.

V. THE IMPROVEMENT OF FAGEN LI ET AL.” SCHEME

The scheme involves four roles: the PKG, a trust
dealer, a sender group U,={M,,M,,...,M,} with
identity 1D, and a receiver Bob with identity 1D, .

Setup: Given a security parameter k, the PKG chooses
groups G, and G, of prime order q (with G, additive

and G, multiplicative), a generator P of G, a bilinear
map €: G xG, = G, , a secure symmetric cipher (E,D)
and hash functions H, :{0,1} -G, H,:G, »{0,1}",
H, :{0,1} xG, x{0,1} xG, — Z,. The PKG chooses a
=sP . The PKG
publishes system

parameters {Gl,Gz,nl,e,PP E,D,H,.H, H} and

> pub’

master-key se RZ; and computes P,

keeps the master-key s secret.

Extract: Given an identity ID, the PKG
computes Q, = H,(ID) and the private key §; =sQ,; -
Then PKG sends the private key to its owner in a secure
way.

Keydis: Suppose that a threshold t and n
satisfyl <t <n<q. To share the private key S among

the groupU , , the trusted dealer performs the steps below.
1) Choose F,,.
construct a polynomlal F(x)= SD +xXF +-+XTF,

.,F._, uniformly at random from G/

2) Compute S =F(i) for i= . (= SDA
Send S to member M, for i=1,...,n secretly.
3). Broadcast Yo =&(Sp,, P) and

yJ =dF19P) fOr J :1,,t—1
4) Each M, then checks whether his share S is valid by

computing &§,P)= H] 0yJ . If § is not
valid, M, broadcasts an error and requests a valid one.
Signerypt: LetM,,...,
to cooperate to signcrypt a message m on behalf of the
groupU , .
1

computes R; =

M, are the t members who want

Each M.

%P, R =%PFu
sends (R;,7) to the clerk C.

2) The clerk C (one among the t cooperating players)
computes R =R, . 7=[]i.5 . k=H,@
c=E(m,andh=H,(MR.,k Qg ).

3) Then the clerk C sends h to M, fori =0,...,t.

4) Each M, computes the partial
signature W = x P, +h77, S and sends it to the clerk C,

wheren =] . — j(i— )" mod q.

chooses  xe 7, ,

| = e(Rzi’QIDB) and
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5) Clerk C verifies the correctness of partial signatures
by checking if the following equation holds:

o(P.W) =R, P X[ T 20¥))™

If all partial signatures are verified to be legal, the
clerk C computesW = ZE:IWi ; otherwise rejects it and
requests a valid one.

6) The final threshold signcryption is o = (C, R ,W).

Unsigncrypt: When receiving o , Bob follows the
steps below.

1) Compute 7 =&(R, S, ) andk = H,(7) .

2) Recoverm= D, (¢)

3) Compute h=H,(mR,K,Q,, ) and accept o if and

only if the following equation holds:
e(P,W) = &R, R +hQp,)

VI. SECURITY ANALYSIS OF OUR IMPROVED SCHEME

In this section, we will give a formal proof on
Unforgeability and Confidentiality of our scheme under
CDH problem and DBDH problem.

Theorem 1 (Unforgeability): Our improved scheme
is secure against chosen message attack under the random
oracle model if CDH problem is hard.

Proof: Suppose the challenger C wants to solve the
CDH problem. That is, given (aP,bP) , C should

computes abP .
C chooses system

{G.G,.n.eP,P,,.E.D,H H, H,} |

parameters > Poub>

sets P, =aP, and sends parameters to the adversary E
(the hash functions H,,H,, H, are random oracles).

H, query: C
record H, queries. L, has the form of (ID,x,Q;,Sy)
Suppose the adversary Eve can make H, queries less

maintains a list L to

than g, times. C selects a random number j € [1,q, ]. If
C receives the j-th query, he will return QIDI =bPto Eve
and sets (ID;,1,Qp =bP,1) on L . Else C
selects @ € Z, , computes Qp =P, §; =

returns Q, to E and sets (ID;,¢4,Q.,§) on L.

1 pub P
H, queryy C maintains a list L, to
record H, queries. L, has the form of (7,k). If C receives
a query about
sets (7;,k )onL,.

H, queryy C maintains a list L, to
record H, queries. L, has the form of (m R k,Q,h). If C
receives a query about(m,R;,k,Qp ), selectshh e Z,,

returns iy to Eve, and sets (M, R;,k,Qp ,h)onL;.
Signerypt query: If C receives a query about Signerypt
with message m , identity ID,
1. Select € Z,,W € G,

7, , selects k € Z,, returns k, to E, and
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2. Look-up L,, L,, setQ, =xP inlL,,k =k inL,,
and compute R = xQ,,

3.Seth = H;(mﬂ»kam‘)-

4. Return (h,W) to Eve.

Finally, Eve output a forged
signeryption (MK, W, Q) . If Qp #Qp , Eve fails.
Else, if Qp =Qp , Eve succeeds in forging a

signcryption.
As a result, C gains two signcryption ciphertexts
which meet:

eP.W)=e&PR,;,,R+hQp)
e(P.W)) =&(P,,,.R +hQy )

Thus,

&P, (W -W))) = &P,,.(R +hQp )= (R +hQp ) (1)
NoteQ=0Qp =Qp,
(1) can be expressed

ase(P,(W -W))) =&(R,;,,(R-R)+(h -h)Q) (2
v By =aP,Qp = bP
2) can be expressed
as&(P,(W -W,)) = &(@P, (¢ — ;) + (R —h;))bP)
W =W, = (& —a;)+(h —h;))abP

Hence, the CDH problem
[ —W.
P= S can be computed by C with
(ai _aj)+(h _hj)
aPandbP .

Theorem 2 (Confidentiality): Our improved scheme
is secure against adaptive chosen ciphertext and identity
attack under the random oracle model if DBDH problem
is hard.

Proof: Suppose the challenger C wants to solve the
DBDH problem. That is, given (P,aP,bP,cP,7) , C

should decide whether 7 = &P, P)®* or not. If there exists

an adaptive chosen ciphertext and identity attacker for
our improved scheme, C can solve the DBDHP.
C chooses system

{G.G,.n.eP,P,,.E.D,H H, H,} |

=aP, and sends parameters to the adversary E

parameters

sets P,
(the hash functions H,, H,, H, are random oracles).

H, queryy C maintains a list L to
record H, queries. L, has the form of (ID,2,Q,,Sy) -
Suppose the adversary Eve can make H, queries less

than g, times. C selects a random number j € [L, ¢, . If
C receives the j-th query, he will return QIDJ =bPto Eve
and sets (ID;,L, QIDJ =bP,1) on L Else C

*

q

returns Q, to E and sets (1D;,¢4,Q,§) on L.

selects & € Z, , computes Qp, =o4P , Sy =R,

pub >
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H, query: C
record H, queries. L, has the form of (z,k). If C receives

maintains a list L, to

*

a query about 7, , selects k € Z,

sets (7;,k )onL,.

H, queryy C maintains a list L, to
record H, queries. L, has the form of (m R k,Q,h). If C
receives a query about (M,R;,k,Qp ), selectsh e Z,,
returns iy to Eve, and sets (M, R;,k,Qp ,h)onL;.

returns k; to E, and

Signcrypt query: If C receives a query about Signcrypt
with message m , identity ID,

1. SelectG € Z,,W € G,

2. Look-up L, L,, setQp, =¢4P inL,,k=kinlL,.
Compute R =¢P ,if ID, #ID; . Else, if ID, =ID; ,
compute R =cP

3.Seth =H,(m,R.k.Qp)-

4. Return (h,W) to Eve.

After the first stage, Eve chooses a pair of identities on
which he wishes to be challenged on(ID;, ID;) . Note that
Eve can not query the identity of ID,. Then Eve outputs
two plaintexts m, and m . C chooses a bit be {0,1} and
signerypts  m, To do so, he sets R =cP ,
obtains k' =H,(7) from the hash function H, , and
computes G, = Ek{(mo) . Then C chooses W’ € G, and

sends the ciphertext o =(G,,R,W") to Eve. Eve can
performs a second series of queries like at the first one.
At the end of the simulation, she produces a bith for
which he believes the
relation o~ =Signerypt (M, ,{S},_,_,.|D;) holds. Ifb=b,

C outputs
r=eR, Sp, ) = &(cP,abP) = (P, P)** Else, C

outputs 7#e&P,P)®™ . So C can solve the BDDH
problem.

VII. CONCLUSION

In this paper, we show that the threshold signcryption
scheme of Fagen Li et al. is vulnerable if the attacker can
replaces the group public key. Then we point out that the
receiver uses the senders’ public key without any
verification in the unsigncrypt stage cause this attack.
Further, we propose a probably-secure improved scheme
to correct the vulnerable and give the unforgeability and
confidentiality of our improved scheme under the existing
security assumption.
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