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Abstract: Cloud computing has matured and has been widely applied. Managers of medical organizations
have noted cloud computing features—computational power, storage capacity, high stability, and flexible
design—and have begun to assess the possibility of introducing cloud computing into medical information
systems. This study simulated and estimated the costs of introducing cloud computing into medical
information systems; the simulation results were compared with the estimated costs of self-maintaining
medical information systems to explore the feasibility of introducing cloud computing into medical
information systems. This study used mathematical functions to construct two models under the conditions
of regular occurrence of damage to information appliances and irregular occurrence of damage to
information appliances. Functions of the models were derived and solved; the derived optimal values can
serve as references for decision makers.
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1. Introduction

Cloud technology has been promoted as a tremendous development opportunity for global information
technology companies. This technology has been proposed as the next-generation information architecture
for enterprises [1]. Cloud computing is an innovative emerging technology that provides benefits such as
resource pooling, broad network access, self-service applications [2]-[5] and cost efficiencies [3], [4]. As the
market’s demand for cloud technology has increased, cloud-related applications have been increasingly
prevalent. Cloud computing can be applied for big data operations and for large-scale information
processing; additionally, cloud platforms can be used to integrate information systems and develop
application software. The majority of sizable enterprises introduce information into cloud platforms to
reduce the costs of self-constructed information systems and to control the labor costs of system
maintenance. More importantly, they attempt to prevent any local system damage from impairing the
operation of the entire information system. Currently, medical organizations mostly rely on internal
employees to establish information systems and to conduct maintenance. To maintain and improve the
operational effectiveness of the systems, money must be invested in various software and hardware
projects; those investments include costs for personnel who perform system maintenance and repair
management. Cloud computing systems are stable, capable of fast operation, and equipped with robust
storage capacity; the designs of cloud computing systems are flexible. The advantages of cloud computing
have gradually attracted numerous managers and researchers in the medical field to introduce cloud
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computing into medical information systems.

The most unique characteristic of cloud computing is its ability to effectively allocate resources and to
manage information in a distributed and extensive manner, supporting a variety of platforms, systems, and
applications [6]. In studies related to introducing cloud computing into medical information systems, Jin [4]
proposed that cloud computing could provide four advantages for medical information architecture—low
construction cost, excellent performance, sharing of medical information, and secure data storage. Medical
information systems deployed on cloud platforms not only rapidly provide quality service [1] but also
improve the efficiency of treatment for patients [7]. The systems can also overcome the obstacle of distance
and can enable branch hospitals to exchange data regarding patients’ physiological parameters or
examination images.

Published research has reported that cloud computing provides stable and flexible conditions for medical
information systems and has generated substantial benefits and reduced construction costs. However, few
studies have explored the timing of cloud computing rollouts for medical institutions that already have
established information systems. Therefore, this study used mathematical models to estimate the costs of
self-maintaining the operation of medical information system. In this study’s scenario, a hospital had
established a medical information system, and the system had been operating continuously; the efficacy
and efficiency of medical information appliances were assumed to be unstable and to influence the overall
operation. The scenario did not include any medical information systems that were newly developed or had
not been established. This study constructed two models based on the following conditions: regular
occurrence of damage to information appliances and irregular occurrence of damage to information
appliances. The two models were used separately to estimate the cost functions of self-maintaining medical
information systems under the two conditions, and the estimated costs were compared with the costs of
introducing cloud computing into the system. Hospital decision makers can use these comparisons to
understand the costs and benefits of self-maintaining the medical information systems or introducing cloud
computing into the information systems under different conditions and restrictions.

2. Estimating the Costs to Build the Information System

This study applied mathematical models to estimate the cost function of introducing cloud computing
into a medical information system. In the cost function, R; is the risk of loss of the jth information appliance;
L; is the loss caused by the risk of loss of the jth information appliance; (1) expresses the fixed cost
associated with platform rent and bandwidth expenses after introducing cloud computing into the medical
information system. This study also considered the risk factor; that is, edt is the loss transformation rate
after the introduction of cloud computing into the medical information system. The mathematical function
is as follows:

Co=[,0+3M, a(R;+L;)e’ dt (1)

where

C: is the estimated total cost of introducing cloud computing at time point t;

0 is the fixed expense in the period (i.e., system platform rent plus bandwidth expense);
« is the risk coefficient, 0 < o < 1;

edt is the loss transformation rate.

The aforementioned process estimated the costs and risk of loss for introducing cloud computing into a
medical information system. For a self-maintained medical information system, in addition to expenditures
on essential software and hardware appliances, regular maintenance and the risk of loss due to appliance
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damage should also be considered. For hospital decision makers, if the costs of introducing cloud
computing into the medical information system are higher than the estimated costs of self-developing and
self-maintaining the information system, the cost would not be a sufficient condition for the introduction of
cloud computing. Accordingly, this study analyzed the following two situations: (1) regular occurrence of
damage in information appliances and (2) irregular occurrence of damage in information appliances. To
determine the models under these two situations and facilitate the search for an optimal solution, this
study set C;: as Z.

3. Exploration of the Models

3.1. The Optimal Solution of Regular Occurrence of Damage in Information Appliances

The occurrence of risk is assumed to be caused by regular damage to information appliances. Therefore,
the total cost (T) of self-establishing a medical information system was formalized as (2).

Te=RAL+C(1-R) 2)

where

R is the possibility of damage occurring in information appliances;

L is the risk of loss caused by information appliance damage;

Ais the frequency of the damage occurring in information appliances;
C is the cost of establishing the information system.

Under the condition of fixed cost of establishing a medical information system, decision makers in a
hospital may seek the optimal approach for reducing the risk of loss to reduce the total loss cost. Therefore,
condition (3) was assumed as follows:

Min Tc=RAL+C(1-R) (3)
0sR<1

The optimal solution R* is affected by the value of parameter A, that is, R*= R*(A). In practice, decision
makers hope to discover R* Once the frequency of failure in information appliances has been reduced, the
risk of loss can be reduced. The costs (Cy) generated by appliance failures include parts repair, software
function verification and adjustment, and labor costs; other intangible costs include low efficiency and loss
of opportunity costs caused by system failures. The intangible costs and other uncontrollable factors were
excluded in this study. Preliminary assumptions were tentatively hypothesized regarding costs. All costs
were expressed as CoAu + RALu during a fixed period such that 4 was the number of information appliances
in the hospital. This study assumed Z to be the total expenditure required for introducing cloud computing
into the medical information system of the hospital at time ¢; the constraint was that the total costs must
not exceed the total budget Z of introducing cloud computing. Therefore, for the condition of Cy 4 +

RAL < % = Z, the mathematical model was proposed as follows:

Min R'(A)

S.t.CoAu+RALu<Z
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thatis,
CO/1+R/1LS%S2 (4)

Given that the frequency of appliance failure is fixed (i.e., A is a given value), if the objective function II(R)
is a linear function, and if the optimal value R* occurs at the endpoint, the optimal value R* has two possible

values. When A 2%, then R* = 0; decision makers tend to use self-established and self-maintained
information systems. When A <%, then R* = 1; decision makers should consider introducing cloud

computing into their medical information systems.

S
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Decision makers seek to reduce the frequency of information appliance failures and to reduce the risk of
loss. Therefore, given that the introduction of cloud computing is the condition for obtaining the optimal
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objective value (i.e., R* = 0), the condition is 4 > T Therefore, 1 > T was substituted into (4) and it was

assumed f(R) =Z — CyA — R A L; when R* = 0, the function is f(0) = Z — C, 1 =0, so that 1 < c£
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The aforementioned discussions indicate that if the parameters Cy, C, L, and Z satisfy the inequality

Z _C o . . Z c = - CoC
= > -, and A satisfies the inequality — > 1 > -, then Z > -
Co L Co L L

3.2. The Optimal Solution of Irregular Occurrence of Damage in Information
Appliances

In a general environment where an information system is operated, the timing of damage occurring in
information appliances is uncontrollable. Numerous factors (e.g., temperature and environmental humidity)
affect the timing; human factors are also possible causes. In hospitals, people responsible for maintaining
the information system cannot fully grasp when the appliances would fail. Any damage might expose the
information system to extreme instability, and even though the risks may generate a loss, the maintainers
can only attempt to minimize risk passively. Therefore, the larger the R value is, the greater the risk is,
leading to larger A and L values. This study assumed that A(R) is a linear function of R, and A(0) represents
that the information system is operating under stable conditions and does not require repair or
replacement of parts; the risk is 0. Given that A(R) = KR, such that K > 0 is a constant; the mathematical
formulas are as follows:

Min LA(R)R+C(1-R) (5)
0<Rs<1

Minf(R)=LKR?+C(1-R)
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This study assumed that f{R) function has a minimum value in the second order derivative function; that
is, f'(R) = 2LK > 0. Let R be the minimum value of function f{R); then R must satisfy the following formula:

f(R)=2LKR +C=20, E:ﬂ (6)

Therefore, R = ﬁ is the lowest point of function f(R).

4. Simulation

The situation of R <1 was inferred as follows:

First, let R* be the optimal solution of (5); if R <1, R*=R = ﬁ;

therefore, R* =R = Min{ﬁ, 1};

R* = Min {L

L 1} is the optimal risk value that an information system can undertake.

This study assumed A(R) = KR, where K > 0 was a constant. To derive the optimal K value for decision
makers to decide whether to retain the self-maintained medical information system, this study elaborated
(2). The condition that the cost cannot exceed the total budget value Z was retained.

Min R'(K)

s.t.CoMi+RALu<Z

that is, CokR + RZKL < % <Z 7)
* . C x =y Cc
from (6), R =Mln{—,1}, RF=R=—1<1
2LK 2LK
thatis, K > <, (8)
2L

let f(R) = Z — C,KR — R?*KL, and substitute R* = ﬁ into (7),

A CI(C <C)2KL>0
oLk \2LK =

Z-9_C 5 )

2 —_
In Fig. 1, K can be any value as long as it satisfies K > %; therefore, if 4-CL_K equals 0, then Z > % When

K < o the decision makers bear the maximal risk of loss. Under this situation, the decision makers
c

encounter extreme instability of the information appliances. When K > "

the risk borne by decision

makers begins to decrease and gradually reaches stable status.
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Fig. 1. Determination of a K value.

To obtain the optimal K, this study simplified (9) and derived (10) as follows:

K<—S (10)
— 2C,C-4LZ

After the integration of inequalities (8) and (10), the optimal K value must satisfy the following condition:
c? c

-_— >
2CoC—4LZ 2L

The inequality shows that if parameters Cy, C, L, and Z satisfy the inequality, it can be rewritten as

follows:
c? c
- _>_
2C,C—4LZ — 2L

c? c
—=>K >—
2CoC—4LZ 2L

2

If decision makers of the hospital choose some K value that satisfies the inequality

)

this indicates that the risk R* can be effectively minimized. The inequality also means Yoo = 7 8iven
o C—

any K value associated with high risk of loss of the medical information system, the decision makers are
recommended not to introduce cloud computing into the medical information system.

R"

£ K.

Fig. 2. Determination of constraints for K value.

5. Conclusion

This paper analyzes and discusses different models of medical information systems from the
perspectives of hospital decision makers. Two models are proposed as references for decision makers to
determine whether the hospital should self-maintain the medical information system or introduce cloud
computing into the system. Self-maintaining medical information systems constitute a typical measure
implemented by most medical institutions. The models provide decision makers with different perspectives
on determining whether medical information systems should be self-maintained, or cloud computing
should be introduced.
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