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Abstract---In view of sensitive data management, an efficient 
cryptographic access control scheme is proposed. Based on 
attribute-based encryption, the proposed scheme not only 
inherits flexibility and fine-grained access control for users, 
but also realizes cryptographic management for servers. In 
additional, the scheme alleviates the administering burdens 
on the server, and handle dynamic access policies in a more 
efficient and cryptographic way. Compared with the existing 
system, the scheme relieves the server from intense 
encryption /decryption processing, and achieves reliable 
decentralized encryption /decryption with good scalability 
and efficiency. 
 
Index Terms---Senstive data sharing, Access control, 
Attribute-based encryption 
 

I. INTRODUCTION 

Along with the popularization of Internet, the demand 
for sharing sensitive data resources becomes more and 
more stronger in the distributed computing environment. 
The provider of resources needs to control sensitive data 
sharing range by developing flexible extensible access 
control strategy. Therefore, an efficient cryptographic 
access control protocol for sensitive data management is 
of increasingly great importance. 

Traditional access control architectures usually assume 
the data owner and sever storing the data in the same 
trusted domain. When user wants to access data, he must 
get the authorization through submitting his identity 
information. In other words, only an authorized user is 
permitted to access the sensitive data. However, it can’t 
meet the demand for sharing sensitive data resources, and 
there are a lot of security problems during the period of 
storage, transmission and usage including as: (I) because 
all of E-document is often stored with the plaintext in the 
server, once sever is under attack, the sensitive data will 
be leaked out; (II) sever must be trusted to preventing the 
collusion between the user and sever because it need to 

record when and where the user accesses the data; (III) 
server must take measure to ensure secure transmission 
between sender and receiver, even if the receiver is 
authorized. 

One method for alleviating some of these problems is 
to store data in encrypted form. Thus, if the server is 
attacked, the amount of sensitive information loss will be 
limited. However, how to store and share the encrypted 
data selectively at a fine-grained level is one of the urgent 
problems to be solved. In this paper, an efficient 
cryptographic access control for sensitive data 
management which is based on attributed –based 
encryption will be proposed. 

The rest of this paper is organized as follows: Section 
II provides an overview on related work. Then we present 
an efficient cryptographic access control protocol for 
sensitive data management in Section III. In Section IV, 
we prove the security of protocol, analyze its efficiency 
and evaluate its performance based on real 
implementation. Lastly, we conclude the paper in Section 
V. 

II. RELATED WORK 

A. Attributed-Based Encryption (ABE) 
The concept of Attributed-Based Encryption (ABE) 

was first introduced by Sahai and Waters in 2005 [1], 
which refines identity-based encryption by associating 
ciphertext and private keys with sets of descriptive 
attributes. Then a particular key can decrypt a particular 
ciphertext only if there is a match between the attributes 
of the ciphertext and the user’s key. In 2006, two 
categories of ABE including ciphertext policy and key 
policy are presented in Reference [2]. In CP-ABE [2] 
(Ciphertext policy attribute based encryption, CPABE), 
the user secret key is associated with a set of attributes 
and a ciphertext is associated with an access control 
policy over a list of attributes. The decrtyptor can decrypt 
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the ciphertext if the list of attributes associated with the 
secret key satisfies the access policy. In KP-ABE [2] (Key 
policy attribute based encryption), the secret key is 
associated with an access control policy over a list 
attributes and the ciphertext is associated with a set of 
attributes. The decryptor can decrypt the ciphertext if the 
list of attributes associated with the ciphertext satisfies 
the access policy associated with the secret key. The first 
KP-ABE scheme [2] can realize the monotonic access 
structures for key policies. To enable more flexible access 
policy, Ostronsky et al. [3] consequently presented a 
fine-grain non-monotonic access structure in KP-ABE. 
The first CP-ABE scheme [4] which is only proved under 
the generic group model was proposed by Bethencourt et 
al. Consequently, Cheung and Newport [5] presented 
another construction which only permits AND gates 
while the first expressive construction is proved to be 
secure under the standard model. Later, Goyal et al. [6] 

gave another construction which is based on number 
theoretic assumption and supports threshold gates in 
access tree.  

B. Existing Access Control Scheme for Sensitive Data 
Management 

Obviously, traditional access control scheme has 
shown limitations to cover modern digital environment 
and it can’t meet the demand for the security of sensitive 
data management. The emergence of DRM (Digital rights 
management) technology provides a foundation for more 
trusted and secure computing environment. Adolf Honl 
and Alf Zugenmaier [10] present an approach to solve 
privacy about personal data in a smart hospital 
environment based on DRM technology. However, 
today’s DRM technology requires well–defined policies 
and models that can express usage decisions more 
comprehensively [11-12]. UCON (usage control) 
technology encompasses these areas including traditional 
access control, DRM and trust management and goes 
beyond in its definition and scope. UCON technology can 
achieve fine-grained control on digital resources and 
provide for reliable and trusted controls on the usages of 
digital resources throughout their life cycle [13]. The 
concept of proxy re-encryption(PRE) was introduced by 
Blaze, Bleumer and Strauss [14].In this scheme, a 
semi-trust proxy will transform a ciphertext originally 
intended for Alice into an encryption of the same message 
intended for Bob, and the proxy can’ t acquire any 
plaintext. In a PRE scheme, data m encrypted under 

Apk  can be eventually changed to being encrypted 
under a different key Bpk , which made the server avoid 
storing the plaintext. Behzad Malek and Ali Miri design a 
balanced access control system [17] that policies are 
integrated into private keys of users. At present, most 
existing access control schemes pay attention to control 
usage on plaintext data, but it is not secure to store and 
transmit sensitive data. Therefore, how to realize 
cryptographic access control is the main problem to be 
solved in the paper. 

III. NEW CONSTRUCETIONS 

A. Ciphertext-Policy Attribute-based Encryption Scheme 
An CP-ABE scheme is a tuple of probalistic 

polynomial time algorithms(SETUP, KEYGEN, ENC, 
DEC). 

• ( )1kSETUP  : On input a security parameter1k , the 

setup algorithm SETUP outputs a system public 
parameter pk and a master key mk ; 

• ( ),uKEYGEN A mk : On input a set of attributes 

uA  identifying the user and a master key mk , the key 
generation algorithm KEYGEN outputs a secret key 
usk associated with the set of attributes uA ;  

• ( ), ,cAENC m pk : On input an access policy cA , a 
message to be encrypted m and the system public 
key pk , the algorithm ENC outputs the ciphertext C  

associated with the access policy cA ; 

• ( ), iDEC usk C : on input a secret key usk  and 

the ciphertext C , the decryption algorithm DEC first 
checks if the attribute uA  satisfies the access structure 

of cA . Then, if check passes, it outputs a message m . 

B. Main Idea 
The composition of the scenario is shown in Fig.1. 

After creating sensitive data, the creator encrypts the data 
with Symmetrical cryptographic algorithm (AES, DES, 
etc). Then the Symmetric key will be encrypted with 
ABE scheme, so that the use can decrypt the key 
ciphertext if the attributes associated with the user secret 
key satisfies the access policy. After that, the ciphertext 
will be stored and managed by system server who is in 
possession of a master key which is used to generate 
secret keys of users. In this way, it provides an efficient 
cryptographic access control protocol for sensitive data 
management which can also handle dynamic access 
policies. 

Setup : PK,MK
( , , ) :Decrypt C SK PK M

PK

uA

,PK SK

c -CPC A&

( )uKeyGen PK,MK, A : SK

( )c-CPEncrypt PK,M, A : C

u1A

u2A
c-CPA

c-CPA

u1A

u2A

c-CPA

 
 
Figure 1. The model for proposed scheme in sensitive data management 

C. Proposed Access Control Protocol Based on ABE for 
Sensitive Data Management 

An efficient cryptographic access control protocol 
based on CP-ABE [3] scheme for sensitive data 
management will be shown as follows. 
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(I) Notations 

The description of notations is shown as follows. 
TABLE1.  

THE DESCRIPTION OF NOTATIONS 
Notations description 

PK  System public key 

MK  master key 

uSK  The secret key of user 

uA  A set of attributes for user 

cA  A set of attributes for encrypting k  

k  Symmetric key for encrypting the data plaintext 

kC  Symmetric key ciphertext 

( )kEnc X  Encrypting X with key k  

( )kDec X  Decrypting X with key k  

(II) Setup and initialization 

A) The system server chooses a bilinear group 0G  of 
prime order p with generator g , and then it chooses two 

random exponents , pZα β ∈ . So the system generates 

public key PK and master key MK using 

( )1kSETUP algorithm as follows.  

( )
1

0 ,: , , , ,G g h g fS eP g gK g αβ β= == (1) 

( ): ,S MK gαβ=           (2) 

B) The system server defines a set of attributes A , and 
choose a random pr Z∈ , and then random u pr Z∈ for 

each attribute j A∈ . 

( )
( ): , , ,u u

r rr
j jS SK D g D g H j D g u A

α γ
β

+⎛ ⎞′= = = = ∀ ∈⎜ ⎟
⎝ ⎠

i (3) 

(III) New user grant 
When a new user wants to join the system, sever will 

assign an access structure and the corresponding secret 
key to this user.  

A) According to the unique identity of each user 

uA ( uA A⊆ ), server choose random 

r′ and ( )u ur u A′ ∀ ∈ . Then it creates a secret key as  

( )( ),, : u u
r rr

u
r

u u u u uu A D D g H uSK D Df D D g′ ′′′′= = ′ ′′ ′∀ ∈ = = (4) 

B) Send the public key PK  and user attribute secret 
key to the user. 

: , uS U PK SK→  

(IV) New file creation 
In the multi-domain environment, the data creator can 

also be outside user as inside user. Therefore, the data 

creator must submit the file ciphertext and key ciphertext 
to domain server which manages the file uniformly. 

A) The file creator O creates a new file F and selects a 
unique ID for this data file. 

B) Randomly select a symmetric data encryption key 
k and encrypt the data file using k with AES algorithm. 

( ): kO F Enc F′ =             (5) 

C) The file creator encrypts symmetric data encryption 
key k  under a tree access structure cA for the data file.  

a) Choose a polynomial xq  for each node  x  in the 

tree cA . For each node x  in the tree, set the degree xd  

of the polynomial xq  to be one less than the threshold 

value xk  of that node ( 1x xd k= − ).  

b) Start with the root node R  and choose a random 

ps Z∈  and set ( )0Rq s= . Choose Rd  other points 

of the polynomial Rq  randomly to define it completely. 
For any other node x , set 

( ) ( ) ( )( )0x parent xq q index x=  and choose xd  other 

points randomly to completely it completely.  
c) Let Y  be the set of leaf nodes in cA . Therefore, 

the symmetric data encryption key ciphertext is computed 
as: 

( )
( ) ( )( ) ( )00

, , , ,
:

: , yy
q

s s
c

k

y y
q

A C ke g g C h
O C

y Y C g C H att y

α⎛ ⎞′ ′′= =
⎜ ⎟=
⎜ ⎟′∀ ∈ = =⎝ ⎠

   (6) 

D) Finally, the creator O sends the file ciphertext F ′  
and key ciphertext kC  to domain severs. 

: kO S F C′→ &  

(V) The file access  
A) The user submits the file ID and applies for 

accessing.  

:U S→  Document Request 

B) Sever S verify if the requesting user is a valid 
system user in user list. If true, it sends the file ciphertext 
F ′  as well as ciphertext of the key kC to the user.  

: kS U F C′→ &  

(VI) The file decryption  
A) On receiving the response from DS, the user first 

verifies if the data owner’s signatures on the attribute 
information and the corresponding public key 
components.  

( )( ): siU Verify g F ′  

B) The user decrypts the content key kC with his 
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attribute secret key uSK . 

( ): sk kU k Dec C=             (7) 

a) If the node x  is a leaf node, with the 
algorithm ( ), ,k uDecryptNode C SK x , let 

( )i att x=  and computes: 

( )
( )
( ) ( ) ( )0,

,
,, ,

xrqi x

i xk u

e D C
e g g i A

e D CDecryptNode C SK x

i A

⎧
= ∈⎪⎪ ′ ′= ⎨

⎪
⊥ ∉⎪⎩

(8) 

b) If the node x  is not a leaf node, nodes z are 
children of x . Let xS  be an arbitrary xk -sized set of 

child nodes z such that ZF ≠⊥ . If no such set exists 
then the node was not satisfied and the function 
returns ⊥ . Otherwise, then compute: 

( ) ( ) ( ){ }( )

( ) ( )( ) ( )

( ) ( ) ( )

( )
( )

, 0

, 0

, 0

0

0

, :

,

,

,

i Sx

x

i Sxz

x

x i Sx

x

r qx

x

Z x x
z S

r q

z S

r q i

z S

F

F i index z S index z z S

e g g

e g g

e g g

′

′

′

⋅ ⋅

∈

⋅

∈

⋅ ⋅

∈

′= = = ∈

=

=

=

∏

∏

∏

+

+

+

(9) 

c) At last, decrypts kC  by computing: 

( ) ( ) ( )( )
( )

( )

0, ,

, ,

Rrq

rss

C e C D e g g

C e h g e g g

k

α γ
β

+

′ ′′

⎛ ⎞⎛ ⎞′= ⎜ ⎟⎜ ⎟⎜ ⎟⎝ ⎠⎝ ⎠
=

    (10) 

C) The user decrypts data files using k with AES. 

( ): kU F Dec F ′=            (11) 

IV. ANALYSIS OF OUR PROPOSED SCHEME 

A. Security Analysis 
From the following immediately available 

prosperities, we first analyze security analysis of our 
proposed scheme. 

(I)Content key confidentiality: This property can be 
immediately achieved by using the enhanced construction 
of CP-ABE [3] which can be used to disclose the identities 
of key abusers. Content key is encrypted under an 
attribute access tree structure, and the ciphertext contains 
an access policy. If the set S of attributes which is 
represented by user’s secret key satisfies the access 
structure A, the user will decrypt the ciphertext and return 
content key. 

(II) Sensitive data confidentiality: In our proposed 
scheme, data owner encrypts the file under k with 
AES algorithm, and k  was encrypted with ABE 
algorithm. Then, the ciphertext was sent to system server. 
Assuming AES algorithm is secure, security of this 
scheme is merely relied on the security of ABE. In ABE 
scheme, private key was identified with a set S of 
descriptive attributes. The server or consumer that wants 
to decrypt a message will specify an access policy 
through access tree that private keys must satisfy in order 
to decrypt. A user will be able to decrypt a ciphertext with 
a given key if and only if there is an assignment of 
attributes from the secret key to nodes of the tree such 
that the tree is satisfied.  Therefore, the sensitive data is 
in the form of ciphertext in the lifetime. Even though 
sever is not trusted or attacked, the sensitive data can’t 
be leak out. 

(III) Cryptographic access control: In our proposed 
scheme, we guarantee cryptographic and fine-grained 
access control by ABE. The data owner defines 
flexible access structure for each user, so the consumer 
was delegated according to attributes set by the data 
owner selectively. Only user secret key satisfies with 
access structure, can he operate the file after receiving 
data ciphertext. 

B. Efficiency Analysis 
We will analyze the efficiency between traditional 

management and our scheme as follows. 
(I) System Function. In the traditional management of 

sensitive data, all of E-document is often stored with the 
plaintext in the server, once sever is under attack, the 
sensitive data will be leaked out. Also, sever must be 
trusted to preventing the collusion between the user and 
sever because it need to record when and where the user 
accesses the data. An efficient cryptographic access 
control scheme for sensitive data management is 
proposed to solve these problems. 

TABLE2.  
COMPARISON OF SYSTEM FUNCTION 

comparison Traditional 
management scheme Our scheme 

server trusted untrusted 

The form of 
sensitive data 

stored by server 
ciphertext ciphertext 

Server can decrypt 
the ciphertext yes no 

update authority no yes 

Access control plain cryptographic 

 
(II) User authority grant. In this operation, a user 

authority is associated with an attribute set, which relate 
to his secret key. The main computation overhead of this 
operation is distributing the key. The computation 
complexity is ( )1O in our scheme. However, the 
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computation complexity is ( )O n , where n is the number 
of user. The comparison is shown at Tab.3.  

(III) Sensitive data access. In the traditional 
management, when the consumer applies for the access of 
sensitive data, server needs to decrypt the data ciphertext 
firstly, and then encrypt the data ciphertext with the 
consumer’s public key. So the computation complexity 
is ( )1 1E DO T T+ , where ET  is the number of encryption, 
and 

DT  is the number of decryption. In our scheme, there 
is nothing to do in this operation. 

 
TABLE3.  

COMPARISON OF COMPUTATION COMPLEXITY 
operation Traditional management 

scheme Our scheme 

Key distribution ( )O n  ( )1O  

Sensitive data 
encryption for 

owner 

( )1O  ( )1O  

Sensitive data 
access ( )1 1E DO T T+  0 

C. Implementation 
In a real scenario, the number of attributes of every 

user is limited, and the number of subsets and attributes 
in access control tree is determined by the file control 
policy. Therefore, assume that the number of attributes 
for use is 5, and the number of attributes in access control 
structure if fixed to be 50. 

The comprehensive experiments are conducted on a 
laptop with dual core 2.4GHz and 2GB RAM. We make 
an analysis on the experimental data with 1MB size, and 
encrypt the sensitive data with AES algorithm under 
192bits symmetric key.  We can see the time for 
encrypting the file depends on the access tree structure. 
According to the number of the access tree policy, the 
time required to encrypt the file is shown in Fig.2. 

 
(a) New file creation and encryption 

 
(b) File access and decryption (there is 1subset with 50 attributes in 

the private key) 
Figure1. Experiments on file creation and encryption 

V. CONCLUSIONS 

To assure sensitive resource sharing and distribution 
with high efficiency and good scalability, an efficient 
cryptographic access control protocol will be proposed in 
the paper. Comparing with the traditional access control 
scheme, there are several advantages as follows: (I)Even 
if system server is attacked, sensitive resource can’t be 
decrypted by the attacker, because sensitive resource is 
transmit and stored in the form of ciphertext during the 
lifetime.(II)The scheme alleviates the administering 
burdens on the server, and handle dynamic access 
policies in a more efficient and cryptographic way, so the 
server need not to be trusted by sensitive owner and 
consumer. (III)The data owner defines flexible access 
structure for each user, so the consumer was delegated 
according to attributes set by the data owner 
selectively. Only user secret key satisfies with access 
structure, can he operate the file after receiving data 
ciphertext. (IV)The scheme relieves the server from 
intense encryption /decryption processing, and achieves 
reliable decentralized encryption /decryption with good 
scalability and efficiency. 
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