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Abstract—In wireless sensor networks, the attackers can 
easily inject false data reports from compromising nodes. 
Previous approaches to filtering false data reports, notably 
statistical en-route filtering, usually share keys among the 
nodes in low probabilities, and rely on the forwarding nodes 
to verify the correctness of the MACs (Message 
Authentication Codes) carried in each report. Although the 
results of the notably approach are conspicuous, there still 
exists several drawbacks. Firstly, compromised nodes from 
different regions can collaboratively forge false reports such 
that forwarding nodes cannot detect and filter for not 
binding the key to their geographical coordinate. Secondly, 
false reports have to travel several hops before being 
detected and filtered. In this paper, we propose a Double 
key-Sharing based false data Filtering scheme (DSF) to cope 
with those problems. In DSF, nodes are grouped into 
clusters after deployment, and a blocked region is formed 
through pair-wise keys closer to the source node. When an 
event occurs, a legitimate report must carry two types of 
MACs. In addition, we bind the symmetric keys with the 
clusters by pre-distributing the key indexes of in-cluster 
nodes to forwarding nodes. In filtering phase, each 
forwarding node has to validate not only the correctness of 
the MACs carried in the report, but also the legitimacy of 
related locations of all detecting nodes. Moreover, the tail of 
the data reports can be dropped just outside the blocked 
region. Extensive analyses and simulations demonstrate that 
DSF can detect and filter out false reports forged by 
multiple compromised nodes from different geographical 
regions, and also outperforms existing schemes in terms of 
filtering efficiency and energy consumption. 
 
Index Terms—wireless sensor network, double key-sharing, 
false data filtering, message authentication code 

I.  INTRODUCTION 

Wireless sensor networks (WSN) are ideal candidates 
for environment monitoring in various occasions such as 
military surveillance, habitat monitoring, and health care 
[1]. In WSN, a large number of sensor nodes with limited 
resources are usually deployed in a hostile environment. 
Once a node is compromised, all the keys stored in it will 

be disclosed by the attacker to easily launch false data 
injection attacks, i.e., the keys can be abused to inject 
bogus data reports into sensor networks [2]. Obviously, 
those attacks may cause not only false alarms but also the 
depletion of the limited resources of the network. 

To protect against false data injection attacks, an en-
route false data filtering framework has been proposed 
[3]. In this framework, every node stores some symmetric 
keys after being deployed. In case that an event raises, 
multiple detecting nodes catching the event will 
simultaneously generate a report that carries t (t >1) 
distinct MACs (Message Authentication Codes) 
collectively. Here, t means a security threshold. A MAC 
is generated by a sensor node using a symmetric key and 
represents its agreement on the report. As a report being 
forwarded to the sink over multiple hops, each 
forwarding node verifies the correctness of the MACs 
carried in the report probabilistically. A report that carries 
less than t MACs or a wrong MAC could be marked as 
invalid and dropped intermediately by nodes or the sink. 

Based on the en-route false data filtering framework, 
several schemes for false data filtering have been 
proposed in recent years. These schemes have attained 
good results in protecting the confidentiality, integrity 
and authenticity of the collected data. However, they 
suffer from two major drawbacks as follows: First, since 
any two nodes share symmetric keys in very low 
probabilities, false data reports injected by the attacker 
have to travel multiple hops before being filtered out, 
which results in inefficient energy usage. Second, false 
data reports forged by multiple compromised nodes from 
different geographical regions cannot be detected and 
filtered out, causing the security mechanism to fall 
completely. For example, as shown in Figure 1, when t=5 
and the attacker has compromised nodes S1,…, S5, which 
makes it possible to forge a report without being filtered 
out by any forwarding node. 

In order to resolve those problems, we propose a 
Double key-Sharing based false data Filtering scheme 
(DSF). In DSF, nodes are grouped into clusters and each 
cluster head establishes relationships with the nodes 
which lie closer through pair-wise keys to form a blocked 
region. Furthermore, each pair of nodes shares symmetric 
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keys randomly. We bind the symmetric keys with the 
clusters by pre-distributing the key indexes of in-cluster 
nodes to forwarding nodes. When an event occurs, a 
legitimate report must carry two types of MACs. In 
filtering phase, each forwarding node has to validate the 
correctness of these two types of MACs carried in the 
report, the legitimacy of all detecting nodes’ related 
locations, and drops part of the tail of the reports just 
outside the blocked region. Extensive analyses and 
simulations show that DSF outperforms existing schemes 
in terms of filtering efficiency and energy consumption, 
and can detect and filter false reports forged by multiple 
compromised nodes from different geographical region. 

 

Figure 1.  False data injection attack in wireless sensor networks. 

The contributions of this paper are as follows: By 
organizing the sensor nodes into clusters and binding a 
set of keys to each cluster, false reports forged by 
compromised nodes from different clusters can be easily 
detected and filtered out by forwarding nodes. A double-
key sharing scheme based en-route filtering scheme is 
designed. In the scheme, each legitimate report carries 
two types of MACs. During forwarding, each node in 
blocked region is able to verify the reports efficiently, 
while the nodes outside the blocked region only verify 
reports with some probability. As a result, false reports 
can be detected and filtered within little hops. 

The rest of the paper is organized as follows: The 
related work is introduced in Section II. The system 
model is illustrated in Section III. The design of the DSF 
scheme will be discussed in Section IV. The performance 
analysis and the simulation results are illustrated in 
Section V. Section VI concludes this paper. 

II.  RELATED WORK 

The state of the art encrypting techniques can be 
classified into two categories of symmetric key technique 
based schemes [3], [4], [5], [6], [7] and asymmetric key  
based schemes [9], [10], [11], [12]. However, recent 
research show that symmetric key technique is possibly 
the only practical approach to establish secure channels 
among sensor nodes since the low-power sensors have 
extremely limited computational capability which 
excludes the applicability of computation-intensive 
asymmetric key based algorithms [4].  

Fan et al. [3] first proposed a statistical en-route false 
report filtering scheme called SEF. In SEF, a key pool is 
divided into n (n > t) partitions, each of which contains m 
keys. Each node randomly picks k keys from one 
partition. When an event occurs, a legitimate report is 

generated by t detecting nodes collaboratively. In the 
filtering phase, each intermediate node has some 
probability to verify the correctness of the MACs carried 
in the report. The sink as the final defense that catches 
false data reports not filtered out during forwarding. Due 
to the low filtering probability, false reports have to travel 
multiple hops before being detected and filtered out in 
SEF, as illustrated in Figure 1. 

Zhu et al. [4] proposed an interleaved hop-by-hop 
filtering scheme called IHA. In IHA, each sensor node is 
associated with two other nodes on the path to the sink. 
The pair of associated nodes is called the lower 
association node and upper association node, respectively. 
During forwarding, each intermediate node has to check 
the correctness of the MAC generated by its lower 
association node. Upon successful verification, it 
generates a new MAC using the pair-wise key shared 
with its downstream associated node and replaces the old 
MAC with the newly generated one. The associations 
ensure a good filtering capability under determined 
topology. However, in practical situations, the topology 
of the sensor network may change frequently due to 
several reasons, e.g., the sleep of a node, or the move of a 
node, and thus leading to the decrease of the filtering 
capacity and the increasing of the maintaining expense. 

Yu et al. [5] presented a Hill Climbing-based false 
report filtering scheme named DEFS. In DEFS, sensor 
nodes are grouped into clusters and each cluster head 
establishes a path to the sink. Each cluster head 
distributes keys to the forwarding nodes using Hill 
Climbing approach through multiple paths. The key 
distributing method ensures that nodes close to a source 
cluster hold more keys for the source cluster than those 
ones farther apart. As a result, the keys stored in each 
cluster can be balanced, and thus is able to increase the 
lifetime of the nodes close to the sink. However, 
transmitting reports using multiple paths is inefficient due 
to the scarce resource of sensor networks. 

Ma et al. [6] thought that SEF, IHA and DEFS are 
limited by the threshold t, and proposed a sink filtering 
scheme in clusters of heterogeneous sensor networks 
called RSFS. In addition to basic sensors, RSFS exploits 
some powerful data gathering sensors termed as cluster 
heads. Each aggregation report must carry the MACs of 
all in-cluster nodes. The sink checks the validity of the 
carried MACs in an aggregation report and filters out the 
forged data reports. RSFS is able to overcome the 
limitation of the threshold t, however, all false reports can 
only be filtered out by the sink and leading to the waste 
of energy during forwarding. 

Yu et al. [7] proposed a grouping-based statistical en-
route filtering scheme called GRSEF. In GRSEF, nodes 
are divided into exactly t groups rather than n (n > t) 
groups after being deployed, ensuring that any position in 
the sensor network can be covered simultaneously by t 
nodes from distinct groups with high probability. The 
nodes then fetch keys using a multiple axes-based method. 
GRSEF is independent of sink stationary and routing 
protocols, and thus can provide a suitable en-route 
filtering solution for sensor networks with mobile sinks. 

S5 

S4 

S3 

S2 
S1 compromised node false 

report 

 
sink 
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However, multiple axes-based key derivations and 
maintenance will incur a great cost. 

Yang et al. [8] proposed a commutative cipher-based 
false data filtering scheme called CCEF. In CCEF, the 
source node establishes a secret relationship with the sink, 
and the intermediate forwarding nodes can then use the 
witness key to verify the authenticity of the reports 
without knowing the original session key, and thus can 
achieve stronger security protection than the existing 
symmetric key sharing based ways. Wang et al. [9] used 
the elliptic curve cryptography to further improve the 
security based on CCEF. Ayday et al. [10] exploiting the 
network coding technique to protect the security of data 
confidentiality and authenticity. Ren et al. [11] proposed 
a data authenticity protection approach on particular 
routings on the research basis of [10]. 

In all the above schemes, the keys sharing probability 
is very low in SEF, IHA, DEFS and RSFS. Therefore, 
false data reports in these schemes have to travel multiple 
hops before being filtered out, causing energy 
inefficiency. Furthermore, if the attacker compromised 
more than t nodes and abuse uses them to forge false 
reports, then the forwarding nodes are not able to detect 
and filter. In this paper, we aim to detect and filter out 
false data reports injected by compromised nodes from 
different regions and to filter them as early as possible.  

III.  SYSTEM MODEL AND THREAT MODEL 

We consider a large-scale sensor network in which the 
sensor nodes will not move after initial deployment. We 
assume that the sensor nodes are deployed in a high 
density, so that each stimulus can be detected by multiple 
sensors in a cluster. The cluster head collects the sensing 
results by all detecting nodes, and generates a report on 
behalf of the cluster. Each legitimate report carries the 
MACs of t members within a cluster. The collected report 
is finally forwarded toward the sink, usually transmitting 
a large number of hops.  

The cluster based framework is suitable to sensor 
networks. After being deployed, the node with the 
smallest ID within its one-hop neighbors is elected as the 
cluster head, denoted as CH. We assume that all the 
nodes in one-hop cluster can detect the same stimulus 
happened within one-hop of the CH for the reason that 
the sensing radius of a sensor is much larger than its 
transmission radius. 

The sink has complete knowledge of all the keys, and 
is equipped with sufficient computation and storage 
capabilities. False reports with incorrect MACs and 
locations that sneak through en-route filtering will finally 
be detected by the sink. 

We assume that sensor network has a short safe 
bootstrapping phase right after network deployment, 
during which attackers are not able to capture any sensor 
nodes, and the distributing of location information of the 
nodes is completed during this time period.  

Due to cost constraints, all sensors are not equipped 
with tamper-resistant hardware. The sink has strong 
security protection capabilities, and thus cannot be 
compromised. We assume that the adversary can 

compromise multiple sensor nodes and take full control 
of them. Besides false data report injection, a 
compromised node can also launch various attacks, such 
as dropping legitimate reports passing through it, 
replaying legitimate reports and so on. We do not address 
such attacks in this paper, and only focus on the false data 
injection attacks [2, 3], in which an attacker injects forged 
sensing data reports through compromised nodes.  

IV.  DSF SCHEME 

DSF includes four phases, namely the keys assignment 
phase, the report generating phase, the en-route filtering 
phase and the sink verification phase. 

A. Key Assignment Phase 
Before deployment, each sensor node is loaded with a 

unique ID. There is a pre-generated global pool G = {Ki: 
0 ≤ i ≤ N-1}, which is divided into n non-overlapping 
groups {Ui, 0 ≤ i ≤ n-1}, each group has m keys. Each 
node randomly selects one of the partitions and k (k < m) 
keys to store. This type of keys is called R-type keys. 
Then all sensor nodes are deployed randomly. 

CH collects the information of all in-cluster nodes, and 
generates a Hello message: {y, CH, S1, S2,…, Sy}, where y 
is a counter with initial value equal to the size of the 
cluster, and S1, S2,… , Sy denotes the in-cluster nodes. 
Then CH forwards the Hello message to the sink and the 
transmitted hops is controlled by y. Upon receiving the 
Hello message, the first forwarding node Si records the 
last node ID carried in the report and then deletes it. The 
forwarding node Si and recorded node Sy are designated 
as a pair of associated nodes. The node Si and Sy are 
called the upstream associated node and downstream 
associated node respectively. , Si then inserts its ID into 
the first fragment of the Hello message, and 1 is 
subtracted from the counter y. Finally, Si forwards the 
message to the next hop. If y is not equal to 0, then all 
forwarding nodes have to execute the same operations as 
Si. 

When the last forwarding node Sj receives the Hello 
message, it generates an ACK message including only the 
ID itself: {Sj}. Then Sj transmits the message through the 
reverse path by which the Hello message is propagated. 
Each forwarding node inserts its ID into the last fragment 
of the ACK message. Upon completion, the ACK 
message will be transmitted to the CH, and each in-
cluster node records the ID of its upstream associated 
node from the ACK message.  

The associated nodes share pair-wise key based on the 
algorithms in [15, 16], are called A-type key. Each in-
cluster node randomly chooses one of the R-type keys to 
encrypt its A-type key and ID, and then sends this 
encrypted information to the CH. Finally, CH collects all 
the in-cluster nodes’ information and transmits them to 
the sink. As a result, the adjacent region is then possible 
to intensively verify the data reports generated by the CH. 
We call this region as the blockade region. The keys 
assignment procedure can be illustrated as in Figure 2.  
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Figure 2.  Process of establishing associations and constructing the 

blockade region 

Figure 2 illustrates an example of association 
establishment. Firstly, the cluster head CH generates a 
Hello message: {4, S1, S2, S3, CH}. After receiving it, S4 
records CH and then deletes it from the message. 
Inserting S4 before S1, it gets a net Hello message {3, S4, 
S1, S2, S3}. The node CH is the downstream association 
node of S4. During Hello message forwarding, other 
nodes operate like S4. Upon transmitted to S7, the counter 
becomes 0, and S7 generates the initial ACK message: 
{S7}. After all the en-route operating as the forwarding 
nodes, the ACK message becomes {3, S4, S1, S2, S3}. 
Finally, we get four associated pairs: (CH, S4), (S1, S5) , 
(S2, S6) and (S3, S7). 

B. Report Generationg 
When an event occurs, the CH broadcasts its reading e 

to all in-cluster members. Upon receiving e, a detecting 
node S checks whether e is equal to its own sensing value 
or not. If they match, node S randomly selects one R-type 
key and its A-type key to generate two MACs: MR, MA. 
Node S then sends its ID and MACs to CH. The CH 
collects the information of t in-cluster nodes and 
generates a report by attaching the IDs, R-type MACs 
and A-type MACs of t detecting nodes after the event e. 
Note that the t R-type keys used must be from distinct 
partitions. The final report sent out by the CH to the sink 
should be as: 

  1 2

1 2

0 1 2

1 2

:{ ; ; , , , ; , , , ;

, , , ; , , , }
t

t

t R R R

t A A A

R C e R R R M M M

A A A M M M

L L

L L
       (1) 

Here C is the counter of recording the transmitted hops 
with initial value equals to the number of nodes in the 
cluster. R1, R2,…, Rt denote the R-type keys from the 
global key pool and MR1, MR2, … , MRt indicate the 
corresponding R-type MACs. A1, A2,…, At are the A-type 
keys and MA1, MA2,…, MAt mean the corresponding A-
type MACs.  

We use the Bloom Filters in SEF [14] to map each of 
these two types of MACs into a string with length d bytes: 
F=b0 b1… bd-1, and thus the report becomes: 

1 2 1 2 1 2:{ ; ; , , , ; , , , ; ; }t tR C e R R R A A A F FL L        (2) 

The parameter t is a tradeoff between the filtering 
capacity and energy consumption, whose value can be 
decided by the size of the network and the density. A 
report including more or less than t MACs will be treated 
as illegitimate by the forwarding nodes. Furthermore, the 
Bloom Filters uses some system hash values to map the 

MACs into some shorter string, which can decrease the 
packet size while at the same time maintain the integrity 
of the MACs. The detailed introduction of Bloom Filters 
can be found in [3, 14]. 

C. En-route Filtering 
As a result of the randomized key assignment and the 

associated pair-wise key sharing, each forwarding node 
has certain probability to verify the correctness of an R-
type MAC or an A-type MAC carried in the report. 
Moreover, each forwarding node has to drop the tail. 

After receiving a report R, a forwarding node first 
checks if t R-type MACs and t A-type MACs have 
existed in R. If any of them does not meet the 
requirements, the report would be dropped. Then it 
checks whether all the R-type keys come from distinct 
partitions. If any two keys come from the same partition, 
the report will be discarded. If the node has any of the t 
R-type keys or A-type keys, it reproduces the MAC using 
its key and compares the result with the corresponding 
MAC carried in the report. The report will be abandoned 
if the attached MAC differs from the locally computed 
one. If they match exactly or the node does not possess 
any of the keys, R will be sent to the next hop. The 
pseudo code for en-route filtering is given in Figure 3. 

 

Figure 3.  Operations in En-route Filtering 

When the counter decreases to 0, it means that the 
report has passed through the blockade region.  

 

Figure 4.  Process of dual filtering and drop tail 

As shown in Figure 4, the forwarding nodes do the 
drop tail operation of the report that just passed through 
the blockade region, that is to say, to drop the t A-type 
MACs, t A-type key indexes and the counter carried in 
the report. Since this drop tail operation is to drop some 

blockade filtering 

S2
S1

S3 

CH

S4 
…

random filtering

drop tail  

…  
sink 

/* Upon received a data report R */  
Step1. Checks that t {Rk, MRk} and t {Ak, MAk} tuples 
exist in R; drop R otherwise. 
Step2. Checks the t R-type key indices {Rk, 1 ≤ k ≤ t} 
belong to t distinct partitions; drop R otherwise. 
Step3. If it has one R-type key K∈{KRv,1 ≤ v ≤ t},it 
computes M = K(e) and see if the corresponding MRv 
is the same as M; drop R otherwise. 
Step4. If it has one A-type key K∈{KAv,1 ≤ v ≤ t},it 
computes M = K(e) and see if the corresponding MAv is 
the same as M; drop R otherwise. 
Step5. Send R to the next hop. 
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redundant information that only used in the associated 
verifications, it can obviously save energy. 

D. Sink Verification 
Because of its complete knowledge of the global key 

pool and pair-wise keys, the sink serves as the final guard 
to catches the false data reports not being filtered out by 
all forwarding nodes. The sink has sufficient capability 
on computation, storage and security protection. Upon 
receiving a report, the sink re-computes each of these 
MACs and compares the results with the attached ones. If 
any mismatch occurs, the report will be dropped. Any 
report that forged by t nodes from different clusters will 
also be detected by the sink. Therefore, DSF can detect 
bogus reports forged by an attacker with compromised 
keys in up to t -1 nodes from a cluster. The pseudo code 
of sink verification is illustrated in Figure 5. 

 

Figure 5.  Pseudo-code of sink verification 

V.  PERFORMANCE EVALUATION 

In this section, we will begin by discussing the ability 
to filter false reports injected by compromised nodes 
from different geographical region, and then analyze the 
performance to resist more compromised nodes than 
existing schemes. We then evaluate the effectiveness of 
en-route filtering and calculate the energy savings as well 
as to analyze the storage requirement of DSF. Based on 
the above results, we discuss how to choose appropriate 
parameters to improve the detecting probability of DSF 
and reduce the energy consumption. Finally the results of 
simulation evaluations will be provided. 

A. The Ability to Filter Reports Forged by Compromised 
Nodes From Difference Geographical Region 

As illustrated in Figure 6, we assume the monitoring 
area to be a π × Ra

2 circular, in which deployed W nodes 
with sensing radius R1. The sensor nodes S1,… , S5 in 
Figure 6 are included in distinct clusters, where nodes 
S6,…, S10 are all included in the same cluster C1. The area 
of a cluster is π × Rc

2. 
Existing en-route false data filtering schemes (SEF, 

DEFS, GRSEF et al.) cannot detect and filter out false 
data reports injected by compromised nodes from 
different geographical region. For example, if an attacker 
uses the compromised nodes S1,…, S5 in Figure 6 to inject 
a data report, the intermediate nodes in existing schemes 
are not able to detect the report.  

 

Figure 6.  False report forged by compromised nodes from different 
geographical region in SEF and DSF 

Lemma1. In SEF [3], when each node randomly 
picks one key partition (totally n key partitions), and if an 
attacker has compromised Nc sensor nodes in the network 
(Nc ≥ t), then the probability for the attacker not to get 
less than t key partitions can be calculated as, 

1

0
( , ) ( 1) ( , ) ( ) c

c

jn
Nk

j=t k=
sef N

C n j C j j k j k
p =

n

+⎧ ⎫⎡ ⎤⋅ − ⋅ − ⋅ −⎨ ⎬⎣ ⎦⎩ ⎭
∑ ∑

  (3) 

Proof: Let’s first calculate the number of ways of the 
attacker to get t key partitions out of n key partitions.  

Obviously, the number of ways for taking t key 
partitions out of n key partitions is Cn

t. Furthermore, the 
number of ways for each of the Nc compromised nodes to 
pick a key partition out of the selected t partitions (make 
sure that no key partition is unselected) can be calculated 
as illustrated in Equation 4. 

    
1

1
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0

1

0
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μ
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+
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∑
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Similarly, the number of ways for the attacker to pick t 
key partitions out of n key partitions is μ × Cn

t. As a result, 
we can also calculate the number of ways in situations 
that the attacker picking t+1,…, n key partitions out of n 
key partitions.  

The number of ways which an attacker picking at least 
t key partitions out of n key partitions can be computed as 
illustrated in Equation 5. 

11

0

( , ) ( 1) ( , ) ( ) c

n i
Nj

i=t j=

C n i C i i j i j −+⎧ ⎫
⎡ ⎤⋅ − ⋅ − ⋅ −⎨ ⎬⎣ ⎦

⎩ ⎭
∑ ∑     (5) 

As a result, we calculate the probability of the attacker 
to pick at least t distinct key partitions out of n key 
partitions as Psef.   

S10 

S6 S9 

S7 

S8 
S1 

S2 

S3 

S4 

S5 

 
sink  

C1 

compromised node 

/* Upon received a data report R */ 
Step1. Checks that t {Rk, MRk} and t {Ak, MAk} tuples 
exist in R; rejects R otherwise. 
Step2. Checks the t R-type key indices {Rk, 1 ≤ k ≤ t} 
belong to t distinct partitions; rejects R otherwise. 
Step3. Computes M = K(e) using the related R-type 
key and see if the corresponding MRv is the same as M. 
If there is a mismatch, R is rejected. 
Step4. Computes M = K(e) using the related A-type 
key and see if the corresponding MAv is the same as M; 
drop R otherwise. If there is a mismatch, R is rejected. 
Only those with MACs that are all correct are 
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While in DSF, we bind a set of keys to each cluster, 
and rely on the forwarding nodes verifying if all of the 
detecting nodes belong to the same source cluster. DSF is 
able to limit the damage of compromised nodes to the 
local area, and thus the false data reports forged by 
compromised nodes from different geographical region 
could be detected and filtered out by the intermediate 
nodes during forwarding. Let’s take t =5 as an example, 
assume that the nodes S1,… , S5 in Figure 6 are the 
compromised nodes. Consider that the attacker uses S1,…, 
S5 to inject a false data report R, as illustrated in Equation 
6. 

1 2 5

1 2 5

1 2 5

1 2 5

:{ ; ; , , , ; , , , ;

, , , ; , , , }
R R R

A A A

R C e R R R M M M

A A A M M M

L L

L L
      (6) 

R will be detected and dropped by the first forwarding 
node because the first forwarding node will discover the 
fact that S1,…, S5 are from different clusters. 

Lemma2. In DSF, if the attacker has compromised Nc 
sensor nodes in the network (Nc ≥ t), and each node 
randomly picks one key partition (totally n key partitions), 
then the probability of the attacker to fetch at least t 
compromised nodes within a same cluster (assume to be 
C1 in Figure 6) can be calculated as in Equation 7. 

2 2

2 2( , ) ( ) (1 )
c

c

N
N iic c

dsf c
i=t a a

R R
p = C N i

R R
−⋅ ⋅ −∑           (7) 

Proof: We hypothesis the area of a cluster is π × Rc
2, 

e.g., cluster C1 in Figure 6. Let’s also first compute the 
number of ways of the attacker to get t compromised 
nodes in C1.  

The probability of one node locating at cluster C1 is (Rc
 

/ Ra)2, so the probability of t sensor nodes locating at 
cluster C1 can be illustrated as (R1/ Ra) 2t × (1 - (R1/ Ra)2) 
Nc-t × CNc

 t. Next, the probability of the attacker to fetch t 
+1,… , n compromised nodes in cluster C1 Should be 
calculated As a result, we compute the probability of the 
attacker to fetch at least t compromised nodes within a 
π×Rc

 2 region as pdsf. 
We use simulations to further verify the correctness of 

our logical analysis, as illustrated in Figure 7. Here we 
assume that each report carries t = 5 A-type MACs, the 
total number of key partitions in the global key pool is n 
= 35, and the comparison of the cluster’s radius and the 
monitoring area’s radius is Rc

 / Ra = 2/5. We use 6000 
experiments under random topologies as the simulation 
results.  

From Figure 7, we find that the attacker can break 
down SEF’s security design in a high probability under 
little compromised nodes, while it can only break down 
DSF’s security design in a very low probability under the 
same number of compromised nodes. In other words, in 
order to ruin the security mechanism of DSF completely, 
the attacker has to compromise a large number of 
compromised nodes. For example, with ten compromised 
nodes, the probability of the attacker to ruin SEF and 
DSF is 97.2% and 1.7%, respectively. With the 
increasing of compromised nodes, the probability of SEF 
being broken down increases much more quickly than in 

DSF. For example, with only 27 compromised nodes the 
attacker can ruin SEF completely, while in the case of 
using DSF the attacker has to capture more as 180 
compromised nodes. It is to see with both logical analysis 
and simulation results that DSF is much more resilient 
than SEF. 

 

Figure 7.  Comparsion between the logical values and simulation 
values of P(sef)  and P(dsf) 

B. Filtering Efficiency 
Since DSF relies on the t carried R-type MACs and A-

type MACs (both are in the form of Bloom Filters) to 
detect the injected false data reports, an attacker that 
compromised t or more nodes within a cluster can not 
only forge reports such that DSF cannot detect, but also 
launch other kinds of attacks to destroy the network 
easily. We do not consider such situation here, instead 
assuming that the number of compromised nodes in a 
cluster is Nc (Nc < t).  

To produce a seemingly legitimate data report, the 
attacker has to fake t–Nc R-type MACs and t–Nc A-
type MACs. In SEF [3], the probability for a forwarding 
node to detect and drop such a faked report is 

1
ct N

p k
N
−

= ⋅                     (8) 

While in DSF, the forwarding nodes can not only 
verify the correctness of the R-type MACs, but also the 
A-type MACs carried in the reports. The probability of 
the verification of the A-type MACs is same as p1. Let 
the probability of a forwarding node in the blockade 
region to have one of the corresponding t–Nc R-type 
keys be p2. 

2
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                                      (9) 

The probability of a forwarding node to detect and 
filter out the forged report is p0 = p1 + p2 - p1 p2.  
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We evaluate two metrics here, namely the fraction of 
false reports being detected and dropped before being 
transmitted to sink, and the hops that a false report which 
can travel before detected by the intermediate nodes. In 
DSF, the transmitted hops of a false report can be 
calculated as  

           
0

1
0

1 0

1(1 )i

i
i p p

p

∞
−

=

− =∑                                 (11) 

Similarly, the number of transmitted hops of a false 
report in SEF is 1/p1. Thus we get the ratio of p0 and p1 
using Equation 12. 

0 1 2 1 2 2 1

1 1 1

(1 )1 1
p p p p p p p
p p p

+ − −
= = + ≥        (12) 

Figure 8 illustrates the filtering probability comparison 
between SEF and DSF according to t and Nc, where H 
denotes the number of transmitted hops and N represents 
the number of keys in the global key pool. We supposed 
that H =20, N =1000, N is divided into n =10 partitions, 
and each node stores k =50 keys from one randomly 
selected key partition.   
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Figure 8.  Fluctuation tendency of p0 and p1 with t and Nc while H =20 

hops 

As shown in Figure 8, the filtering probability of DSF 
changes smoothly between 0.5 and 0.7, while the filtering 
probability of SEF changes sharply between 0 and 0.4. 
When the number of compromised nodes is small, the 
difference between p0 and p1 is also evident; otherwise, 
the difference is very distinct. Let’s consider an example 
where Nc =4, p0 =0.48 and p1 =0.05 are obtained. So the 
filtering probability of DSF is obviously higher than SEF.  

Figure 9 illustrates the filtering probability of SEF and 
DSF changing according to the traveled hops H, where Nc 
=4 and t=5. The others parameters are the same as in 
Figure 7.  From Figure 9 it can be seen that due to the 
reason that false reports are filtered quickly within the 
blockade region and the filtering probability of this 

region is higher than other regions, DSF maintains a high 
filtering probability reaching larger than 90% at the 
situation of H ≤ y. As the traveled hops increases, the 
filtering probability decreases smoothly, and can still 
larger than 15%. While in SEF, the filtering probability 
decreases smoothly，while the number of traveled hops 
increases at a rate of 5%. Therefore, the DSF outperforms 
SEF in filtering probability.  
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Figure 9.  Fluctuation tendency of p0 and p1 with H while Nc =4 and 
each report carries t =5 A-type MACs and R-type MACs 

C.  Energy Consumption 
The energy consumption of DSF is mainly posed by 

four aspects including the communication overhead of 
each node to distribute the keys to the associated nodes 
during the bootstrapping phase, the communication 
energy consumption between the cluster head and other 
in-cluster nodes when generating a data report, the MAC 
computation overhead of the forwarding nodes during the 
en-route verification phase, and the energy consumption 
of transmitting the reports.  

As the researchers in [4] point out that the energy 
consumption of MAC computation is much smaller than 
report transmissions. Moreover, the Hello message and 
ACK message transmitted between the nodes is small, 
and the packets transmitted between the detecting nodes 
and the CH consumes little energy as well. Furthermore, 
the distribution of A-type keys during bootstrapping also 
consumes little energy. Therefore, only the transmission 
energy consumption of the reports are taken into account. 

Compared to SEF, DSF add a counter, t A-type key 
indexes, t R-type key indexes and two Bloom Filters after 
each report. These extra fields will cause more energy 
consumption. However, DSF can save more energy than 
SEF through the early filtering of the false reports. 

As in SEF, DEFS and PVFS, we use the following 
model to calculate the energy consumption of DSF. Let 
the size of a normal report without any extra field be the 
size of the node ID, the length of counter, the length of 
Bloom Filters and the size of key index be Lr, Ln, Lk, Lu 
and Lc, combined. Let the length of a SEF packet be LSEF, 
and the length of a SEF packet be LDSF. Assume that α1 = 
LSEF / Lr =1+Ls / Lr + c × t, α2 = LDSF / Lr =1+2Ls / Lr + Lc / 
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Lr +2 × c × t, where c ＝Lk / Lr. Let the number of hops 
that a report has to travel be H, the amount of legitimate 
reports and false injected reports will be 1 and β, 
respectively. Therefore, the energy consumed by SEF and 
DSF in transmitting processes, denoted by E1 and E2, can 
be calculated using Equation 13. 
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Figure 10 illustrates the energy consumption of both 
SEF and DSF changing according to t and β, where Ls ＝

64 bits, Lk ＝10 bits, Lr ＝24 bits, Lc ＝10bits, n ＝10bits, 
Nc =4, m =100 and k =50. From Figure 10 we can see that: 
(1) the energy consumption of DSF increases slowly than 
SEF according to t and β, and DSF outperforms SEF in 
energy saving obviously. When β =9, t =5, the energy 
consumption of SEF is up to 1150 while maintaining a 
high filtering probability. While Nc increases, the ratio of 
p0 and p1 raises too, which indicates that the DSF can 
save more energy than SEF by early filtering the false 
reports. When Nc reaches the minimum, the difference 
between the energy consumption of SEF and DSF also 
diminishes dramatically, even though DSF can still save 
about 30% more energy than SEF. 
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Figure 10.  The comparison of the energy consumption of SEF and DSF 
while H =20 hops and Nc =4 

We analyze the energy consumption of SEF and DSF 
changing according to the traveled hops H, where β =10, t 
=5, as illustrated in Figure 11. Only when the number of 
traveled hops is less than 2, the energy consumption of 
DSF is more than SEF. This is because the report length 
of DSF is larger than SEF, and only a small number of 
false reports can be filtered out within little hops. The 
energy consumption of DSF fluctuates smoothly 

according to the increasing of traveled hops, while those 
of SEF changes quickly than DSF with the increasing of 
traveled hops. The reason for that is DSF can maintain 
more stable filtering probabilities than SEF and thus 
saving more energy than SEF.  

 

10 20 30 40 50 60 70 80 90 100
0

20

40

60

80

100

120

140

160

180

Transmitted hops H

E
ne

rg
y 

co
ns

um
pt

io
n 

E

E1(x)

E2(x)

 

Figure 11.  Comparison of Energy consumption between DSF (E1) and 
SEF (E2) 

D. Storage Overhead 
DSF needs each node to store k +1 keys (k R-type keys 

and one A-type key). Denote the lengths of a key be 
64bits, and then each node needs storage overhead with 
the size of 88 bytes to store 10 R-type keys and one A-
type key. The mainstream nodes, e.g. the MICA2 nodes 
developed by UCB, being equipped with 3KB SRAM and 
128KB ROM can satisfy the storage requirement. 
Furthermore, as discussed before, we can use the Bloom 
Filters [14] to map the two types of MACs into two 
strings in order to further decrease the storage 
requirement of the sensor nodes. Table 1 illustrates the 
comparison of the mainstream en-route filtering schemes. 

TABLE I.   

COMPARISON OF STORAGE OVERHEAD FOR THE MAINSTREAM EN-ROUTE 
FILTERING SCHEMES 

Schemes Storage overhead 
SEF[3] 0.4KB 
IHA[4] 4KB 

DEFS[5] 3.5KB 
GRSEF[7] 2.4KB 

DSF 1.2KB 
 

E. Parameters Analysis 
Various parameters should be chosen appropriately to 

make DSF effective. In this section, we mainly discuss 
the choice of t (the number of MACs each report carries), 
and Nc (the number of compromised nodes captured by 
the attacker). 

The reasonable value of t is to attain a tradeoff between 
security and energy consumption. The more extra 
information each report carries, the more compromised 
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nodes the attacker needs to fake reports that DSF cannot 
detect. On the other hand, it also increases the length of 
the reports and results in more energy consumption. On 
some low-end nodes, reports cannot be too long to more 
than 36 bytes. For this reason, t should not be too large. 
We should choose t appropriately so that it can not only 
provide sufficient filtering power for en-route, but also it 
is still small enough to conserve energy.  

The number of compromised nodes captured by the 
attacker mainly affects the security of the filtering 
scheme. A larger Nc makes it easier for the adversary to 
fetch two types of keys from a cluster. Therefore, an 
injected report includes little forged MACs will decrease 
the filtering efficiency. When Nc is large enough, the 
attacker can launch various kinds of attacks to destroy the 
network completely. 

F. Simulation Results 
In this section, we use simulation experiments to 

further verify our analysis results. Due to space constraint, 
we only present results for the ability to resist 
compromised nodes, filtering probability and energy 
consumption. The main parameters we considered here 
including the transmitted hops H and the number of 
compromised nodes Nc. 

Figure 12 shows the network topology structure, where 
600 nodes uniformly distribute in a field size of 150× 
100m2. One stationary sink and one stationary source lie 
in the left side and right side of the region, respectively. 
The number of hops between the source node and the 
sink is about 40. The source generates a report every two 
seconds, and 100 reports in all. 

We use a key pool of 1000 keys, divided into 10 
partitions, with 100 keys in each partition. Each node has 
50 keys in SEF. In DSF, each node stores 50 R-type keys 
and one A-type key. The transmission radius and sensing 
radius is 2.5m and 5m, respectively. The packet length of 
DSF and SEF are the same as in the section III. The 
power consumptions of transmission and reception in 
SEF are 6×10-3 Joules and 1.2×10-3 Joules, respectively. 
The other parameters are the same as in the section III. 
The results are averaged over 10 simulated topologies. 

 

Figure 12.  The simulated network topology 

In DSF, we assume that the first 10 hops belong to the 
blockade region. Figure 13 illustrates how the filtering 
probability of SEF and DSF changes according to the 
traveled hops H while Nc =4.  Figure 13 shows that: (1) In 
DSF, almost more than 90% false reports can be dropped 
within the first 10 hops, and the other false reports can 
also be dropped within 20 hops. While in SEF, only 35% 
false reports can be dropped within the first 10 hops, 

whereas half of them can not be filtered out within the 
first 20 hops. False reports have to travel 35 hops before 
being dropped without any remainder. E.g., the energy 
consumption of transmitting 100 false reports in DSF and 
SEF is 34.56W and 104.04W, respectively. That’s to say, 
DSF can save almost 60% energy than SEF. It is verified 
that the blockade region in DSF can filter the false reports 
efficiently.  
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Figure 13.   Fluctuation curve of percentage of dropped false reports 
with H 

Figure 14 shows the energy consumption ratio between 
SEF and DSF according to the changing of H, when β 
=10, t =5 and Nc =4. From Figure 14 we can see, when H 
<3, the energy consumption of DSF is less than SEF, and 
its minimum is equal to 1.5. The curve is like the peaks 
function with the peak value H = y. This is because when 
the transmitted hops is equal to the associated nodes, the 
network can filter the false reports with the highest 
probability, and thus we get the maximum value of E1 /E2. 
E.g., when H =3 < y and H =100 > y, the value of E1 / E2 
=1.5, while if H = y =10, the value of E1/E2 =2.5. 
Therefore, under the same transmitting scenario, DSF can 
save about 30%~60% more energy than SEF. 
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Figure 14.  Comparison of the energy consumption ratio between SEF 
and DSF according to the changing of H 

Figure 15 illustrates how the filtering probability of 
SEF and DSF changes according to the number of 
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compromised nodes Nc increases. We can see that the 
filtering probability p in DSF decreases much slowly than 
in SEF. For example in SEF, we get p =0 when Nc =14, 
however in DSF, we get p =0 only when Nc =168. It is 
because DSF verifies the correlations of all detecting 
nodes on forwarding nodes and thus can resist much more 
compromised nodes than SEF. This also verifies that the 
blockade region in DSF can filter the false reports 
efficiently. 
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Figure 15.  Fluctuation curve of the filtering probability p with the 
changing of Nc 

Figure 16 shows the energy consumption fluctuates 
with the changing of number of compromised nodes Nc. 
From Figure 16 we can note that DSF consumes much 
less energy than SEF. Considering an example of Nc 
=40, the energy consumption in SEF and DSF is 
15.4Joules, 3.2Joules, respectively. This is because 
when transmitting the same number of hops, DSF can 
save energy through its earlier filtering of false reports 
than SEF. 
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Figure 16.  Comparison of energy consumption between SEF and DSF 
with the changing of number of compromised nodes Nc 

Moreover, we also can see from both Figure 15 and 
Figure 16 that, DSF can resist as more as 168 
compromised nodes, while SEF can only resist 14 
compromised nodes. We deduce that other than SEF, 

DSF bind the symmetric keys with the clusters by pre-
distributing the key indexes of in-cluster nodes to 
forwarding nodes, and thus can detect and filter out the 
false reports forged by the compromised nodes from 
different clusters. 

VI. CONCLUSION 

Due to the fact that existing false data filtering 
schemes in wireless sensor networks can not filter false 
reports efficiently, we propose a Double key-Sharing 
based false data Filtering scheme (DSF). We adopt the 
cluster based model to divide the nodes into clusters. 
Then keys among the nodes are distributed through two 
ways, namely the random keys sharing and associated 
keys sharing. The former can further protect the 
authenticity of the data while the latter is able to 
guarantee that false reports generated by the cluster can 
be filtered within only little hops. We further bind the 
symmetric keys with the source clusters to resist the 
collaborative false data injection attacks by compromised 
nodes from different clusters. Moreover, the size of the 
report becoming less and less as the traveled hops 
increase for reason that the tail of it is being dropped just 
outside the blockade region. Extensive analyses and 
simulations show that DSF outperforms existing schemes 
in terms of filtering efficiency and energy consumption, 
and can detect and filter false reports forged by multiple 
compromised nodes from different geographical region. 
As for the further work, we would like to optimize the 
selection of some parameters in order to further improve 
the performance of DSF.  
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