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Abstract— ID-based public key cryptography is proposed to
simplify the management of the certification process and
greatly reduce the public key authentication computation as
well as communication cost. Certified e-mail protocol is a fair
exchange of a message for a receipt between two potentially
mistrusting parties over the network. A number of certified
e-mail protocols have been studied in recent years. However,
most of those protocols used certificated-based cryptography
and the the full trusted third party employed ,may not be
suitable for wireless networks that own limited resources
such as power, computation and bandwidth . In this paper,
we propose an improved identity-based signcryption with
re-encryption scheme firstly ,then based on the scheme, we
develop a novel certified e-mail protocol in Id-based setting
that employs an off-line semi-trusted third party STTP for
wireless networks ,finally the detailed analysis shows that the
proposed approach is dynamic, lightweight and scalable.

Index Terms— Certified e-mail protocol, ID-based cryptogra-
phy, Signcryption with proxy re-encrypt, Wireless networks.

I. INTRODUCTION

Identity based or ID-based cryptography (IDC), which
uses identity information to directly derive the public key
[1], [2] and generates corresponding private key from a
Private Key Generator (PKG) or Key Generation Center
(KGC), has been applied to network communications [3]–
[7]. Rather than sending the certificates to each other as
the certificated-based cryptosystem , the private key in the
ID-based cryptosystem is owned only by the proper users
with proper credentials and only the legitimate receiver
can decrypt the publicly encrypted message. This simpli-
fies the management of the certificates and reduces the
public key authentication computation, communication
costs and the user’s storage space.

This paper is based on “An ID-Based Certified E-mail protocol
Suitable for wireless mobile environments,” by Caifen Wang,Caihui
Lan,Shufen Niu and Xiaojun Cao, which appeared in the Proceedings of
the 4th International Symposium on Parallel Architectures,Algorithms
and Programming (PAAP), TIANJIN, China, December 2011. c© 2011
IEEE.

This research is supported by NSFC under Grant:61163038.

Recently, certified e-mail protocols with Identity based
(ID-based) cryptography techniques are adopted to ad-
dress the limitations in wireless networks.

E-mail has become an essential communication tool
for system to fairly exchange of a message for a receipt
between two potentially mistrusting parties over the In-
ternet. Fairness is one of the fundamental issues in such
exchange protocols. The fairness ensures that the receiver
gains access to the email if and only if the sender receives
an irrefutable receipt. In other words, for the sender and
receiver, either both parties, or neither of them, can get
the e-mail/signature expected from the other party at the
end of the exchange, which is also called strong fairness
[8]. Nowadays, owning unique features such as mobility,
flexibility, and larger coverage, wireless mobile network
is an emerging platform for e-mail exchange in many
civilian and military applications. However, the mobile
environment imposes considerable restrictions in terms of
computation, storage, and communication overhead. As a
result, many existing certified e-mail protocols cannot be
adapted easily in the wireless networks setting. Certified
e-mail protocols in id-based cryptography suitable for
wireless networks are attracting a lot of interest.

A. Certified e-mail protocol

Certified e-mail protocol and fair exchange have been
extensively studied [9]–[15]together with certificated-
based public key cryptosystem. In most certified e-mail
protocol, a trusted third party (TTP) is employed to
achieve fairness and other properties. By the extent to
which a third party is involved, fair exchange protocols
fall into three categories: (i) Gradual exchange protocol
[9], where two parties gradually disclose the expected
item by many steps without using the third party. They
are impractical for most applications because of com-
putationally expensive and considerable communication
overhead; (ii) On-line third party protocols [10]–[13],
which make use of an on-line trusted third party to act
as an intermediary between the participating entities, i.e.,
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the TTP is needed for every message delivering. Those
protocols are expensive and inefficient in practice, the
TTP might become the system bottleneck; (iii) Off-line
third party protocols [13]–[15] that employ an off-line
trusted third party to minimize the TTP involvement. In
the off-line trusted third party protocols, the third party
participate only in the case of a misbehaving party is
identified [8]. For example, authors in [14][8] proposed
a certified e-mail protocol in ID-based setting while
using the ID-based verifiable encryption signature as
cryptographic primitive and employing a full trusted third
party. Recently, authors in [16], [17]proposed certified e-
mail protocols suitable for wireless networks, in which
full trusted third party is employed. However, unlike the
wired networking environment, it may be difficult and
unpractical to find a node as a full and fixed trusted
third party to ensure the fairness of the certified e-mail
protocol in wireless mobile networks. So in this paper
we proposed certified e-mail protocol with semi-trusted
third party (STTP) which means the third party can
perform any misbehavior but do not conspire with the
two exchange parties [18]. The STTP is very useful espe-
cially when finding an absolutely trusted authority is very
expensive (if not possible) particularly, in wireless mobile
networks with have limited computation, communication
and storage abilities. For example, with the improved
signcryption with proxy re-encrypt scheme, the STTP can
be chosen among its one-hop neighboring nodes by the
e-mail receiver. Such simple choice of STTP and minimal
participation of the STTP make our scheme reliable and
efficient. As to be discussed in the following sections,
the proposed scheme also features fairness, off-line and
stateless STTP, confidentiality, and timely termination
[16], [17]where the fairness and timeliness properties are
basic requirements.
Fairness: No party should be able to corrupt the protocol
or abort prematurely to gain an advantage. At the termi-
nation of the protocol, either each party gets the other
party’s item, or neither party does.
Timeliness: Both parties should be able to terminate the
exchange within a given finite time. If the items being
exchanged are time-sensitive, fairness cannot be ensured
without the timeliness property.

B. Signcryption with proxy re-encryption

In order to provide the security and fairness properties
in the certified e-mail protocol, many cryptographic prim-
itives such as signature scheme [8], verifiable encryption
of signature scheme [8], [19], [20]verifiably committed
signature [21][20] were investigated. To obtain confiden-
tiality, integrity, authentication and non-repudiation more
efficiently than the traditional sign-then-encrypt approach,
the signcryption primitive is introduced to perform en-
cryption and signature in a single logical step [22]. The
identity-based signcryption schemes are proposed to be
publicly verifiable, which means any third party can
verify the validity and the origin of the ciphertext without
knowing the content of the message and getting any help

from the intended recipient [23], [24]. Proxy re-encryption
is proposed to enhance the cryptosystem by allowing a
proxy to transform a ciphertext with the sender/receiver’s
public key [25], [26] [27]. Signcryption with proxy re-
encryption proposed in [25]firstly, however, the scheme
cannot meet requirement of publicly verifiable.

C. Contributions and Organization

In this work, we present a new certified e-mail protocol
with semi-trusted third party (STTP) [18]. by using ID-
based signcryption with proxy re-encryption scheme, such
that the protocol is practical and efficient in wireless
networks. The STTP is useful especially when finding
an absolutely trusted authority is very expensive (if not
possible) particularly, in wireless mobile networks with
limited computation, communication and storage abilities.
For example, in the proposed scheme, the STTP can be
chosen among its one-hop neighboring nodes of the e-
mail receiver. Such simple choice of STTP and minimal
participation of the STTP can make our scheme reliable
and communication-efficient. In addition, by employing
ID-based signcryption with proxy re-encryption, the pro-
posed scheme is computationally efficient and publicly
verifiable [24]. As to be discussed in the following
sections, the proposed protocol also features fairness, off-
line and stateless STTP, confidentiality, and timely termi-
nation, which make the protocol appealing for wireless
mobile environments.

The paper is organized as follows. The next section out-
lines the improved identity-based signcryption & proxy
re-encryption scheme and the scheme is extended for
fair e-mail exchange with STTP in Section III. Section
IV presents a certified e-mail protocol with identity-
based setting while the security features of the proposed
protocol are analyzed and evaluated in Section V. Finally,
we conclude our work in Section VI.

II. IDENTITY-BASED SIGNCRYPTION WITH
PROXY RE-ENCRYPTION

In this section, we present a signcryption scheme
with proxy re-encryption while offering public verifiable
feature based on the signcryption scheme proposed [24].

A. Definition of bilinear pairing and Diffie-Hellman prob-
lem

Let(G1,+) and (G2, .)be two cyclic groups of prime
order q. The bilinear pairing is defined as e : G1×G1 −→
G2 which satisfies the following properties :
• Bilinearity: For allP, Q, R ∈ G1,e(P + Q,R) =

e(P, R)e(Q,R), e(P, Q + R) = e(P, Q)e(P, R)
• Non-degeneracy: There exists P, Q ∈ G1 such that

e(P, Q) 6= 1.
• Computability: An efficient algorithm can be found

to compute e(P, Q),∀P, Q ∈ G1

Given the bilinear map e : G1×G1 −→ G2, one can see
that the following problems and their variants are hard to
compute.
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Definition 1. Given two groups G1 and G2of the same
prime order q, a bilinear map e : G1×G1 −→ G2, and a
generator P of G1, the Decisional Bilinear Diffie-Hellman
problem (DBDHP) in (G1,G2, e)is to decide whether h =
e(P, P )abcgiven(P ,aP ,bP ,cP ) and an element h ∈ G2.
Definition 2. Given two groups G1 and G2of the same
prime order q, a bilinear map e : G1 × G1 −→ G2, and
a generator P of G1, the Computational Bilinear Diffie-
Hellman problem (CBDHP) in (G1,G2, e) is to compute
h = e(P, P )abc given(P ,aP ,bP ,cP ).
In this paper, we consider same variants of DBDHP and
CBDHP as MDBDHP (Modified DBDHP) and MCBDHP
(Modified CBDHP) in [24], in which C−1P is given as
the input.

B. The ID-based signcryption with proxy re-encryption
scheme

The proposed scheme consists of 7 operations: Setup,
Extract, RekeyGen, Signcrypt De-signcrypt, Re-encrypt,
and De-recrypt as shown in Figure 1, which are derived
from the identity-based signcryption scheme [24]and sign-
cryption with proxy re-encryption [25]. There are four
parties in the scheme: Alice (or A) is a signer, Bob (or
B) is a receiver of signcryption, a proxy is to re-encrypt
a message and C is to do De-recryption.

Figure 1. Signcryption with proxy re-encryption. The Setup and Extract
operations are used to generate system parameters and keys.

Setup: It accepts a security parameter 1k, and outputs a
master key s while setting the global public parameters for
the scheme. Based on the bilinear map in previous section,
the scheme adopts four cryptographic hash functions:
H0,H1,H2and H3 as following.
H0 : {0, 1}∗ −→ G1

H1 : G1 × {0, 1}∗ −→ F∗q , where F∗q is a field of order
q
H2 : G2 −→ {0, 1}n , where n is the number of bits of
a message to be signcryption
H3 : G2 −→ G1 . We further assume that P is an
arbitrary generator from G1. The Private Key Generator
(PKG) chooses s ∈ F∗q randomly as the master key
and sets Ppub = sP . The master-key is kept secret
and known only by the PKG. In fact, the setup oper-
ation is to initialize all the system parameters, which
includeG1,G2,q, n, P, Ppub, e(., .),H0,H1,H2,H3.
Extract: This operation process takes a user’s identity
IDu and the master secret key as input to generate the
private secret key for the user. Specifically, assume that
the user is identified as IDu ∈ {0, 1}∗ , then the PKG
sets the user’s public keyQIDu

as H1(IDu) ∈ G1 while
computing its private signcryption key SIDu

as SIDu
=

s−1QIDuand private decryption key asDIDu = sQIDu .

Signcrypt: The Singcrypt process generates the signcryp-
tion of message m by using the public key and private
key from the sender as well as the public key from the
receiver. Now assume that A is the sender with identity
IDA, and B is the receiver with identity IDB , then A will
take following steps to obtain the ciphertext of message
m ∈ {0, 1}n.

1) Choose x ∈R F∗q
2) Choose xA = xQIDA

3) Compute k1 = e(xA, P )
4) Choose k2 ∈R G2

5) Choose ω = e(xA, QIDB
)

6) Compute λ = ωk2 and y = H2(k2)⊕m
7) Computer r = H3(y ‖ k1)
8) Computer S = (x− r)SIDA

9) The ciphertext is generated as σ = (y, λ, r, S).
De-signcrypt: Upon receiving a ciphertext, the receiver
B will employ the De-signcrypt operation to unsigncrypt
the received message and confirm that the signcrypted
message is come from A.

1) Choose r′A = rQIDA

and k′1 = e(S, Ppub)e(r′A, P )
2) Compute k′2 = e(S,DIDB

)e(r′A, QIDB
)

3) Recover m = y ⊕H2(k′2)
4) Compute r′ = H3(y ‖ k′1)
5) Accept the ciphertext if and only if r = r′.
RekeyGen: Based on the private decryption keys

of B and C as well as identity of C, B calculates the
re-encryption key rkB→C as in the following equation.
rkB→C = −DIDB

+ H3(e(DIDB
, QIDC

)).

Re-encrypt: Based on the ciphertext and re-encryption
key forwarded from B, the Proxy further encrypts the
ciphertext and as σ′ = (y, λe(S, rkB→C), r, S) and sends
σ′ to C.

De-recrypt: As shown in the following steps, the De-
crypt operation conducted at C to decrypt the received
ciphertext from the Proxy and recover the original mes-
sage m.

1) Compute r′A = rQIDA

and k′1 = e(S, Ppub)e(r′A, P )
2) Compute

ω′ = e(r′A, QIDB
)e(S,H3(e(QIDB

, DIDC
))

3) Computer keyk′2 = λe(S, rkB→Cω′−1).
4) Compute m = y ⊕H2(k′2)
5) Accept the ciphertext if and only if r = r′.

C. Correctness

Let σ′ = (y, λe(S, rkB→C), r, S) be the signcryption
with re-encryption delivered to C. After performing the
computations below, C recovers the original message from
A to B, which in fact shows that the correctness of the
scheme.

1) Compute r′A = rQIDA

2) Compute
ω′ = e(r′A, QIDB

)e(S,H3(e(QIDB
, DIDC

))
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3) Computer key k2 = λe(S, rkB→C)ω′−1

= k2e(xA, QIDB
)e(S,−DIDB

+

H3(e(DIDB
, QIDC

)))ω′−1

= k2e(xA, QIDB
)e(xSIDA

,−DIDB
)

e(−rSIDA
,−DIDB

)e(S,H3(e(QIDB
, DIDC

))))ω′−1

= k2e(xA, QIDB
)e(xA,−QIDB

)e(r′A, QIDB
)

e(S,H3(e(QIDB
, DIDC

)))ω′−1

4) Compute y ⊕ (λe(S, rkB→C)) = y ⊕H2(k2) = m
5) Accept the ciphertext if and only if r = r′

Note that the above scheme provides publicly verifiable,
similar to the signcryption scheme in [24][23]. In the
random oracle model, according to the security results
of the underlying signcryption [24]and the theorems in
[25], we can derive the follows theorems.
Theorem 1. If there exists a probabilistic polynomial
time adversary that wins in the indistinguishability of
signcryptions with proxy re-encryption under adaptive
chosen ciphertext attack (IND-SCPRE-CCA2 ) game,
then there exists a probabilistic polynomial time machine
that solves the MDBDH problem.
Theorem 2. If there exists a probabilistic polynomial time
adversary that wins in the existential unforgeability of
identity-based signcryptions with proxy re-encryption un-
der adaptive chosen-message-and-identity attacks (EUF-
SCPRE-CMA2), then there exists a probabilistic polyno-
mial time machine that solves the MCBDH.

III. FIRST-LEVEL SIGNCRYPTION WITH STTP
RE-ENCRYPT

Clearly, the above scheme cannot be directly used in
the certified email protocol since there are four parties
involved and the receiver B can access the sent message
without any commitments. To take advantage of the
efficiency of the signcryption with proxy re-encryption,
we extend above scheme to be used in certified e-mail
protocol. In specific, we combine the functionalities of
A and part of B into the sender of the certified e-
mail protocol. The partial functionalities of B and C are
combined as the e-mail receiver and the STTP acts as the
proxy. As shown in Figure 2, there are three parties A, B
and third party STTP. Sender A computes and forwards
the signcryption of an e-mail and re-key to B. Receiver
B can check whether the signcryption is correct or not.
However, B cannot decrypt the ciphertext to access the
message m directly. Whenever necessary, the third party is
involved to compute the re-encryption with its private key.
The modified scheme consists of Signcrypt, De-signcrypt,
Rekey-Extract, Re-encrypt, and Decrypt operations as
described below.

Signcrypt: To send a message m ∈ {0, 1}n to B, A
executes the following steps to obtain the ciphertext σ =
(y, λ, r, S). Note that the Step 5 is different from the one
in Section II.B.

1) Choose x ∈R F∗q
2) Choose xA = xQIDA

Figure 2. First-level Signcryption with STTP re-encryption.

3) Compute k1 = e(xA, P )
4) Choose k2 ∈R G2

5) Choose ω = e(xA, QIDA
+ QIDB

)
6) Compute λ = ωk2 and y = H2(k2)⊕m
7) Computer r = H3(y ‖ k1)
8) Computer S = (x− r)SIDA

De-signcrypt: To unsigncrypt a signcrypted message σ =
(y, λ, r, S), B follows three steps below.

1) Choose r′A = rQIDA
and

k′1 = e(S, Ppub)e(r′A, P )
2) Computer r′ = H3(y ‖ k′1)
3) Accept the ciphertext if and only if r = r′.
Rekey-Extract: By using the private decryption key of

A and identity of B, A calculates the re-encryption key
rkA→B as in the following equation.

rkA→B = −DIDA
+ H3(e(DIDA

, QIDB
)). (1)

Re-encrypt: Based on the ciphertext and
re-encryption key forwarded from B, the
STTP encrypts the ciphertext and as σ′ =
(y, λe(S, rkA→B)e(QIDB

, DIDST T P
), r, S) and sends

σ′ to B,whereλ′ = λe(S, rkA→B)e(QIDB
, DIDST T P

).
Decrypt: In the following steps, the Decrypt operation

conducted at B decrypts the received ciphertext and
recovers the original message m.

1) Compute r′A = rQIDA

2) Compute
ω′ = e(S,DIDB

+ H3(e(QIDA
, DIDB

)))
e(QIDST T P

, DIDB
)e(r′A, QIDA

+ QIDB
)

3) Computer key k′2 = λ′ω′−1.
4) Compute m = y ⊕H2(k′2)
Note that when B gets σ from A, B cannot just directly

decrypt to access the e-mail contents m. To accomplish
the decryption, B has to compute ω′ and k′2 = λ′ω−1with
A’s secret key. In addition, during the re-encrypt opera-
tion, the STTP uses its private to do the re-encryption of
the signcryption, which can avoid forging re-encryption.
We further note that this scheme is in fact the first-level
signcryption with re-encryption of the scheme in Section
II.B, having the same security features.

IV. A CERTIFIED E-MAIL PROTOCOL WITH
STTP FOR WIRELESS NETWORKS

In wireless networks, nodes communicate with one
another via the bandwidth-constrained, error-prone, and
insecure wireless channel, which requires dynamic,
lightweight and scalable protocols to improve the system
lifetime as well as reliability. In this section, we propose
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a lightweight certified e-mail protocol with semi-trusted
third party (STTP) for wireless mobile environments.

We assume that there are N mobile nodes and the
channel delivers data within a finite but unknown amount
of time. The protocol involves three participants, namely
sender Alice, receiver Bob, and STTP. Unlike other
schemes based on a fully and fixed trusted third party
which could be difficult or expensive to conceive in wire-
less environment, the STTP in our protocol can be chosen
from any neighbor nodes of the receiver,however the
STTP node has to run the steps according to the protocol.
Let IDA, IDB , and IDSTTP be the identities of Alice,
Bob and STTP, respectively. We use S → R : X denoting
S sends message X to R. By applying the enhanced
signcryption scheme in above section, the proposed e-mail
protocol consists of two primary processes: the exchange
and recovery processes, where the signcryption ciphertext
of an e-mail message m is obtained as σ = (y, λ, r, S).

A. Exchange Process

To send a certified e-mail message m to Bob, the
sender Alice first uses improved signcryption scheme to
compute the email’s signcryption σ = (y, λ, r, S), then
sends the message (y, λ, r, S, IDA, IDB , t), rkA→B to
Bob, assuming that t is the expiration time the message.

¬. Alice → Bob : (y, λ, r, S, IDA, IDB , t), rkA→B

. Bob → Alice : SigB(t, y, λ, r, S, IDA, IDB)
®. Alice → Bob : k′2

As showing above, upon receiving message ¬ from
Alice, the receiver Bob verifies whether the message is
expired or not according to the timer t. If expired, Bob
rejects this e-mail or requires a retransmission with new
expiration time. If the message does not expire, Bob
conducts the De-signcrypt operation as in Section II.D
to check the integrity of the message and sends the
signature to Alice as in . Note that Bob also checks
the correctness of the rkA→B through evaluation of the
following equation.

e(QIDB
,rkA→B) =
e(DIDB

,−QIDA
).e(QIDB

,H3(e(QIDA
, DIDB

)

After receiving the signature from Bob, Alice checks
if it is a valid signature or not. If it is a valid signature,
Alice then reveals the value k2to Bob as shown in ®.
Accordingly, Bob can access the e-mail message as m =
y⊕H2(k′2). In the case Bob cannot obtain the correct e-
mail, Bob can initiate the recovery process with the STTP.

B. Recovery Process

In the recovery process, Bob first sends a recovery
request message to STTP as in ¯. The STTP computes
r′A = rQIDA

and k′1 = e(S, Ppub)e(r′A, P ),r′ = H3(y ‖
k′1) to verify the signature from Bob and the expiration

time t.

¯. Bob → STTP : (y, λ, r, S, IDA, IDB , t),rkA→B ,
SigB(t, y, λ, r, S, IDA, IDB)

°. STTP → Bob :
λ′ = λe(S, rkA→B).e(QIDB

, DIDST T P
), y, r, S

±. STTP → Alice : SigB(t, y, λ, r, S, IDA, IDB)

If any of the above verifications fails, the STTP rejects
Bob’s request. Otherwise, the STTP forwards σ′to Bob
and the signature SigB(t, y, λ, r, S, IDA, IDB) to Alice,
respectively. Consequently, Bob computes r′A ,ω′ and the
key k2 = λ′ω′−1 to decrypt the ciphertext for the e-mail
message m.

V. THE SECURITY ANALYSIS OF THE
PROTOCOL AND COMPARISION

In the section we analyze and elaborate the secure
features of the proposed certified e-mail protocol while
comparing it with other ID-based approaches.

A. Fairness

We examine three typical scenarios to see how the
proposed protocol preserves fairness between the sender
and receiver.

1) Both parties are honest : If both parties are honest,
at the end of a successful the exchange process, Bob
receives the e-mail message m and Alice receives
the signature from Bob, which indicates the fairness
holds.

2) Bob is dishonest: Alice is honest and forwards
the correct message to Bob. However, Bob does
not send its signature as in  of Section III.A.
Bob cannot access the message m without the key
k′2to decrypt the received ciphertext. Bob can try
to request from STTP and will be rejected due to
the incorrect signature. In fact, the above protocol
ensures both STTP forwards re-encryption σ′and
Bob’s signature to Bob and Alice respectively.
Clearly, the fairness is satisfied.

3) Alice is dishonest:
Alice gets Bob’s signature, but does not return the
key k2to Bob as ® in Section III.A, then Bob
cannot decrypt the ciphertext y and λ to get the
e-mail message. In this case, Bob sends a request
to the STTP and initiating the recovery process.
The STTP checks Bob’s signature and computes
the en-encryptionσ′ with its private key. Then the
STTP forwards Bob the encrypted σ′ , from which
Bob obtains the e-mail message by conducting
computations below. As shown in ¯ of Section
VI.B, Bob’s signature is eventually forwarded to
Alice. Hence, one can see that, no party can achieve
an advantage in the proposed protocol.

a) Compute r′A = rQIDA
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b) Compute
ω′ = e(S,DIDB

+ H3(e(QIDA
, DIDB

)))
e(DIDB

, QIDST T P
)e(r′A, QIDA

+ QIDB
)

c) Computer key k′2 = λ′ω′−1.
d) Compute m = y ⊕H2(k′2)

B. The efficiency of the protocol

The proposed protocol requires three rounds and four
pairing computations in the exchange process,six pair-
ing when runs exchange sub-protocol and recovery sub-
protocol and three Point Multiplication. To send an e-
mail message with n bits, Alice has to forward n + 6|q|
bits data, where |q|is the number of bits of the prime
order q defined in Section II.A. Similarly, Bob forwards
n + 6|q| + |SigB |bits data to STTP whenever running
the recovery process. To avoid the communication errors
due to multi-hop routing or wireless interferences, the
semi-trusted third party (STTP) can be easily choose
from the one-hop neighbors of the receiver, which in
fact can minimize the communication costs (e.g., power,
bandwidth) of the system. Of course, the sender can
request the identity of the STTP from the receiver (for
example, together with the flow ). Hence, comparing
with other certified e-mail protocols [14] [16] which
employ a trusted third party, the STTP can improve the
communication efficiency of the system.

C. The comparison

The following table show the resultant of comparison
with other certified e-mail protocols.

TABLE I.
PERFORMANCE COMPARISON

[16] [17] [14] Our protocol
Confidentiality YES YES NO YES
Stateless STTP NO NO NO YES
Flexible STTP NO NO NO YES

Number of message 3 4 4 3

In [14] the certified e-mail protocol has to forward
e-mail m ,if m is very large ,it will very overload for
communication channel ,and the e-mail m maybe inter-
cept by attacker. Although author claimed their protocol
is confidentiality, Alice had to forward e-mail m to TTP,
TTP can read the e-mail ,so the protocol cannot provide
confidentiality .In our exchange sub-protocol, Alice only
required to forward the key k2 to Bob, in recovery sub-
protocol ,STTP computes λ′ and send to Bob,it will not
decrypt the ciphertext to get e-mail m, because decryption
will have to use Bob’s private key.

VI. CONCLUSIONS

To enhance the performance of the certified e-mail
protocol in wireless resources-constrained networks, ef-
ficient signcryption is chosen to perform encryption and
signature in a single logical step which ensures the con-
fidentiality, integrity, authentication and non-repudiation.

In this paper we have presented an improved sign-
cryption scheme with proxy re-encryption and identity-
based cryptography. Then we have applied the improved
signcryption scheme to the design of a new certified e-
mail protocol. With the practical semi-trusted third party
(STTP) in the message exchange and signcryption pro-
cesses, our analysis has shown that the proposed protocol
provides useful features such as fairness, STTP stateless,
confidentiality, and low communication costs.
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