
An Internet Traffic Identification Approach 
Based on GA and PSO-SVM 

 
Jun Tan 

School of Computer Science, Sichuan University, Chengdu, China 
Email: chinatanjun@gmail.com 

 
Xingshu Chen and Min Du 

School of Computer Science, Sichuan University, Chengdu, China 
Email: chenxsh@scu.edu.cn, doingscu@gmail.com 

 
 
 

Abstract—Internet traffic identification is currently an 
important challenge for network management. Many 
approaches have been proposed to classify different 
categories of Internet traffic. However, traditional 
approaches only focus on identifying TCP flows and have 
ignored the selection of best feature subset for classification. 
In this paper, we propose an approach to classify both TCP 
and UDP traffic flows using the Support Vector Machine 
(SVM) algorithm. In this approach, we select the best 
feature subset using Genetic Algorithm, and then we 
calculate the correspondence weight of each feature selected 
by Particle Swarm Optimization (PSO). In addition, the 
traditional SVM algorithm is optimized by PSO algorithm. 
The experimental results demonstrate that this approach 
can effectively select the feature subset from multiple 
attributes that can best reflect the differences among 
different network applications. Moreover, the identification 
rate is improved by the method of feature weighting and 
PSO optimized SVM algorithm.  
 
Index Terms—Traffic Identification, Genetic Algorithm, 
Particle Swarm Optimization, Support Vector Machine, 
Statistical Characteristics 

 

I.  INTRODUCTION 

With the rapid development of Internet technology, an 
increasing number of network applications have emerged. 
However, these applications may result in serious 
network and security problems. For example, some 
network applications may take up large bandwidth, 
congest network access, and reduce network performance 
greatly [1]. Also, some applications may leak users’ 
privacy [2]. To solve these problems, it is very necessary 
to identify and control Internet traffic flows effectively, 
which is of great significance to network management, 
traffic control and so on. 

Three major approaches have been proposed to 
identify Internet traffic flows: port based approach [3], 

Deep Packet Inspection (DPI) approach [4] and the 
statistical-based approach based on statistical 
characteristics of flows’ behavior [5-7]. However, these 
applications could have potential defects. For example, 
current network applications may use dynamic ports to 
communicate with each other, and network flows among 
these applications cannot be easily detected by port based 
approach. Some applications may encrypt their data 
during the communication. Therefore, the DPI approach 
cannot effectively identify the traffic flows for these 
applications. 

Recently, traffic identification approaches using 
statistical characteristics have attracted a lot of attention, 
and many algorithms such as machine learning and neural 
network have been used to classify different categories of 
traffic flows. However, there are still some areas not 
considered before. 

First of all, feature selection is one of the most critical 
steps in the problem of Internet traffic identification. We 
can classify different categories of applications is because 
there exist some discrepancies of their behaviors. 
However, researchers at present choose one or more 
features from a variety of characteristics to classify 
different traffic flows only based on the qualitative 
analysis of different features. Different researchers have 
different opinions on the importance of features of traffic 
flows.  

Secondly, although a few features have been chosen to 
classify different Internet traffic, not every feature has the 
same importance. Therefore, in order to improve the 
recognition rate, each feature selected could have a 
weight value representing its importance. 

Thirdly, previous works only focused on identifying 
TCP flows, and traffic flows using UDP protocol cannot 
be identified. 

Therefore, in this paper, we propose an approach to 
identify both TCP and UDP traffic flows using Support 
Vector Machine (SVM). The main contributions are 
described as follows: 

(1) In this approach we classify Internet traffic based 
on the statistical characteristics of traffic flows without 
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using any port or host information, and there is no need to 
inspect the signature of applications for privacy 
consideration. 

(2) The concepts of TCP session and UDP session are 
defined precisely in this approach, making the proposed 
algorithm can classify both TCP and UDP traffic flows 
effectively. 

(3) Quantitative methods have been used to choose the 
feature subset from multiple features by Genetic 
Algorithm (GA) that can best distinguish different 
applications, and a corresponding weight is assigned to 
each feature by Particle Swarm Optimization (PSO) 
algorithm. 

(4) SVM algorithm is used to classify different traffic 
flows, and we optimize the traditional SVM algorithm by 
PSO, which can improve the performance of SVM 
algorithm effectively.  

(5) The experimental results show that this approach 
can classify different Internet traffic at a high rate. A 
classification accuracy of 97% in the situation of training 
on one day of traffic from one site, and testing on traffic 
from that site for a day eight months later, which verifies 
the robustness and practicability of this algorithm. 

The rest of the paper is organized as follows. Section 
Ⅱ  briefly describes some related work in this field; 
Section Ⅲ describes the basic concepts and the system 
overview; Section Ⅳ  describes the feature subset 
selection algorithm based on GA; Section Ⅴ describes 
the calculation process of features’ weights and the PSO 
optimized SVM algorithm. Section Ⅵ  describes the 
process of data collection, and then presents and 
discusses the experimental results. Section Ⅶ presents 
the conclusion and future work.  

II.  RELATED WORK 

The identification of network applications through 
traffic flows is important to some certain fields, such as 
traffic control, quality of service and so on. Traditionally, 
network applications use default port to communicate 
with each other, and ISPs can effectively identify and 
classify network traffic [3]. In order to hide the traffic, 
some network applications have started using dynamic 
port for communication; some applications even use the 
TCP port 80 to communicate. 

To solve the above problems, a new method which rely 
on application payload signatures were developed, which 
is also called Deep Packet Inspection (DPI) [4]. This 
approach directly compares the stored signatures to the 
packets from applications to accurately classify them. 
This method has the advantages of accuracy and real-time 
[8]. In addition to signature-based methods, other 
payload-based methods are also proposed. ACAS uses 
the first N bytes of payload as input to train a machine 
learning model to classify flows [9]. However, as some 
applications’ protocols keep upgrading and new network 
applications emerge, also some applications even encrypt 
their data, making the DPI method not useful any more. 

Given the shortcomings of port and signature based 
approaches for detecting Internet traffic, many 
researchers classify network traffic flows based on the 
statistics of features of different traffic flows. Karagiannis 
first proposed the identification method based on 
statistical characterization [10], and after that there were a 
few methods based on the statistics of traffic flows [11-
14]. These methods collect and make statistics of traffic 
flows, such as the distribution of packet size in a flow, the 
duration of a flow, the interval of arrival time of each 
packet. Sebastian first introduced the machine learning 
method to the traffic recognition, and used the 
unsupervised Bayesian learning algorithm for traffic 
classification [15]. Then a lot of network traffic 
identification algorithms appeared using the algorithms in 
machine learning, such as Support Vector Machine [16-
17], decision tree algorithm [18] and neural network 
algorithm [19-20]. 

The identification methods based on the statistical 
characteristics of traffic flows have played an significant 
role in classifying different categories of network 
applications, however, the previous works mainly 
focused on the identification of TCP traffic flows, and 
UDP traffic flows were not considered [19,21]. Moreover, 
little work has been done on the selection of attributes of 
traffic flows. 

Ⅲ. PRELIMINARIES 

A. Basic Concepts 
A packet transmitted in the network is the 

manifestation of a network application. However, a single 
packet carries too little information and has little effect on 
the performance of traffic identification. Therefore, a 
single packet should be combined with other relevant 
packets to form a session, and traffic flows can be 
classified by the form of a session. 

Definition 1 (TCP Session Flow): If host A and host B 
communicate with each other through TCP protocol, and 
their corresponding communication ports are portA and 
portB. Suppose p is a TCP session flow, and then p 
includes all the data packets transmitted between portA 
and portB. In particular, these data packets transmission 
are initialized after a SYN packet has been sent, and are 
ended before the first FIN packet will be sent. 

Definition 2 (UDP Session Flow): If host C and host D 
communicate with each other through UDP protocol, and 
their corresponding communication ports are portC and 
portD. Suppose p is a UDP session flow, and then p 
includes all the data packets transmitted between portC 
and portD within time t. 

TCP session flow and UDP session flow are 
collectively referred to as session flow in this paper. 

Definition 3 (Feature Vector of Network Traffic): 
Suppose ( )s p is an attribute of session p, then 

T
1 2( ) [ ( ), ( ), , ( )]D

Dp s p s p s p= R  is the feature vector of 

D attributes of session p. ( )D pR  is called the feature 
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vector of network traffic. 
There were 246 per-flow features used for 

classification in [19]. Most of these features can only be 
used for classifying TCP traffic flows, while having no 
use for UDP protocol. However, many more network 
applications are using UDP protocol for transmission 
nowadays, such as P2P applications. So it is also 
important to classify UDP traffic flows. In this approach, 
we analyzed the characteristics of many Internet traffic 
session flows and selected 45 features to identify 
different network applications using both TCP and UDP 
protocols. All the features of a session are shown in 
Appendix A. 

Definition 4 (Network Identification Model): Network 
traffic identification model is a 6-tuple of 
( , , , , , )D dQ qδ ϕR R , and it subjects to the following 
requirements: 

1) Q is a finite set, { | }Q a a is network protocol=  
2) DR  is feature space of D-dimension, representing 

the original feature vector 
3) dR  is feature space of d-dimension, representing 

the feature vector after the feature selection process 
4) : ( )D dδ δ →R R  is the selection operator, choosing 

the most important features from the original feature 
vector 

5) ( )d qϕ →R , ϕ is classification operator, q is the 
network protocol of feature vector dR  after classifying, 
and q Q∈ . 

B. Traffic Categories 
Fundamental to classification work is the idea of 

classes of traffic. In the present data set, traffic was 

classified into common groups according to the way how 

they transmitted their packets. The traffic was classified 
into 10 categories in [19], however, as P2P technology 
has been widely used in recent years. Therefore, we 
classify Internet traffic into 12 categories as listed in 
Table 1. 

C. Particle Swarm Optimization (PSO) 
PSO is an evolutionary computation technique 

developed by Kennedy and Eberhart in 1995, which 
searches for the best solution by simulating the 
movement and flocking of birds [22]. PSO is an 
optimization tool, providing a population-based search 
procedure in which individuals called particles change 
their positions with time. In a PSO system, the group is a 
community composed of all particles, and all particles fly 
around in a multi-dimensional search space. Each particle 
flies with a certain velocity and finds the global best 
position after some iteration. At every iteration period, 
each particle adjusts its velocity vector based on its 
momentum and the influence of its best position in 
history as well as the best positions of all particles, then a 
new position is computed by the velocity and its position 
in the last iteration. 

Suppose the dimension for a searching space is n , the 
total number of particles is m , and the population is 
presented as ( )1, , , , T

i mX = x x x  , the position of the 

ith particle is presented as vector ( )1 2, , , T
i i i inx x x=x  . 

The velocity of the ith particle is presented as vector 

( )1 2, , , T
i i i inv v v=v  , and the best position of this particle 

being searched until now is denoted as 

( )1 2, , , T
i i i inp p p=p  , the best position of the whole 

population being searched until now is denoted as 

( )1 2, , ,
T

g g g gnp p p=p  . The rule of adjusting the 
velocity and position of a particle is described as: 

( ) ( )( 1) ( ) ( ) ( ) ( ) ( ) ( )
1 1 2 2

t t t t t t t
id id id id gd idv w v c r p x c r p x+ = + − + −  (1) 

( 1) ( ) ( 1)t t t
id id idx x v+ += +                             (2) 

where 1, 2,i m=   represents the number of particles, 
1, 2,d n=   represents the searching space of this 

problem, t  is the current evolution generation, 1r  and 2r  
are random numbers between 0 and 1, 1c  and 2c  are the 
acceleration constants with positive values, w  is the 
inertia weight [23-24]. The general steps involved in PSO 
are illustrated in Algorithm 1, in which the function ()f  
is the fitness function. 

D. Support Vector Machine (SVM) 
The purpose of SVM classification is to find optimal 

separating hyper-plane by maximizing the margin 
between the separating hyper-plane and the data. Give a 
set of data { } 1

, m
i i iT y

=
= x , where ix  denotes the input 

vectors, { }1, 1iy ∈ + −  stands for two classes, and m 
represents the number of training data [25-26]. 

SVM attempts to identify a hyper-plane, which 
functions as a separating plane for classification of data in 

TABLE I.   
NETWORK TRAFFIC CATEGORIES 

Classification Example Applications 

WWW Web 

P2P (File Sharing) eDonkey, BitTorrent 

P2P (Multimedia) Sopcast, PPStream, PPTV 

P2P (Instant messaging) Skype, MSN 

ATTACK Worm, Virus 

MULTIMEDIA Windows Media Player 

GAMES WOW 

MAIL IMAP, POP, SMTP 

INTERACTIVE ssh, klogin, rlogin 

DATABASE postgres, sqlnet 

BULK ftp 

SERVICES X11, DNS, LDAP 
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a multidimensional space. The hyper-plane ( )f x  is 
presented as: 

( ) 0, 1, 2,i if w b i m= + = =x x               (3) 

where w  denotes the weight vector, and b  denotes the 
bias term. w  and b  are used to define the position of 
separating hyper-plane. 

The separating hyper-plane should satisfy the 
following constraints: 

( )( ) 1, 1, 2,i i i iy f y w b i m= + ≥ =x x           (4) 
Positive slack variables iξ  are introduced to measure 

the distance between the margin and the vectors ix  that 
lying on the wrong side of the margin. Then, the optimal 
hyper-plane separating the data can be obtained by the 
following optimization problem: 

( )

2

1

1Min , 1,2,
2

s.t. 1
0

m

i
i

i i i

i

w C i m

y w x b

ξ

ξ
ξ

=

+ =

+ ≥ −

≥

∑ 

             (5) 

where C  is the error penalty. 
By the Lagrangian multiplier, , 1, 2,ia i m=   is 

introduced, the previous mentioned optimization problem 
is transformed into the dual quadratic optimization 
problem as below: 

( )
1 , 1

1

1Max
2

s.t. 0, 0, 1, 2,

m m

i i j i j i j
i i j

m

i i i
i

L a a a a y y x x

a y a i m

= =

=

= −

= ≥ =

∑ ∑

∑ 
          (6) 

Therefore, the linear decision function is created by 
solving the dual optimization problem, which is defined 
as: 

( )
, 1

( ) sign ,
m

i i i j
i j

f x a y b
=

 
= + 

 
∑ x x               (7) 

In most cases, the data are not linearly separable, and 
are consequently mapped to a higher-dimensional feature 
space. Therefore, if the data cannot be classified clearly 

in the current dimensional space, then the SVM will map 
them to a higher dimensional space for classification. In 
order to construct the feature space, the non-linear 
mapping function ( )xφ  is used. Then, the non-linear 
decision function is expressed as follows: 

( ) ( )
, 1

sign ,
m

i i i j
i j

f x a y K b
=

 
= + 

 
∑ x x              (8) 

( ) ( ) ( ),i j i jK x x x xφ φ=                         (9) 

where ( ),i jK x x  is called the kernel function. Several 
kernel functions help the SVM in obtaining the optimal 
solution. The most frequently used kernel functions are 
the polynomial, sigmoid and radial basis kernel function 
(RBF). The RBF is generally applied most frequently, 
because it can classify multi-dimensional data. 
Additionally, the RBF has fewer parameters to set than a 
polynomial kernel. Therefore, in our approach, the RBF 
kernel function is used in the SVM to obtain optimal 
solution. It is presented as: 

( ) ( )2, expi j i iK x x x yγ= − −                (10) 

Here, C  and γ  should be set appropriately. Parameter 
C  represents the cost of the penalty. The choice of the 
value for C  influences the classification outcome. if C  
is too large, the classification accuracy rate is very high in 
the training phase, but very low in the testing phase. If C  
is too small, the classification accuracy cannot be 
satisfied. Parameter γ  is more important, because its 
value affects the partitioning outcome in the feature space. 
An excessively large value for parameter γ  results in 
over-fitting, and a disproportionately small value will 
lead to under-fitting. In this approach, we use PSO 
algorithm to optimize these two parameters. 

E. Approach Overview 
The training and testing processes of the identification 

system are presented as follows: 
(1) Capture all the packets and reorganize the packets 

into traffic session flows according to definition 1 and 
definition 2, then divide the traffic flows into training set 
and test set. 

(2) Calculate the features’ statistics of traffic flows 
according to Appendix A. 

(3) Feature selection by GA. 
(4) Feature weighting and SVM algorithm optimized 

by PSO using the data in the training set. 
As both TCP and UDP flows are classified by this 

algorithm, but there are biggish distinctions between TCP 
and UDP protocols in the form of transmission. So in this 
approach, two SVM models are used for training and 
classifying TCP and UDP flows. One is for TCP flows 
and the other is for UDP. There are two SVM models 
after the training process, and for a traffic session flow to 
be classified, first check if it is TCP or UDP protocol, and 
then classify it using the corresponding SVM model. 

The system overview is shown in Figure 1. 

Ⅳ. FEATURE SELECTION PROCESS 

Algorithm 1 Particle Swarm Optimization 
Initialize population 
for gen = 1 : maxgen do 
    for i = 1 : m do 
        if f( ix ) ﹤ f( ip ) then 
            ip ← ix  
        end if 
        if f( ip ) ﹤f( gp ) then 
            gp ← ip  
        end if 
    end 
    update the velocity and position of each particle 
according to (1) (2) 
    if minimum error criteria is attained then 
        break; 
    end if 
end 
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A. Separable Criterion Based on Class Distance 
Definition 5 (Selection of Traffic Feature): Suppose 

T
1 2[ , , , ]D

Dr r r= R  is the feature vector of a traffic flow, 
selection of traffic features means choosing a subset dR  
in vector DR such that T

1 2[ , , , ] ,d
i i idr r r d D= ≤R , and 

features selected can make the separable criterion of 
different traffic flows reach the maximum value. 

Separable criterion function is used to classify different 
traffic flows, and in the pattern recognition field, different 
classes could be separated is because every class is in 
specific region of the feature space. Moreover, the 
smaller the distance of samples in the same class and the 
larger the distance of samples of different classes are, the 
better the classification result is. This scheme is called the 
separable criterion. 

Set BdJ
dω

=  as the separable criterion function, and Bd  

represents the sum of distance of samples of different 
classes, dω  represents the sum of distance of samples in 
the same class. If Bd  increases and dω  decreases, the 
separable criterion function J  gets larger, making 
different classes classified much easier. 

In a D-dimensional feature space, set D∈r R , and 
( , )i jδ r r  represents the distance between two samples in 

feature space. Suppose there are N samples 
{ }, 1, 2, ,l l N= r  belonging to c classes, and the pattern 
of class i is defined as follows: 

( ){ , 1, 2, , }, 1, 2,i
i k ik N i cω = = =r            (11) 

Defines: 
( )im : The mean vector of pattern of samples in class i 

m : The mean vector of pattern of all samples. 
Then: 

( ) ( )

1

1 , 1, 2, ,
iN

i i
k

ki

i c
N =

= =∑m r                    (12) 

1

1 N

l
lN =

= ∑m r                                 (13) 

The sum of pattern distance of the same class dω  and 
the sum of distance of different classes Bd  are defined 
respectively as: 

( ) ( )

1

1( ) ( , ), 1, 2, ,
iN

i i
i k

ki

d i c
N

ω δ
=

= =∑ r m        (14) 

( ) ( )

1 1 1

1( ) ( , ),
iNc c

i i i
i i i k i

i i ki

N
d Pd P P

N Nω ω δ
= = =

= = =∑ ∑ ∑ r m (15) 

( )

1
( , ),

c
i i

B i i
i

N
d P P

N
δ

=

= =∑ m m                (16) 

Then the separable criterion function J  is presented as: 

( )

1

( ) ( )

1 1

( , )

1 ( , )
i

c
i

i
iB

Nc
i i

i k
i ki

P
dJ
d P

N
ω

δ

δ

=

= =

= =
∑

∑ ∑

m m

r m
           (17) 

B. Feature Selection by Genetic Algorithm 
The GA is a search heuristic that mimics the process of 

natural evolution. This heuristic is routinely used to 
generate useful solutions to optimization and searching 
problems [27]. In the problem of network traffic 
identification, as there are many features, it is necessary 
to select the optimal subset which can best classify 
different protocols, therefore, we choose GA here as a 
selection operator. 

(1) Fitness function 
Every individual in the population corresponds to a 

solution in the optimization problem, in this approach, in 
order to classify different traffic flows better, the value of 
separable criterion function should be as large as possible, 
therefore, we use the function J  mentioned before as the 
fitness function: 

        

( )

1

( ) ( )

1 1

( , )

1 ( , )
i

c
i

i
iB

Nc
i i

i k
i ki

P
dFitness J
d P

N
ω

δ

δ

=

= =

= = =
∑

∑ ∑

m m

r m
    (18) 

Euclidean distance is used here as the measurement of 
distance between two samples. 

(2) Encoding and decoding 
In GA, every solution to the problem is encoded to a 

chromosome, and a feature may be selected or not in the 
feature selection process. In order to select a combination 
of d features from the original D-dimensional features. A 
binary string of D bits is used to describe the feature 
combination. Digital 1 means this feature is selected, 
while digital 0 means not. At last, the bits with value 1 in 

 
Figure 1. System Overview 

Feature 1 Feature 2 Feature 3 … …

1 0 1 … …

Feature D

1

…

 
Figure 2. Encoding Method 
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the binary string indicate the features selected as the input 
of classification process. The binary string is shown in 
figure 2. 

(3) Initial population 
Set N as the number of individuals in population, then 

the initial population is defined as 0 { }, 1,2, ,iP i N= =x  , 
every ix  represents a solution, and it is a binary string of 
D bits as defined before. While generating the initial 
population, set d bits to 1, and these d features make the 
fitness function the largest d values, and then set the other 
D-d bits to 0. This algorithm is presented in algorithm 2 
as below. 

4) Genetic operations 
We use tournament selection method as the selection 

operator and the two-point crossover operation as the 
recombination of chromosomes. Its specific operation is 
as follows: First set two cross points randomly at the 
chromosome of parent population, then exchange the 
chromosome at the two cross points of two individuals. In 
order to improve the locality search ability of GA to 
avoid prematurity, mutation operator is imported in the 
genetic process. In this approach, as the number of 1 and 
0 representing the features doesn’t change, inversion 
operator is used as the mutation operator, it operates as 
follows: a new binary string is generated by choosing 
randomly two gene positions and inversing the substring 
between the two positions in a chromosome. The network 
traffic feature selection algorithm based on GA is 
presented in algorithm 3. 

5. FEATURE WEIGHTING BY PSO-SVM 

In this approach, we use the PSO algorithm to optimize 
the parameters C  and γ  of SVM as well as the weights 
of the features selected by GA in the previous process. 

In the previous section, a subset of features are 
selected for classification by GA, however, not all the 
features selected have the same importance. In order to 
increase the identification rate, each feature selected is 
assigned a weight value iw , which represents the ith 
feature’s importance. In this approach, we set the limit of 

a weight’s value as [0, 2]iw ∈ ,. 
Definition 6 (Weighted Feature Vector): Suppose a d-

dimensional feature space T
1 2[ , , , ]d

dr r r=R  , the 

weighted feature vector dWR  is defined as: 
T

1 1 2 2[ , , , ]d
d dw r w r w r× × ×WR =            (19) 

In this approach, we use SVM to classify different 
categories of Internet traffic, therefore, two decision 
variables, designated C  and γ  are required. For the 
feature weighting process, if d weights will be calculated, 
then 2+d decision variables must be adopted. Therefore, 
the encoding strategy is presented as follows: 

( )1 2, , , , , dParticle C w w wγ=                (20) 
To get the highest recognition rate, every feature’s 

weight iw  will be calculated. The training data is used for 
training the SVM model, and the fitness function is 
defined as: 

correctN : The number of traffic flows identified 
correctly 

totalN : The number of all traffic flows 

Algorithm 2 Generating Initial Population 
Inputs: training data, D: feature space, d: feature 
subset space 
Outputs: the initial population InitPop with d 
features set 
InitPop = zeros(1, D); /* Create the D-bit binary 
string representing the features to be selected, and 
all bits are set to 0 */ 
for i = 1 : D do 
    fit[i] = the fitness value of ith feature 
end 
index = findmax(fit, d); /* index represents the 
array index of the largest d elements in array fit */ 
InitPop[index] = 1; /* Set 1 to the corresponding 
features */ 
return InitPop 

 

Algorithm 3 Feature Selection by GA 
Inputs: training data, D: feature space, d: feature 
subset space 
Outputs: feature subset of d-dimensional 
Population initialization: population size N, 
probability of crossover cP , probability of 
mutation mP , maximal evolution generations GEN 
t←0 
Generate the initial population ( )P t  using 
algorithm 2, and calculate the fitness value of each 
individual 
while t≤GEN do 
    use tournament selection operator to select the 
largest N individuals of ( )P t  by their fitness value 
    according to mutation probability cP  and then 
use mutation operator to produce N intermediate 
individuals from the previous N individuals 
selected 
    calculate the fitness value of the N intermediate 
individuals, and choose the smallest mN P×  
individuals, modify these individuals using the 
mutation operator 
    compete the N intermediate individuals against 
the original individuals in population ( )P t , and 
select the largest N individuals according to their 
fitness values as the individuals of population 

( 1)P t +  
    t←t+1 
end while 
Find the largest individual by fitness value from 

( )P t , the bits with value 1 of the binary string 
indicate the features selected as the measurement 
of classification 
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correct

total

N
Fitness

N
=                        (21) 

SVM is used as the classification method here and the 
distance of different classes is measured according to the 
weighted feature vector as defined in definition 6. 

The feature weighting calculating algorithm is 
described in algorithm 4: 

Ⅵ. EXPERIMENTAL RESULTS AND ANALYSIS 

A. Experiment Design 
The data collection environment is presented in figure 

3. 
In a data collection process, all the testing machines 

are running network applications belonging to one 
specific category, so all the traffic flows collected belong 
to only one class, and these flows are collected by the 
data collection server through port mirroring method. 
Total up to 40000 flows are collected for a specific traffic 
category. Following these steps, all the traffic flows 
belonging to the 12 classes listed in Table 1 are collected, 
so that one data set contains 12*40000 traffic flows. 

In order to verify the effectiveness of the method 
proposed in this approach, two separate data sets are 
collected. The first data set was collected from February 
8th 2010 to February 14th 2010, and the second data set 
was collected from October 8th 2010 to October 14th 
2010. These two data sets are separated by eight months, 
and are denoted as set 1 and set 2 respectively. 

The experimental process is described as follows: 50% 
of the data is chosen randomly from set 1 as the training 
data, and the data in set 2 is used for testing. This 
experiment is repeated ten times; using different 
randomly chosen training sets of the same size, the mean 
and standard deviation across the repeated experiments 
are calculated. For some applications in table 1, they use 
both TCP and UDP packets to transmit, such as P2P file 
sharing applications. The identification rates of these 
classes are computed as follows: 

Suppose the proportion of TCP flows in one specific 
class is _tcp p , the proportion of UDP flows is _udp p , 
they can be computed from the 40000 flows collected. 
And the identification rate of TCP and UDP flows are 

_tcp r  and _udp r  respectively, therefore, the 
identification rate for this class is presented as: 

_ * _ _ * _rate tcp p tcp r udp p udp r= +       (22) 
where _ _ 1tcp p udp p+ = . 

B. Determination of Interval Time in UDP Session 
As described in definition 2, the UDP session flow 

includes all the packets transmitted within time t, and the 
determination of t has great influence on the 
identification rate as well as the computation performance. 
If t is too small, the number of packets collected is also 
too small to form the information which has the property 
of statistical characteristics. If t is too large, the packets 
collected will take up a significant amount of system 
resources. We tested the value of t from 20 seconds to 

 
Figure 3. Data Collection Environment 

Algorithm 4 Feature Weighting Based on PSO 
Inputs: training data, d-dimensional features 
Outputs: weights of d features, C  and γ  of SVM 
Initial operation, set the current iteration t=0, and 
then set the maximal iteration GEN, 1c , 2c  
Generate m particles 1 2, , , mw w w  in the (2+d)-
dimensional searching space, they constitute the 
initial population ( )W t , and , 1, 2,i i m=w   is the 
solution in the (2+d)-dimensional space 
Generate the initial velocity of every particle as 

1 2, , , mv v v , set the global best solution gp  and 
the individual best solution ip  of m particles to 0 
Every particle in population ( )W t  is a weight of a 
feature, parameters C , γ . SVM is used here to 
train the data in training set 
while t≤GEN do 
    for i = 1 : m do 
        compare the fitness value of particle i 

currentp with its best solution ip  so far, if 

current ip p> , then i currentp p= , and record the value 
of current particle iw  
        compare the fitness value of particle i currentp  
with the global best solution gp , if current gp p> , 
then g currentp p=  and record the value of current 
particle iw  
    end 
    update the velocity and position of every 
particle in population ( )W t  and get new 
population ( 1)W t + , compute the new fitness of 
every particle 
    t←t+1 
end while 
Output the best global solution gp , which is the 
largest recognition rate with d features selected 
return the value of the particle with fitness value 

gp  as the weights of d features and parameters C , 
γ  
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300 seconds, and the identification rate of UDP sessions 
are presented in figure 4. 

Through experiments, when t is larger than 100 
seconds, the identification rate becomes steady; therefore, 
we set t=100 seconds as the interval time. 

C. Feature Selection and Weighting Processes 
According to the experiments, for TCP flow, with 

different number of features d, we obtain two results. 
Figure 5 shows the result without weighting method and 
the result with weighting method optimized by PSO-
SVM algorithm. 

 By the algorithm of GA and PSO for feature selection 
and weighting, for TCP traffic flow, we obtain the best 
recognition rate when the number of features is 18, and 
the largest 5 weights and their corresponding features are 
shown in Table 2. 

For UDP traffic flow, with different number of features 
d, we also obtain two results. Figure 6 shows the result 
without weighting, and the result with weighting method 
optimized by PSO-SVM algorithm respectively. 

For UDP sessions, we obtain the best recognition rate 
when the number of features is 25, and the largest 5 
weightings and their corresponding features are shown in 
Table 3. 

D. Identification Rate Comparison 
With the optimal value of d, and the corresponding 

weights of features selected, the identification rates of all 
the classes are shown in Table 4. 

The average identification rate of the PSO optimized 
SVM algorithm, the traditional SVM algorithm without 
weighting method and the Bayesian neural network in [19] 
are listed in Table 5. 

Besides choosing 50% of the data in set 1, we also 
choose 0.1%, 1% and 10% of the data in set 1 for testing. 
As we can see from Table 5 that the identification rate of 
PSO optimized SVM algorithm increases 12.6% 
compared with the traditional SVM algorithm, proving 
that the optimized algorithm is effective for improving 

 
Figure 4. Identification Rate of UDP Session Using Different 

Time t 

 
Figure 5. Identification Rate of TCP Flow by SVM 

TABLE II.   
THE FEATURE SUBSET AND WEIGHTS OF TCP FLOWS 

Description of Features Weights 

Mean of time interval that a host receives 
packets in a session 1.95 

Ratio of number of packets received and 
sent in a session 1.68 

Ratio of bytes received and sent in a 
session 1.56 

Variance of time interval that a host 
receives packets in a session 1.54 

Number of packets a host sends in a 
session 1.38 

 

 
Figure 6. The identification rate of UDP flow by SVM 

TABLE III.   
THE FEATURE SUBSET AND WEIGHTS OF UDP FLOWS 

Description of Features Weights 

Ratio of number of packets received and 
sent in a session 1.67 

Ratio of bytes received and sent in a 
session 1.56 

First quartile of time interval that a host 
receives packets in a session 1.45 

Mean of the first five packets‘ time 
interval a host sends in a session 1.24 

Variance of the first five packets‘ time 
interval a host sends in a session 1.18 
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the recognition. Compared with the methods in [19], we 
can see that the method in this approach also improves 
the identification rate, and more importantly, the method 
proposed in this work can classify both TCP and UDP 
traffic flows, therefore, it is more competitive. 

Ⅶ. CONCLUSION AND FUTURE WORK 

Internet traffic identification is a research focus in 
recent years, and more and more researchers applied the 
algorithms in pattern recognition and machine learning to 
the problem of traffic identification. However, due to the 
lack of selection criteria of traffic attributes, some 
important attributes are not selected as the criterion for 
classification. The existing methods are mainly based on 
qualitative analysis of network protocols, and then choose 
one or more features as the criterion for classification. In 
this way, the essential differences among different 
protocols may not be found, thus influencing the 
recognition rate. 

This novel Internet traffic identification algorithm with 
feature selection and weighting method based on GA and 
PSO-SVM proposed in this paper fills the gap in this field. 
We use intelligent computation methods to select the 
feature subset which can best classify different network 
applications, and then calculate the corresponding 
weights of each feature selected. According to the 
experiments, this algorithm has a high recognition rate. 
More importantly, this algorithm can dynamically adjust 
the feature subset selected and modify their 
corresponding weights with the change of behaviors of 
network applications, having the ability of adapt to the 
constantly changing protocols. The algorithm proposed in 
this paper has good scalability and availability, and it can 
classify both TCP and UDP traffic flows. In the future 
work, we will adopt some other classification algorithms 
such as neural network and so on. Secondly, the port and 
signature based approaches still have effects for some 
network applications, if these two methods can be 
combined with the statistical-based traffic classification 
approach, the identification performance will get better. 

The original conference paper of this paper named “A 
Novel P2P Identification Algorithm Based on Genetic 
Algorithm and Particle Swarm Optimization” has been 
published on “Third International Symposium on Parallel 
Architectures, Algorithms and Programming, 2010”. 

APPENDIX A  

All the features of a session are described below: 
Feature description 

Duration of a session 
Number of packets a host receives in a session 

Number of packets a host sends in a session 
Total number of packets in a session 

Bytes of payload a host receives in a session 
Bytes of payload a host sends in a session 

Total number of bytes in a session 
Mean of time interval that a host receives packets in a session 

Mean of time interval that a host sends packets in a session 
Variance of time interval that a host receives packets in a session 
Variance of time interval that a host sends packets in a session 

Maximum of time interval that a host receives packets in a session 
Maximum of time interval that a host sends packets in a session 

Minimum of time interval that a host receives packets in a session 
Minimum of time interval that a host sends packets in a session 

First quartile of time interval that a host receives packets in a session 
First quartile of time interval that a host sends packets in a session 

Median of time interval that a host receives packets in a session 
Median of time interval that a host sends packets in a session 

Third quartile of time interval that a host receives packets in a session 
Third quartile of time interval that a host sends packets in a session 

Mean of packet length that a host receives in a session 
Mean of packet length that a host sends in a session 

Variance of packet length that a host receives in a session 
Variance of packet length that a host sends in a session 

Maximum of packet length that a host receives in a session 
Maximum of packet length that a host sends in a session 

Minimum of packet length that a host receives in a session 
Minimum of packet length that a host sends in a session 

First quartile of packet length that a host receives in a session 
First quartile of packet length that a host sends in a session 

Median of packet length that a host receives in a session 
Median of packet length that a host sends in a session 

Third quartile of packet length that a host receives in a session 
Third quartile of packet length that a host sends in a session 
Ratio of number of packets received and sent in a session 

Ratio of bytes received and sent in a session 

TABLE IV.   
THE IDENTIFICATION RATES OF ALL CLASSES 

Classification Identification Rate 

WWW 99.4±0.4% 

P2P (File Sharing) 97.5±0.3% 

P2P (Multimedia) 93.5±0.5% 

P2P (Instant messaging) 95.5±0.7% 

ATTACK 97.7±0.4% 

MULTIMEDIA 95.4±0.4% 

GAMES 95.2±1.1% 

MAIL 99.1±0.4% 

INTERACTIVE 97.8±0.3% 

DATABASE 97.2±0.8% 

BULK 99.1±0.5% 

SERVICES 97.9±0.8% 

AVERAGE 97.1±0.5% 

 

TABLE V.   
THE COMPARISON OF THREE ALGORITHMS  

Training Set Testing 
Set 

Traditional 
SVM 

Algorithm 
Without 

Weighting 

Bayesian 
Neural 

Network 
[19] 

PSO 
Optimized 

SVM 
Algorithm 

0.1 of Set 1 Set 2 74.4±1.5% 88.3±
0.9% 86.9±0.4% 

1% of Set 1 Set 2 76.8±0.4% 91.9±
0.9% 93.2±0.8% 

10% of Set 1 Set 2 82.5±0.7% 93.1±
1.3% 94.9±1.2% 

50% of Set 1 Set 2 84.5±1.4% 95.3±
0.9% 97.1±0.5% 
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Mean of the first five packets‘ length a host receives in a session 
Mean of the first five packets‘ length a host sends in a session 

Variance of the first five packets‘ length a host receives in a session 
Variance of the first five packets‘ length a host sends in a session 

Mean of the first five packets‘ time interval a host receives in a session 
Mean of the first five packets‘ time interval a host sends in a session 
Variance of the first five packets‘ time interval a host receives in a 

session 
Variance of the first five packets‘ time interval a host sends in a session 
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