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Abstract –Industrial process-plants are an integral part of a 
nation’s economy and critical infrastructure.  The 
information systems used by automated industrial plants 
are enticing targets of cyber attacks.  However, the financial 
damages resulting from these cyber attacks are difficult to 
estimate since the resultant losses are not as tangible as 
physical losses.  In this paper, we propose a mathematical 
model for determining the financial losses resulting from 
cyber attacks on a computer-based information system used 
in industrial plants.   

Limited work has been published to systematically 
explore the types of possible cyber attacks and their 
financial impact on the process.  The primary objective of 
this research is to propose a risk-assessment model to assess 
the impact of cyber attacks on a plant that runs fully or 
partially by control systems such as supervisory control and 
data acquisition (SCADA). Managers could use the model 
for cost/benefit analysis of security software and hardware 
acquisition.  We also illustrate this model’s use on a SCADA 
system using a case. The proposed model could be applied to 
different industries and organizations with minor 
modifications to reflect the specifics of that industry or 
organization.   

Index Terms–Cyber attacks, computer security, risk 
assessment, control systems, information systems. 

I.  INTRODUCTION

 The industrial process-plants are an essential part of a 
nation’s critical infrastructure sector.  The industrial 
processes in such plants include chemical or mechanical 
steps to manufacture chemicals and/or other products.  
An industrial plant functions using control systems, 
which are electronic, software-based systems that monitor 
and control the functions and processes of the plants.  
America’s economic vitality, national security, and way 
of life depend on the production and dissemination of 
chemicals and chemical byproducts [1].  However, these 
control-system-based plants are vulnerable to damages 
due to natural as well as malicious attacks on the control 
systems.   Cyber attacks on industrial plants can have a 
devastating impact on the nation’s economy.  Only 
limited research has been published to systematically 
analyze the financial losses resulting from cyber attacks.  
The quantification of losses is a complex task since there 
is a wide category of losses, with each category different 

in probability and nature. In this research, we propose a 
mathematical model for calculating the financial losses 
resulting from cyber attacks on a control system used in 
industrial plants.  The control systems are a part of 
organizational information system.  We consider short-
term financial losses resulting from only real-time cyber 
attacks that result in incapacitating some or all of the 
plant operations.  After proposing the model, we 
demonstrate its utility with a case study of a chemical 
engineering plant. 
 The proposed model is comprehensive and could be 
applied to a wide spectrum of industries and 
organizations to estimate financial damages from the 
cyber attacks.  Managers could use the model for 
cost/benefit analysis of security hardware and security 
software they plan to buy.  Using the proposed model, 
managers could justify the resource allocation or 
spending money to protect an information system.  Third, 
the model could also be used by the insurance companies 
for risk analysis and management.  The model could 
provide such companies with financial estimates on the 
losses resulting from different types of cyber attacks.  We 
illustrate this model’s use on a Supervisory Control and 
Data Acquisition (SCADA) system. To demonstrate the 
utility of the model, the method is applied to a case study 
on a chemical engineering plant located at the University 
of Louisville, Kentucky.   

The process of implementing security includes the 
phases of risk assessment, policy determination, security-
enhancement implementation, user training, and auditing 
[2, 3, 4].   The goals of risk management are to identify, 
measure, control, and minimize the losses associated with 
uncertain events or risks.  Risk assessment includes tasks 
such as analyzing assets, identifying vulnerabilities and 
potential risks due to threats, finding risk-reducing 
measures, and making decisions related to the acceptance, 
avoidance, or transfer of risk. Risk management also 
includes determining risk-reducing measures and 
budgeting, implementing, maintaining, and having 
priorities assigned to the measures.  In section II, we 
provide background on risk management and SCADA 
security.  Section II presents a detailed discussion on the 
research methodologies utilized to construct the proposed 
model.  In section IV, we describe a comprehensive real-
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world case study that applies the model to a chemical 
engineering plant.  Section V contains conclusions 
followed by the directions for future research. 

II.  BACKGROUND AND RELATED WORK

A. Risk Management 

In the post 9/11 era, risk management has been a 
contemporary issue affecting all organizations private and 
public alike.  For example, a recent report [5] indicates 
that the Pentagon spent more than $100 million in the last 
six months responding to and repairing damage from 
cyber attacks and other computer network problems.  The 
money was spent on labor, computer technology and 
contractors hired to clean up after both external probes 
and internal mistakes.  Additionally, Air Force General 
Kevin Chilton, the head of U.S. Strategic Command, 
acknowledged the need for the military to improve 
tracking the costs associated with cyber attacks.  

Risk assessment [6, 7] is usually the first, the toughest, 
and the most error-prone step in the risk management 
process.  Risk or revenue loss is assessed by estimating 
two quantities, namely, the magnitude of the potential 
loss L, and the probability p that the loss will occur.  The 
risk or revenue loss R is calculated as follows [8]. 

Obtaining both, L, and p, accurately is difficult for each 
risk-prone occurrence i because of uncertainties in the 
measurements.  For example, the accuracy of L and p 
depends upon the ability of risk experts, economists, 
managers, and engineers to estimate the impact of events.  
These personnel also need to accurately estimate the 
impacts on the events of different probabilities.  To make 
the calculation more challenging, risk management 
involves multiple metrics because of the interrelationship 
between these two quantities.  That is, a risk-prone event 
with a high probability and small potential loss requires 
to be treated differently than the case of a risk-prone 
event with a low probability but a large potential loss.  To 
help account for this interrelationship, the loss 
exceedance probability (EP) curves [9] are sometimes 
used. The EP curves depict the loss L versus the 
probability p(L) that losses will exceed L.  Using the 
probabilistic risk analysis, the set of events that could 
produce a given dollar loss amount L are combined and 
the resulting probability of this loss are determined. In 
addition to the magnitude of losses in terms of a dollar 
figure, the EP curves incorporate the uncertainty in the 
probability of an event occurring within 5% and 95% 
confidence interval curves.  Based on these estimate 
curves, the mean exceedance probability curve is 
constructed. 

Cyber Security Prediction Models [10] provide the 
users with a vehicle for testing hypotheses about how to 
respond to a cyber attack before it occurs, using risk, 
vulnerabilities, time between attacks, and intrusion 
(numbers and durations) concepts.  This testing is done 
by reasoning about the elements of predictive models and 
their relationships, which are needed to mirror objects 

and events in the real world of cyberspace. The models 
provide definitions, equations, plots, and analyses to 
answer the “what if” questions concerning potentials 
attacks.  

B.  SCADA Networks 

Supervisory control and data acquisition (SCADA) 
networks are complex control and monitoring systems 
used by infrastructure services. A SCADA system is a 
common process automation system, which is used for 
gathering data from sensors and instruments located 
remotely and displaying this data at a central site for 
either control or monitoring purposes.  SCADA networks 
are used to perform vital functions for industrial 
measurement and control systems and are commonly 
used by utility and infrastructure companies such as 
electric power generation, transmission, and distribution; 
oil and gas refining and pipelines; chemical production 
and processing; and manufacturing [11, 12].  SCADA 
networks control field devices remotely and 
automatically. SCADA networks control and monitor a 
variety of remote field-devices such as electric circuit 
breakers, gas and water pumps, valves, relays, sensors, 
track switches, and traffic signals automatically.  
According to ARC Advisory Group [13], the worldwide 
market for SCADA systems for the electric power 
industry alone was $1.7 billion in 2006 and is expected to 
grow to $3 billion in 2013. The European SCADA-
systems market revenues were $1.2 billion in 2007. 

As shown in Figure 1 [11, 14] using the Internet, 
today’s SCADA systems enable monitoring from various 
points including over the Internet.   

   

Figure 1. Modern SCADA Architecture [11, 14] 

SCADA architecture consists of one of more master 
terminal units (MTUs) that are used by engineers in a 
control station to monitor and control a large number of 
remote terminal units (RTUs) located in the field or an 
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industrial plant.  An MTU is a general-purpose computer, 
running SCADA utility programs and RTUs are generally 
small dedicated-devices designed for harsh field or 
industrial environments.  One or more SCADA MTUs 
retrieve real-time analog and status data from RTUs, 
store, and analyze these data.  MTUs automatically send 
control commands to the RTUs or enable the engineers to 
do so manually. 

C.  Distributed Control Systems 

In recent years, SCADA networks, implemented as a 
part of distributed control systems (DCS) [15, 16, 17, 18, 
19], have also enjoyed an increase in popularity within 
process control industries for monitoring and control.  
Today, many SCADA systems are included as a part of 
distributed control systems. DCS are used in industrial 
applications to monitor and control distributed equipment 
with remote human intervention. A DCS solution does 
not require operator intervention for its normal operation, 
but with the line between SCADA and DCS disappearing, 
systems claiming to offer DCS may actually permit 
operator interaction via a SCADA system [20].  

The architecture of a DCS involves either a direct 
connection to physical equipment such as switches, 
pumps and valves or a connection via a secondary system 
such as a SCADA system. A DCS integrates 
programmable logic controllers (PLCs) and process 
controllers into an interactive system that enables a DCS 
to manage the whole process as a complete system.  The 
measurement and actuation devices are connected to a 
local controller.  All the local controllers are connected to 
one another via communication links such as the 
controller area network or a field bus.  According to a 
survey by market research firm Datamonitor [16], global 
revenues from sales of control systems were $10.3 billion 
in 2000 that grew to $12.4 billion in 2006 and are 
predicted to grow to $13.9 billion in 2009.  This 
continuous rise in popularity is fueled by the 
advancements in network technologies such as the 
wireless technology and wide use of TCP/IP protocol, 
which is used for Internet technology.  Implementing 
these networks is also becoming simpler because of 
amount of equipment available to install the networks. 
Thirdly, the increased need to monitor the industrial 
production facilities, such as a chemical plant, remotely 
and as automatically as possible has increased the value 
of SCADA.    

D.  SCADA Security 

The use of SCADA systems has become popular since 
the 1960’s as a need arose to more efficiently monitor 
and control the state of remote equipment [21].  SCADA 
networks were initially designed with little attention to 
security.  SCADA networks traditionally used dedicated 
telephone lines to send control messages to the field 
devices from the control station and get the status of the 
field equipment.  Initially, SCADA systems were 
designed to be isolated from other systems with an 
emphasis on software stability that did not change very 
often and allowed limited access to users.  With advances 
in computer technology and telecommunications, modern 

SCADA networks have been increasingly integrated with 
corporate networks and the Internet.  This is done to 
increase the accessibility and subsequently enhance the 
efficiency and effectiveness of SCADA networks.  
However, this integration has made them far more 
vulnerable to unauthorized cyber attacks putting the 
national infrastructures at risk [22] and potential targets 
of attacks by cyber terrorists and hackers.  By sending a 
false control message from the Internet, an unauthorized 
intruder, for example, can hamper operations of electric-
power stations or chemical process-control systems [12].  
The evolved, modern control system with open 
interconnectivity requires rigorous risk management.  

As SCADA integrates more and more standard devices 
that use widely available communication protocols, an 
adversary will more easily have the ability to disrupt a 
vastly increased area by manipulating data streams 
emanating from a component of the system and do so 
while never leaving the comfort and privacy of home 
[23].  Threats against SCADA networks have raised 
significant government concerns, since terrorists have 
threatened to attack several SCADA networks [24] and 
successfully launched near-disastrous attacks.   For 
example, in January 2003, a worm attack on a computer 
network at Ohio's Davis-Besse nuclear power plant 
disabled a safety monitoring system for nearly five hours 
[25].  The infamous Maroochy water SCADA breach in 
Australia [26] plagued the wastewater treatment system 
for two months and leaked hundreds of thousands of 
gallons of putrid sludge into parks, rivers, and private 
properties as a result of which marine life died, the creek 
water turned black, and left an unbearable stench in the 
surrounding areas.  Unauthorized software was installed 
and a computer was damaged at a California canal system 
to divert water from the Sacramento River by an 
unauthorized person [27].   

The cyber communication-attacks are the general cyber 
attacks that can be launched against both the MTU and 
RTU.   The attacks against the master are specific attacks 
that can be launched against the MTU.  The attacks 
against the slave are the specific attacks that can be 
launched against a RTU.  Table 1 lists and gives a 
detailed description of both types of attacks.  In this 
research, we consider losses from only real-time attacks 
that result in incapacitating parts or all of the plant 
operations.  Losses such as proprietary-information loss 
that includes stealing business and trade secrets are not 
considered.  For example, a company could lose its trade 
secrets to its competitors if such information is 
compromised. 

There are direct and indirect losses associated with 
information-system breaches.  For example, the direct or 
primary losses from an attack on a SCADA-controlled 
power plant would include the loss of power generation.  
The indirect or secondary losses would include social 
instability caused during the blackouts and the economic 
losses incurred by businesses of the affected regions.  If a 
chemical plant is attacked, the indirect losses would be 
both the short and long-term environmental effects.
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To keep the focus on active attacks, in this paper, we 
have limited the scope of the paper to the operational 
attacks that can cause real-time or short-term losses.  If 
other type of losses are also considered, managers can 
justify spending more money on security enhancements.  
When we consider such losses, the benefits of the 
proposed research become more important.   

Additionally, the attacks such as eavesdropping 
(unauthorized interception of information in transit 
through the use of methods other than wiretapping), 
traffic analysis (intercepting and examining messages to 
deduce information from patterns in communication), and 
man-in-the-middle (gaining information by sniffing or 
tapping a line between two unsuspecting parties) are 
excluded in this research since they are passive forms of 
attacks which do not directly impact SCADA security.  
We are assuming no damage to human-life is caused by 
any of these attacks.  Due to the built-in redundancy, a 
system may have small direct or tangible-loss value when 
the attack affects a small percent of the system.  
However, as the impact of the attack increases linearly, 
the amount of indirect or intangible loss could increase 
non-linearly.  The total loss value increase at much higher 
rate that could even be exponential [28, 29, 30, 31].    

In well-engineered systems, fail-safe provisions could 
prevent some catastrophic consequences of unauthorized 
intrusions.  However, a successful attack launched by the 
intrusions could still result in economic impacts. For 
example, by an attack that would halt a chemical plant or 
damage its products and equipment badly.  Additionally, 
in a SCADA system with a very large number of 
variables, there are limitations as to how many conditions 
these engineering safeguards can prevent.   A well-
designed attack can possibly find a way to damage public 
health and safety by circumventing the engineering 
safeguards. 

III. RESEARCH METHODOLOGY

In this research, we first present various types of 
revenue-losses that can occur due to cyber attacks.  We 
treat these losses as functions of (a) the type of cyber 
attacks and, (b) other losses whose financial values can 
be estimated by plant managers in consultation with plant 
operators, engineers, supervisors, and foremen.  We have 
provided a list of the most probable cyber-attacks and 
their description in Table 1. 

Figure 2 depicts the proposed model.  At the core of 
this model is a set of revenue-loss functions used for 
calculating the total loss.  These functions derive their 
values from the probabilities of different attack types and 
manager’s financial estimates of the losses that make up a 
related revenue loss.  For example, the revenue loss 
function Rcontrol-loss takes probability for control-loss as 
one of its input and manager’s estimates of revenues for 
the normal and manual plant operations as its other input.  
As shown in Figure 2, there are five revenue loss 
functions and there are seven attack types with different 
probability of causing damage.  The attack-type 
probabilities are used to calculate relative damage done 
by an attack.  For example, based on our research and 

literature review [8, 32, 33, 34, 35, 36, 37], a control-
message modification attack is much less likely to cause 
product damage (5% probability) whereas the same attack 
is much more likely to cause equipment damage (50% 
probability). 

Table 1.  Attack Descriptions

The default values for the attack types are shown in 
Table 2.  For example, a denial-of-service attack, is much 
more likely to cause loss of control and monitoring 
capabilities; hence, it is given a relative weight of 0.5 as 
compared to other attacks such as the RTU-response-
alteration, which usually do not result in losing the 
control and monitoring capabilities.  An attack can cause 
different types of losses with different probabilities.  
Hence, each row in Table 2 adds up to 1.   

Figure 2.  Proposed Model with its Inputs and the Output 

Damages caused by different attacks are not mutually 
exclusive.  For example, loss of control caused by the 
replay attack does not exclude the loss of control cause 
by the spoofing attack.   Therefore, the loss of control 
caused by replay attack adds a separate risk from that of 
the spoofing attack.  Hence, the total of probabilities for 
each column does not add to 1.  The model for the risk 
assessment allows managers to modify or update 
probabilities based on historical data and after 
consultations with plant operators, engineers, supervisors, 
and foremen. Specifically, if an organization has installed 
a security system, managers are able to decide which 
attacks are less likely to cause a particular type of damage 

Type of Attacks  (Atype) Description 

Replay Capture a message and resend it at a 
later point one or more times. 

Spoofing Pretend to be an MTU or RTU. 

Denial of Service Send a very large number of spurious 
messages so that RTU is unable to 
fulfill a valid request. 

Control message 
modification 

Capture a request, modify some of its 
parameters and send it to RTU. 

Write to MTU Add or modify files on MTU. 

RTU- response alteration Capture a response, modify some of its 
parameters and send it to MTU. 

Write to RTU Add or modify values on RTU. 

Attack Type 
Probabilities 

∑p(Atype) for 
the seven 
attack types 
described in 
Table 1

Managers’ 
Financial 
Estimates 

Total probable 
financial losses 

Input 

Input 

Output

Revenue Loss 
Functions 

Rcontrol-loss  
Rproduct-loss  
Rstaff-time loss  
Requipment damage  
Rprevention  
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by updating the values for the probabilities shown in 
Table 2.  Table 2 lists suggested values based on a 
detailed literature review and our research experience on 
SCADA cyber-attacks [8, 12, 32, 33, 34, 35, 36, 37].   

A cyber attack on an information system can result in 
various types of losses (damages). The following section 
lists the attack types and the revenue-loss function 
associated with each loss.  The revenue-loss functions are 
the functions that determine the values for the financial 
loss resulting from different types of attacks.   

Table 2.  Default Values of Probabilities for Attack Types

The relevant attack-scenarios are determined, together 
with their probabilities of occurrence.  We use quartile 
points for calculating the number of machines attacked:  
25% machines down, 50% machines down, 75% 
machines down, and 100% machines down.  A manager 
inputs these values after reviewing data such as financial 
records, previous failure logs, existing security measure, 
and other pertinent databases.  Additionally, a manager 
should also consult with plant operators, engineers, 
supervisors and foremen to gain a better understanding of 
the plant operations and use this knowledge to estimate 
these values on potential financial losses. These values 
are also used as input values to the revenue loss functions 
in the proposed model.   

A.  Control and Monitoring Loss 

The loss of control or view is the financial damage 
caused while trying to run the process without SCADA 
control.  When a SCADA system is attacked, the intruder 
may hamper plant operations by disabling the monitoring 
and control operations.   For example, some operations in 
a chemical plant that required constant monitoring by 
engineers may no longer be performed because of an 
attack.  However, several operations may be possible if 
they do not require an engineer’s monitoring and control.  

This loss is treated as a function of revenues per day for 
the normal plant operation (Rnormal), the revenues per day 
if the plant were to run manually without SCADA 
(Rmanual), and the type of cyber attack (Atype).  Rmanual

accounts for various costs associated with running the 
plant manually, which includes the cost of extra 
operator(s) who are trying to run the process manually 

and reduction in production.  Restarting the plant (that is, 
bringing it to normalcy) is also included in this cost.   

As discussed earlier in section II, SCADA enables 
monitoring of several remote devices.  Most of the time a 
MTU makes decisions based on a large number of 
parameter values obtained from many inter-related 
activities.  When SCADA is attacked, these decisions 
have to be made manually by engineers.  Since any 
missing parameter value could lead to more damages, we 
are assuming that even if only one of the SCADA 
controlled computer is attacked, the SCADA controlled 
process is disabled.  

Other assumptions include that a plant is down for one 
day.  This assumption is modified from the reference [35] 
who assumes that the duration of SCADA-power-plant 
blackout is for the duration of 8 hours.  Another 
assumption is that the components of SCADA system and 
the production system fail independently so that the 
attack-type probabilities do not have an effect on the 
number of machines that are down.  

Rcontrol-loss = (Rnormal - Rmanual) * (∑p(Atype) for control-loss) 

In the above function, ∑p(Atype) for control-loss is 
summation of probabilities of all types of attacks that 
could lead to control loss.  The default values of such 
probabilities are listed in Table 2. 

B.  Material Loss 

Loss of material is the damage caused by bad product 
quality because the products in the process chain could 
not be used; or the material in stock became worthless 
because the raw materials were not used before their 
expiration dates.  For example, raw material in a food-
and-beverage plant would be wasted if the material 
stayed unused for several days. Material cleanup cost is 
also included in this calculation.  This loss is treated as a 
function of number of vulnerable machines.  The revenue 
loss is R% machines down at a given percentile point if 
vulnerable machines are down.  

Rproduct-loss is estimated by calculating the average of 
four quartile points.   The quartile points are 25% 
machines down, 50% machines down, 75% machines 
down, and all of the machines down.  The corresponding 
revenue losses at these points are R25%, R50%, R75%, and 
R100%. 

Rproduct-loss = ((R25% + R50% + R75% + R100% ) /4) * (∑p(Atype) 
for product loss) 

C.  Staff-time Loss 

Loss of staff time is the revenue loss resulting from idle 
personnel.  For example, a company must continue 
paying their full-time employees irrespective of whether 
the plant is operating or not.  This value is calculated by 
multiplying the number of operators, their idle hours, and 
their hourly pay rate.   This loss is represented as follows:  

L = (Time taken to fix machines) * (Number of idle 
operators) * (hourly pay rate) 

The quartile points are 25% machines down, 50% 
machines down, 75% machines down, and all machines 

Atype

Probability 

Contr
ol-loss 

Product
-Loss 

Staff-
Time 
Loss 

Equip 
Damage 

Preve
-ntion 

Replay 0.20 0.40 0.20 0.10 0.10 

Spoofing 0.20 0.20 0.20 0.20 0.20 
Denial of 
Service 

0.50 0.10 0.25 0.05 0.10 

Control 
message 
modificat.

0.15 0.05 0.10 0.50 0.20 

Write to 
MTU

0.10 0.05 0.05 0.30 0.50 

RTU-
response 
alteration

0.30 0.10 0.10 0.40 0.10 

Write to 
RTU 

0.30 0.20 0.20 0.20 0.10 
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down.  The corresponding losses at these points are L25%, 
L50%, L75%, and L100%. 

Rstaff-time loss = ((L25% + L50% + L75% + L100%) /4)  * 
(∑p(Atype) for staff-time loss) 

D.  Equipment Damage 

The equipment damage or loss is the amount of damage 
done to the process equipment.  For example, an 
adversary may be successful in damaging a turbine by 
sending unexpectedly high dynamic load for a long 
period. This loss is treated as a function of total cost of 
SCADA-operated machines that could be permanently 
damaged and total cost of SCADA-operated machines 
that could be temporarily damaged.   

Cost of purchasing new equipment:  Since not all 
equipment needs to be replaced, we take each piece of 
equipment that can be damaged and its cost.  Therefore, 
the average loss, Lequipment replace, will be:   

Lequipment replace  = (Total equipment cost)/(number of 
equipment) 

Cost of fixing the temporary damages can be estimated 
by the managers.  The managers may need to look at 
historical data and use statistical analysis to accurately 
estimate these values.   

 This loss value Lequipment fix is given by the following 
formula: 

Lequipment fix = (total cost to fix equipment from the past 
records) / (total number of problems in the past records) 

Requipment damage = (Lequipment replace + Lequipment fix) * 
(∑p(Atype) for equipment damage) 

E.  Prevention Costs 

Cost of preventing intrusion includes fixing the 
software problems and updating and replacing any 
hardware.  For example, to prevent an attack similar to 
the one that caused damage, a company may need to 
upgrade to computer hardware or equipment that are 
resistant to such attacks.  If software was attacked, it 
might need to be upgraded, replaced, or reinstalled.  This 
cost of updating or replacing necessary software and 
hardware is treated as a function of protecting the 
damaged machines from similar attacks in the future.  

This cost can be calculated from the average cost of 
similar repair and upgrades in the past as follows:

Rprevention = (Lprevention ) * (∑p(Atype) for prevention) 

IV. AN EXAMPLE OF RISK ASSESSMENT

In this section, we illustrate the use of the proposed 
model on a SCADA DCS system that is used to monitor 
and control a chemical plant.  This case study illustrates 
how the proposed methodology is used for a SCADA 
system test bed that is implemented at the University of 
Louisville, Kentucky, USA.  As show in Figure 2, the 
proposed model uses attack types, manager’s financial 
input and damage probabilities to estimate the 
corresponding probable financial losses.  The attack types 
and the revenue loss functions have been illustrated in the 

previous section.  We consider a case [8] to illustrate the 
financial losses that a manager would input to estimate 
the probable total financial loss due to these attacks.  We 
first describe the experimental test bed and then provide 
the financial estimates for this plant. 

The main objective of Intelligent Systems Research and 
Chemical Engineering Laboratories at the University of 
Louisville is to evaluate operation of a SCADA system 
under carefully monitored and safe operating conditions.
This example [8] considers operating a 14 foot, 50 liter, 
6–tray binary distillation column currently used by the 
students to study laboratory operations. Collection of 
data, as well as control of the distillation process, is 
carried out using actual SCADA hardware and software. 
The distillation process, from start up to shut down is 
monitored and controlled by a computer-based SCADA 
control system, specifically iFIX™ software from GE-
Fanuc. Remote monitoring and control [38] were 
achieved over the Internet where the laboratory personal 
computers are connected to the distillation column. Other 
computers connect to the personal computer through the 
web server to access a page that provides a Human-
machine interface (HMI), gets data values from the server 
and updates the values of control variables by sending 
them back to the server. In this SCADA system the 
laboratory personal computer serves as an RTU, another 
personal computer with a browser serves as an MTU, and 
the university local area network provides the network 
connection between the RTU and the MTU. The 
schematic diagram for the distillation column and its 
control system is shown in Figure 3 [39].  The digital-to-
analog converter (DAC) and Analog-to-Digital Converter 
(ADC) are used to send and receive signals from the RTU 
computer to the distillation column and back. 

Figure 3: Schematic Diagram of Distillation Column and 
SCADA�based Controller [39] 

The values of estimated probable losses and revenues 
described in the previous section are as follows: 

1.  Revenues per day for the normal plant operation 
(Rnormal).  For the case study, the estimated daily revenue 
is $100,000. 

JOURNAL OF COMPUTERS, VOL. 5, NO. 3, MARCH 2010 357

© 2010 ACADEMY PUBLISHER



2.  Revenues per day if the plant were to run manually 
without SCADA Rmanual.  For the proposed case, we 
assume that half of the plant can be run manually.  Hence, 
the estimated Rmanual   is $50,000. 

3.  Revenues if various percent of machines were 
down.  That is, R25%, R50%,, R75%, and R100%.   The reason 
that we had suggested four failure percent was that the 
proposed model takes into account possibility of non-
linear distribution of the damages.  However, for 
simplicity, we are assuming linear distribution for this 
case, which gives the estimated damages to be $12,500, 
$25,000, $37,500, and $50,000 respectively for R25%, 
R50%,, R75%, and R100%.  However, a manager can use a 
non-linear function for their plant operations for the 
losses. 

4. To calculate L, staff time loss, which includes L25%, 
L50% , L75% , and L100%, the following inputs are needed 
from the managers: the average time to fix one machine, 
total number of machines, total number of operators, and 
average operator’s salary.   The case [8] lists an average 
of $35 per hour per operator.   The number of operators 
varies from 1 to 5 depending on the type of the attack and 
the number of hours to fix the problem varies from 40 to 
120 depending on the type of the attack.  Using these 
values, we estimate $2,625, $5,250, $7875, and $10,500 
for the average losses L25%, L50%, L75%, and L100%

respectively. 
5. Cost of replacing and fixing equipment, which are: 

Lequipment replace  and Lequipment fix.  For the case [8], these 
values are estimated to be $100,000 and $25,000 
respectively. 

6. Cost of updating and replacing software and 
hardware, which is, Lprevention. This cost is estimated to be 
$50,000. 

Using the above values, we calculate the following  
revenue loss values: 

For example, the values for Control Loss were 
calculated using the following formulae: 

Rcontrol-loss = (Rnormal - Rmanual) * (∑p(Atype) for control-loss) 
Control and Monitoring Loss =  ($100,000-
$50,000) * (0.2 +0.2+0.5+0.15+0.1+0.3+0.3) 
= $87,500 

Similarly, Material Loss, Staff-time Loss, Equipment 
Damage, and Prevention Costs are calculated to be 
$75,625, $7,219, 218,750, and $65,000 respectively using 
the software that we have created to automate the 
estimation process.   The total estimated revenue loss 
from all cyber attacks is $454,094.  This dollar figure 
gives an estimate to managers about the average yearly 
revenue loss.  As discussed earlier, this figure can also 
help insurance companies to estimate the premiums for 
insuring such information systems.   

V.  CONCLUSION

Risk management has been a challenge faced by almost 
all organizations in the post 9/11 years.  However, few 
methods have been proposed that could estimate financial 
losses resulting from various cyber attacks on 
organizational information systems.  In this article, we 

have presented a method that could be used by many 
different organizations to perform risk assessment of their 
control systems and also facilitate cost-benefit analysis to 
justify software and hardware acquisition.   This model 
can also be used by insurance companies to perform risk 
assessment and estimate premiums to insure the client 
company’s assets. 

We have presented a list of possible attack types and 
probabilities for different types of damages the attacks 
can cause.  We provided revenue loss functions for these 
attacks, which use these damage probabilities and the 
corresponding revenue losses.  Each of the revenue losses 
is obtained mathematically from simple and easy-to-
obtain financial data.  The proposed model provides 
company managers and insurance companies a valuable 
tool to estimate their financial damages.  We also 
presented an example of SCADA-based chemical plant to 
illustrate the use of the proposed method. 

In this research, we have considered only active attacks 
and the immediate resultant financial losses.  To extend 
the model to other losses, future research could consider 
passive attacks such as eavesdropping, traffic analysis 
and others that can result in proprietary information loss, 
loss of competitive advantage, and other losses. 
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