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Abstract—Traditional network security models have not 
meet the development of network technologies, so PPDR 
model emerged, as the times require. Instruction detection 
technology is an important composed part in PPDR model 
and it make up for the shortages of firewall and data 
security protection. This technology has not only 
distinguished from computer and network resources, but 
also has given important information in instruction; it has 
not only detected instructing action from out word, but also 
has controlled user's actions. Instruction detection 
technology is the core in instruction detection system, it 
include abnormity instruction and abused instruction 
detection. However, how to detect whether there are 
intrusions is a problem to need solving first. According to 
the high missing report rate and high false report rate of 
existing intrusion detection systems, the paper proposed an 
anomaly intrusion detection model based on genetic neural 
network, which combined the good global searching ability 
of genetic algorithm with the accurate local searching 
feature of BP networks to optimize the initial weights of 
neural networks. The practice overcame the shortcomings in 
BP algorithm such as slow convergence, easily dropping into 
local minimum and weakness in global searching. 
Simulation results showed that the practice worked well, 
fast learning speed and high-accuracy categories.  
 
Index Terms—network intrusion detection, genetic 
algorithm, BP neural network, genetic neural network 
 

I.  INTRODUCTION 

With the development of network techniques and 
science technologies, information industry has expanded 
greatly. Both organizations such government, enterprises, 
finance, telegraphy .etc and personal users have depended 
on networks more and more. At the same time, it has 
brought lots of information security troubles. Network 
security is increasingly paid attention to and concerned 
about, so it is a critical problem how to protect the 
security of networks and information system. 

Intrusion Detection is a necessary supplement of 
traditional security protection measures such as firewalls 
and data encryption, because it can provide real-time 
protection against internal attacks, external attacks and 
misoperations. Intrusion Detection belongs to the 
classification and recognition problems with a large 
number of non-linear conditions, which make it essential 

to study non-linear integrated approaches to solve the 
problem [1, 2]. Artificial Neural Network (ANN), often 
just called "neural network" (NN), is a mathematical 
model or computational model based on biological neural 
networks. It consists of an interconnected group of 
artificial neurons and processes information using a 
connectionist approach to computation. In most cases an 
ANN is an adaptive system that changes its structure 
based on external or internal information that flows 
through the network during the learning phase. In more 
practical terms neural networks are non-linear statistical 
data modeling tools. They can be used to model complex 
relationships between inputs and outputs or to find 
patterns in data. The ability to learn and adapt to 
uncertainties of ANN are just suitable to solve the 
intrusion detection problem. 

However, an ANN easily drops into a local minimum, 
so it may not search the global optimum [3]. For this 
defect, the paper will propose an anomaly intrusion 
detection model based on Genetic Neural Network 
(GNN), which combines the good global searching ability 
of genetic algorithm with the accurate local searching 
feature of BP Networks to optimize the initial weights of 
neural networks. The practice can overcome the 
shortcomings in BP algorithm such as slow convergence, 
easily dropping into local minimum and weakness in 
global searching. And we will carry out simulation 
experiments to verify the validity of the practice. 

II. THE NETWORK INTRUSION DETECTION MODEL BASED 
ON GNN 

A.  BP Neural Network 
ANNs are made up of interconnecting artificial 

neurons (programming constructs that mimic the 
properties of biological neurons). ANN may either be 
used to gain an understanding of biological neural 
networks, or for solving artificial intelligence problems 
without necessarily creating a model of a real biological 
system. The real, biological nervous system is highly 
complex and includes some features that may seem 
superfluous based on an understanding of artificial 
networks. There are many types of neural networks such 
as feed forward neural network, radial basis function  
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(RBF) network, Kohonen self-organizing network, 
recurrent network, Hopfield network and so on. In the 
paper, we mainly apply BP neural network in the network 
intrusion detection model [4]. 

Backpropagation was created by generalizing the 
Widrow-Hoff learning rule to multiple-layer networks 
and nonlinear differentiable transfer functions. Input 
vectors and the corresponding target vectors are used to 
train a network until it can approximate a function, 
associate input vectors with specific output vectors, or 
classify input vectors in an appropriate way as defined by 
you. Networks with biases, a sigmoid layer, and a linear 
output layer are capable of approximating any function 
with a finite number of discontinuities. Standard 
backpropagation is a gradient descent algorithm, as is the 
Widrow-Hoff learning rule, in which the network weights 
are moved along the negative of the gradient of the 
performance function. The structure of the BP neural 
network is shown as Fig. 1 [5]. 

The term backpropagation refers to the manner in 
which the gradient is computed for nonlinear multilayer 
networks. There are a number of variations on the basic 
algorithm that are based on other standard optimization 
techniques, such as conjugate gradient and Newton 
methods. Properly trained backpropagation networks tend 
to give reasonable answers when presented with inputs 
that they have never seen. Typically, a new input leads to 
an output similar to the correct output for input vectors 
used in training that are similar to the new input being 
presented. This generalization property makes it possible 
to train a network on a representative set of input/target 
pairs and get good results without training the network on 
all possible input/output pairs. 

B.  Genetic Algorithms 
The genetic algorithm is a method for solving 

optimization problems that is based on natural selection, 
the process that drives biological evolution. The genetic 
algorithm repeatedly modifies a population of individual 
solutions. At each step, the genetic algorithm selects 
individuals at random from the current population to be 
parents and uses them produce the children for the next 
generation. Over successive generations, the population 
"evolves" toward an optimal solution. The genetic 

algorithm can be applied to solve a variety of 
optimization problems that are not well suited for 
standard optimization algorithms, including problems in 
which the objective function is discontinuous, 
nondifferentiable, stochastic, or highly nonlinear. The 
genetic algorithm uses three main types of rules at each 
step to create the next generation from the current 
population [6, 7]:   

①  Selection rules. Select the individuals, called 
parents, which contribute to the population at the next 
generation.  

② Crossover rules. Combine two parents to form 
children for the next generation.  

③  Mutation rules. Apply random changes to 
individual parents to form children. 
a) Formal definition of genetic algorithms 

Genetic algorithm can be defined as an eight-tuple:  
)  ,  ,   ,  ,  ,  ,E  ,( TMPCSGA o ΨΓΦ=                (1) 

where C  represents the chromosome representation; E  
represents the fitness function; oP : the initial population; 
M : the population size; Φ : the selection operator; Γ : 
the crossover operator; Ψ : the mutation operator; T : the 
terminal conditions. 
b) The main options of genetic algorithms 

(1) Population diversity  
One of the most important factors that determines the 

performance of the genetic algorithm performs is the 
diversity of the population. If the average distance 
between individuals is large, the diversity is high; if the 
average distance is small, the diversity is low. Getting the 
right amount of diversity is a matter of trial and error. If 
the diversity is too high or too low, the genetic algorithm 
might not perform well [8]. 

(2) Fitness scaling 
Fitness scaling converts the raw fitness scores that are 

returned by the fitness function to values in a range that is 
suitable for the selection function. The selection function 
uses the scaled fitness values to select the parents of the 
next generation. The selection function assigns a higher 
probability of selection to individuals with higher scaled 
values. The range of the scaled values affects the 
performance of the genetic algorithm. If the scaled values 
vary too widely, the individuals with the highest scaled 
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Figure 1. The structure of the BP neural network
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values reproduce too rapidly, taking over the population 
gene pool too quickly, and preventing the genetic 
algorithm from searching other areas of the solution 
space. On the other hand, if the scaled values vary only a 
little, all individuals have approximately the same chance 
of reproduction and the search will progress very slowly. 

(3) Selection  
The selection function chooses parents for the next 

generation based on their scaled values from the fitness 
scaling function. An individual can be selected more than 
once as a parent, in which case it contributes its genes to 
more than one child. The default selection function, 
Stochastic uniform, lays out a line in which each parent 
corresponds to a section of the line of length proportional 
to its scaled value. The algorithm moves along the line in 
steps of equal size. At each step, the algorithm allocates a 
parent from the section it lands on. 

(4) Reproduction options 
Reproduction options control how the genetic 

algorithm creates the next generation. The options are  
① Elite count. The number of individuals with the 

best fitness values in the current generation that are 
guaranteed to survive to the next generation. These 
individuals are called elite children. The default value of 
Elite count is 2. When Elite count is at least 1, the best 
fitness value can only decrease from one generation to the 
next. This is what you want to happen, since the genetic 
algorithm minimizes the fitness function. Setting Elite 
count to a high value causes the fittest individuals to 
dominate the population, which can make the search less 
effective.  

② Crossover fraction. The fraction of individuals in 
the next generation, other than elite children, that are 
created by crossover. Setting the Crossover Fraction 
describes how the value of Crossover fraction affects the 
performance of the genetic algorithm. 

(5) Mutation and crossover 
The genetic algorithm uses the individuals in the 

current generation to create the children that make up the 
next generation. Besides elite children, which correspond 
to the individuals in the current generation with the best 
fitness values, the algorithm creates Crossover children 
by selecting vector entries, or genes, from a pair of 
individuals in the current generation and combines them 
to form a child. Mutation children by applying random 
changes to a single individual in the current generation 
create a child. Both processes are essential to the genetic 
algorithm. Crossover enables the algorithm to extract the 
best genes from different individuals and recombine them 
into potentially superior children. Mutation adds to the 
diversity of a population and thereby increases the 
likelihood that the algorithm will generate individuals 
with better fitness values. Without mutation, the 
algorithm could only produce individuals whose genes 
were a subset of the combined genes in the initial 
population. 

The basic process of genetic algorithm can be express 
as Fig. 2 shows. 

 
C. The Basic Steps of the Network Intrusion Detection 
Model Based on GNN 

Through the above analysis, it can be seen that BP 
neural network is very suitable for intrusion detection 
system. By using selected examples to train the neural 
network, we can obtain a network intrusion detection 
network structure, and then can use it to detect any 
network data to judge whether there is an intrusion. 
However, when the inputs and outputs have been given, it 
is a crucial problem how to get the best neural network 
structure and connection weights that will have a 
significant impact on final detection results. Genetic 
Algorithm is often used to solve optimization problems, 
so it can be used to find the best neural network structure 
and connection weights. The paper applies Genetic 
Algorithm in BP neural networks to construct Genetic 
Neural Networks and use it in intrusion detection system. 

Based on the above analysis, the basic steps of the 
network intrusion detection model based on GNN:  

Step 1: using an event generator to collect network 
packet data and transform them into the format which 
GNN requires;  

Step 2: structuring learning sample set and testing 
sample set;  

Step 3: setting genetic learning algorithms for the 
neural network;  

Step 4: applying the results of step 2 and step 3 to learn, 
train, validate and finally generate an intrusion detector 
based on GNN;  

Step 5: inputting a new and random event (network 
packet data) into the intrusion detector to make detections.  

Step 6: Warning. If intrusions are detected, intrusion 
detection system immediately informs the network 
security administrator or database administrator to take 
appropriate security measures to ensure network systems 
and database systems secure. 
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Calculating individual fitness 

Whether or not to meet 
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Figure 2.  The basic process of genetic algorithm
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III. DESIGN OF INTRUSION DETECTION MODEL BASED ON 
GNN 

The design of intrusion detection model based on GNN 
is shown in Fig. 3. 

A. Description of Genetic Neural Network 
The whole algorithm is described as the following: 
① First determine the number of hidden layers, the 

number of nodes on each layer, the particle size, the 
weight range, as well as evolutionary generations of the 
network G , the number of network structures in each 
generation pN , the bit size used to express the number of 

nodes in each hidden layer bN , the mutation rate mP  and 
the crossover rate cP , the number of random seed seedi ; 
Then according to Fig. 4, binary code the network 
structure and connections to construct a corresponding 
string; select measurement data and divide them into two 
data subsets: N

ppp yxTrainset 1)},{( == for training neural 

networks in order to obtain non-linear model and 
M
ttt yxTest 1)},{( ==  for testing model. 

② In the range of the number of nodes in each hidden 
layer, the particle size and the weight range, randomly 
generate the initial network structure as a parent. 

③  For every possible network structure in network 
structure populations, use the current connection weights 
and node thresholds to implement a positive calculation 
process from the input layer to the output layer, and 
obtain outputs:  

                    
N1,2,...,p          ) , ... , ,()(ˆ 1 == pkp xmhhnNNiy     (2)  

Where i  is the current learning cycle and 
) , ... , ,( 1 mhhnNN k  the selected network model. 

④ Test the samples and calculate prediction outputs:  
N1,2,...,l          ) , ... , ,()(ˆ 1 == lkl xmhhnNNiy      (3)  

⑤  Calculate prediction errors and evaluate the 
practicality of model:  

2)ˆ(
2
1)( lll yyiE −=                             (4)  

∑
=

=
M

l
l iE

M
iE

1
)(1)(                                (5)  

⑥  If the evolutionary generation meets the 
requirement or the best network structure is found, then 
the process is over and the last generation is the best 
network structure; Otherwise, go to ⑦. 

 
⑦ From the parent generation, choose two network 

structures’ binary codes 1i  and 2i  whose fitness are no 
lower than average fitness for consistent crossover which 

Determine genetic algorithm space 

Set Igen=0 

Code the individuals 

Whether or not produce 
Psize individuals 

No 

Yes 

Figure 4. Searching flow chart of GA-NN
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Figure 3. Intrusion detection model based on GNN 
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results in a chromosome; crossover the chromosome 
string in probability mP  and cP  to create a new network 
structure and connection individuals. 

⑧ Repeat step (7) until producing pN  new network 
structures, forming one offspring generation. 

⑨ Replace an offspring network structure individual 
by the best parent network structure individual randomly. 

⑩  The offspring generation becomes new parent 
generation which is a new generation, and turn to ③.  

In the algorithm ) , ... , ,( 1 mhhnNN k  means multi-layer 
neural networks, where mhhn p      ,     ...,    ,    , 1  are the 

numbers of nodes in input layer xF , hidden layer 

pFF   ...   ,1  and output layer yF . Through the genetic 
algorithm, we can obtain the best neural network 
structure model. 

B. The Individual Coding Method in GNN 
This algorithm uses binary strings to code network 

connections and their weights, through constant evolution, 
crossover and mutation to obtain the optimal network 
structure in the overall sense. Network connections can 
be incomplete (some connections may not exist), and use 
parameters known as granularity bits to describe the 
binary sizes of connection weights. A connection’ binary 
bits equal to one bit which describes whether the 
connection exist plus the binary bits of the connection 
weight. For incomplete networks, in the evolutionary 
process of network structure and connection weights, 
granularity bits and connection bits also change, when the 
connection bit is 0, this connection does not exist and no 
connection weights; when 1, the connection weights also 
occur in evolution. 

C. Selection of the Fitness Function 
Let: in the network there are totaln  inputs and correctn  

correct outputs, the fitness function can use the following 
formula:  

total

correct
n

n
f =                               (6)  

Fitness function value is between 0 and 1, the closer to 
1, the more accuracy the output.  

D. Design of the Selection Operator 
In the above, we mentioned that the selection operator 

was an important operator to ensure the survival of the 
fittest mechanism of genetic algorithms. In accordance 
with the theorem: the probability that the algorithm of 
retaining best individual strategy can converge to the 
optimal solution is 1, we will use retaining the best 
individual selection strategy. The individual with the 
highest fitness in present population doesn’t participate in 
crossover and mutation operation, and use it to replace 
the individual with the lowest fitness in the offspring 
generation. Then, order the individuals in parent 
population )(tP  and offspring population )( 2tP  by their 
fitness, and retain sizeP  individuals with larger fitness as 

a new population )1( +tP  which continues to the next 
operation, so the individuals with low fitness are 
eliminated. 

E. Design of the Crossover Operator 
The crossover means replacing part bits of two father 

individuals to generate two new individuals, also known 
as genetic recombination. The crossover operation is the 
most important means to obtain new excellent individuals.  

In our algorithm, we apply uniform crossover strategy 
which views each bit as a potential crossover point. 
Randomly generate 0 or 1 mask code with the same bits 
with individuals, in which the clips show which father 
individuals provide values for offspring individuals.  

For instance, consider the following two individuals:  
Father individual 1:  0 1 1 1 0 0 1 1 0 1 0  
Father individual 2:  1 0 1 0 1 1 0 0 1 0 1  
Randomly generate two mask codes with the same bits 

(1 means father individual 1 provides the value for 
offspring; 0 father individual 2):  

Mask code 1:  0 1 1 0 0 0 1 1 0 1 0  
Mask code 2:  1 0 0 1 1 1 0 0 1 0 1  
The new individuals after crossover are:  
Offspring individual 1:  1 1 1 0 1 1 1 1 1 1 1  
Offspring individual 2:  0 0 1 1 0 0 0 0 0 0 0 

F. Design of the Mutation Operator 
Because we use the binary encoding, so, for 

individuals, the mutation means that the variable flips. 
Because in genetic algorithm, mutation operator is a 
supporting means, so we use basic bit mutation method.  

As follows: an individual with eleven bits, the fourth 
bit occurring mutation.  

Before mutation:  0 1 1 1 0 0 1 1 0 1 0  
After mutation:  0 1 1 0 0 0 1 1 0 1 0 

G. Determination of Operating Parameters in GNN 
In GNN, the parameters need to determine include the 

population size sizeP , the crossover probability cP , the 
mutation probability mP   the termination condition T  
and so on. These parameters have great impacts on the 
performance of genetic algorithms, and need to be 
carefully selected.  

 (1) The population size sizeP  

sizeP  expresses the number of individuals in the 
population. When the value is too small, genetic 
algorithms can improve computational speed, but it will 
reduce the diversity of populations, which are likely to 
cause genetic algorithms premature; and when the value 
is too large, genetic algorithms will reduce the operating 
efficiency. Generally take the value 20-500, and 
randomly generate the initial population.  

(2) The crossover probability cP  
The crossover operation is the main method to produce 

individual in genetic algorithms, so the crossover 
probability should take relatively large values. However, 
if the value is too large, it will undermine the population's 
excellent model, which will have a negative impact on 
the algorithm; if the value is too small, the speed to 
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produce a new individual will be too slow. In the 
simulation experiments, the general value is 0.4.  

(3) The mutation probability mP  
If the mutation probability takes too large value, even 

though we are able to produce more new individuals, this 
may destroy a lot of good models, making the 
performance of genetic algorithm is similar to the 
performance of random search algorithm; if too small 
values, the mutation operation will inhibit the ability to 
generate new individuals. Generally, the value ranges 
0.0001-0.1, and in most simulation experiments, take the 
value 0.1.  

(4) The termination condition T  
 The termination condition means when the genetic 

operation finish. In our experiment, we designate 
evolutionary generations as the termination condition. 

VI. SIMULATION EXPERIMENTS 

A. Data Acquisition 
The paper use Winpcap to collect network packet data. 

WinPcap is the industry-standard tool for link-layer 

network access in Windows environments: it allows 
applications to capture and transmit network packets 
bypassing the protocol stack, and has additional useful 
features, including kernel-level packet filtering, a 
network statistics engine and support for remote packet 
capture. Considering the detecting data based on the 
characteristics of the time, which is equivalent to a more 
abstract level observation data, we list the feature 
attributes of the abstracted connection record in Table I [9, 
10]. 

B. Learning Sample Set and Testing Sample Set 
The collected network packet records are divided three 

parts: the first part is used to train the neural network 
model, about seven hundred records; the second part is 
for checking the availability of the trained model, about 
two hundred records; the third part is for intrusion 
detection experiments, about one thousand records. The 
learning samples are composed of the training records 
and checking records. Table II shows partial sample data. 

TABLE I.   
THE FEATURE ATTRIBUTES OF THE ABSTRACTED CONNECTION RECORD 

Nomenclatures Meanings Types Symbol 
representations 

Count The connection number that the target host is connected to the 
current same record within a time window. Int F1 

DSerror_rate The percentage of the connections with SYN error in all the 
connections with the same host. Float F2 

SSerror_rate The percentage of the connections with SYN error in all the 
connections from the same host. Float F3 

DRerror_rate The percentage of the connections with RESET error in all the 
connections with the same host. Float F4 

SRerror_rate The percentage of the connections with RESET error in all the 
connections from the same host. Float F5 

DPsame_rate The percentage of the connections having the same target ports in all 
the connections with the same host. Float F6 

DPdif_rate The percentage of the connections having different target ports in all 
the connections with the same host. Float F7 

DPSrv_rate The percentage of the target ports that are the same with the current 
connection with the same host. Float F8 

DPSerr_rate The percentage of the target ports those are different from the 
current connection with the same host. Float F9 

DPRerr_rate The percentage of the connections with RESET error and with the 
same target ports in all the connections with the same host. Float F10 

TABLE II.   
THE SAMPLE DATA 

Attributes of the connect record Instants 
F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 

X1 101 0.6 0.1 0.4 0.5 0.2 0.1 0.2 0.3 0.2 0.1 

X2 123 0.2 0.1 0.3 0.1 0.2 0.6 0.4 0.7 0.2 0.3 

X3 104 0.3 0.1 0.5 0.2 0.8 0.4 0.0 0.9 0.7 0.6 

X4 98 0.5 0.1 0.3 0.5 0.5 0.1 0.4 0.3 0.2 0.1 
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X5 112 0.1 0.5 0.8 0.1 0.2 0.5 0.4 0.0 0.6 0.2 

X6 145 0.0 0.6 0.9 0.5 0.4 0.5 0.3 0.2 0.7 0.1 

X7 131 0.2 0.4 0.6 0.3 0.7 0.3 0.5 0.7 0.8 0.5 

X8 105 0.1 0.2 0.4 0.3 0.6 0.2 0.4 0.8 0.5 0.4 

X9 97 0.0 0.5 0.5 0.2 0.4 0.3 0.1 0.6 0.7 0.2 

X10 96 0.2 0.4 0.6 0.3 0.5 0.4 0.2 0.7 0.8 0.0 
… … … … ... … … … … ... … ... 

C. Experimental Results 
We realized the GNN intrusion detection algorithm in 

MATLAB 7.0. Input the testing samples into the trained 
genetic neural network and calculate the detection rate, 
false report rate and missing report rate of the genetic 
neural network. Detection rate, false report rate and 
missing report rate are three important measures of 
intrusion detection systems. Their meanings are as 
follows:  

①  Detection rate: The percentage of detected 
intrusion events in all the samples;  

② False report rate: The percentage that the normal 
events are taken as abnormal events; 

③  Missing report rate: The percentage that the 
intrusion events are not detected;  

④  Detection accuracy: The probability of correct 
detection, equaling to (1-false report rate-missing report 
rate)* 100%. 

In Genetic Algorithm, let: the population size sizeP  
equals to 200, the selection probability sP  0.05, the 
crossover probability cP  0.4, the mutational probability 

mP  0.1. In BP algorithm, the learning rate equals to 0.4 
and the weight coefficient α 0.9. After 26917 epochs, the 
convergence error reaches to 0.0005 and the training is 
over. The comparison of the convergence speeds and 
detection rates under the same error is shown as Table III 
and Table VI.  

Seen from Table III and Table VI, the detection rate of 
GNN algorithm is 93% and the false report rate is 7%. 
The detection rate is 2.875% and 5.562% higher 
respectively than BP neural network and GA. Reaching to 
the same error 0.0005, GNN algorithm needs 26917 
epochs, but BP algorithm needs 700 thousand epochs and 
may drop into some local minimum. 

TABLE III.   
COMPARING BP, GA WITH GNN 

Input BP GA GNN 
500 0.037045 0.009422 0.002976 

2500 0.002609 0.001129 0.000786 
7500 0.002519 0.000791 0.000769 
10000 0.002213 0.000717 0.000768 
15000 0.001679 0.000707 0.000531 

TABLE IV.   
COMPARE OF DETECTION RATE (%) 

 BP GA GNN 

Detection rate 88.1 90.4 93 

False negatives 11.9 9.6 7 

V. CONCLUSIONS 

Intrusion detection technology is one new type of 
network security technology which can actively protect 
your computer from intruders’ attacks. It usually analyzes 
system audit data offline or online. When detecting any 
intrusion attempts or intrusions, it can timely report them 
to network security administrators, which can allow 
administrators to take certain preventive or remedial 
measures such as disconnecting the network to prevent 
the spread of erroneous data, and sending a warning to 
the intruder. However, how to detect whether there are 
intrusions is a problem to need solving first. Intrusion 
detection belongs to the classification and recognition 
problems with a large number of non-linear conditions, 
which make it essential to study non-linear integrated 
approaches to solve the problem. Genetic neural network 
can learn knowledge through a large number of training 
examples to obtain the ability to forecast, and the process 
can be entirely abstract, without emphasis on the 
assumption on the distribution of data and no need to 
explain the details of knowledge. Neural network may 
automatically master all the intrinsic relationships of the 
system according to existing examples. The paper applied 
genetic neural network in the network intrusion detection 
system and simulation results showed that the practice 
worked well, learning fast and having high accuracy. 
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