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Abstract— The establishment of pairwise keys between com-
municating neighbor nodes in sensor networks is a challeng-
ing problem due to the unsuitability of public-key crypto-
graphic techniques for the resource-constrained platforms
of sensor networks and also due to vulnerability of physical
captures of sensor nodes by an adversary/enemy. In this
paper, we propose a new location-adaptive key establishment
scheme which is considered as an improved alternative to
the path key establishment phase of bootstrapping protocol
in a sensor network. Our proposed scheme offers signifi-
cantly better network connectivity compared to that for the
path key establishment. Moreover, our scheme has better
trade-off between communication overhead, computational
overhead, network connectivity and resilience against node
capture attack than the path key establishment.

Index Terms— Distributed sensor networks, Location-
adaptive key pre-distribution, Path key establishment, Key
establishment, Security

I. INTRODUCTION

Recent advances in wireless communications and elec-
tronics have enabled the development of low-cost, low-
power, multi-functional sensor nodes that are small in size
and communicate untethered in short distances. These tiny
sensor nodes, which consist of sensing, data processing,
and communicating components, leverage the idea of sen-
sor networks. Thus, the sensor networks give a significant
improvement over the traditional sensors.

In a sensor network, many tiny computing nodes called
sensors are scattered in an area for the purpose of sensing
some data and transmitting data to nearby base stations
for further processing. The transmission between the
sensors is done by short range radio communications.
The base station is assumed to be computationally well-
equipped whereas the sensor nodes are resource-starved.
The sensor nodes are usually scattered in a sensor field
(i.e., deployment area or target field). Each of these
scattered sensor nodes has the capabilities to collect data
and route data back to the base station. Data are routed
back to the base station by a multi-hop infrastructure-less
architecture through sensor nodes. The base station may
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communicate with the task manager node via Internet or
Satellite. A survey on sensor networks could be found in
[1], [2].

Key establishment protocols are used to set up the
shared secrets, but the problem is too much complicated
by the sensor nodes’ limited computational capabilities,
battery energy, and available memory. As a result, asym-
metric cryptography such as RSA [15] or Diffie-Hellman
key exchange protocol [6] or Elliptic Curve cryptography
(ECC) [17] or ElGamal cryptosystem [9] is unsuitable for
most sensor architectures due to high energy consumption
and increase code storage requirements. Hence, a symmet-
ric cipher such as DES/IDEA/RC5/AES [14], [16], [17]
is the viable option for encryption or decryption of data
for secret communication in sensor network.

Pairwise key establishment between neighboring sensor
nodes in a sensor network is done by using a protocol
which is popularly known as the bootstrapping protocol.
A bootstrapping protocol usually involves several steps.
In key pre-distribution procedure, each sensor node is
initialized by a set of pre-distributed keys in its memory
called the key ring. This is done before deployment of
the sensor nodes in a target field. After deployment,
a direct key establishment (also called the shared key
discovery) procedure is performed by sensor nodes in
order to establish direct pairwise keys between them. Two
nodes u and v are called the physical neighbors if they
are within communication ranges of one another. They
are called the key neighbors if they share at least one
common key in their key rings. They are finally called the
direct neighbors if they are both the physical neighbors
and the key neighbors. After direct key establishment, if
the nodes fail to establish direct keys between them, they
perform the path key establishment phase. In this phase,
a secure path is established between two neighbor nodes
and a secret key is transmitted securely along that path.

Several techniques [4], [7], [8], [10], [12], [13] are
already proposed in order to solve the bootstrapping prob-
lem. Eschenauer and Gligor [10] proposed the basic ran-
dom key predistribution called the EG scheme, in which
each sensor is assigned a set of keys randomly selected
from a big key pool of the keys of the sensor nodes. Chan
et al. [4] proposed the q-composite key predistribution and
the random pairwise keys schemes. For both the EG and
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the q-composite schemes, if a small number of sensors
are compromised, they may reveal to a large fraction of
pairwise keys shared between non-compromised sensors.
However, the random pairwise keys predistribution is per-
fectly secure against node captures, but there is a problem
for maximum supported network size. Liu and Ning’s
polynomial-pool based key predistribution scheme [13]
and the matrix-based key predistribution proposed by Du
et al. [8] improve security considerably. An improved
alternative of path key establishment is proposed in [5].
This scheme allows to establish direct keys between non-
neighbor nodes in a sensor network. The main advantage
of this scheme is that it provides secure routing between
two non-neighbor nodes via a multi-hop path using end-
to-end encryption/decryption procedure rather than link-
to-link encryption/decryption procedure. As a result, this
scheme requires less computational overhead for secure
routing. In this paper, we present a new location-adaptive
key establishment scheme which is an improved alterna-
tive to the path key establishment in order to establish
pairwise keys between neighbor sensor nodes.

The rest of the paper is organized as follows. Next
Section describes briefly existing related works on key
pre-distribution techniques in wireless sensor networks.
Section III introduces our proposed scheme. Our scheme
is an improved alternative to the path key establishment
of the bootstrapping protocol. Section IV presents a
theoretical analysis of this scheme. In Section V, we report
our simulation results. In Section VI, we compare the
performances of our scheme with those for the path key
establishment. Finally, we conclude the paper in Section
VII.

II. RELATED WORK

In this section, we describe briefly the existing key
pre-distribution schemes: the basic random key pre-
distribution scheme [10], the polynomial-based key pre-
distribution scheme [3] and the polynomial-pool based
key pre-distribution scheme [13].

A. The basic random key pre-distribution scheme

Eschenauer and Gligor in 2002 first proposed a random
key pre-distribution scheme [10]. Their scheme, hence-
forth referred to as the EG scheme, consists the following
three phases. In the key pre-distribution phase, the (key)
setup server chooses a large key pool K of M randomly
generated symmetric keys. Each key is assigned a unique
identifier in the pool K. For each sensor node u to be
deployed, the setup server picks a random subset Ku of
size m from the pool K, called the key ring of the node
u, and then loads this subset into its memory.

After the sensor nodes are deployed in some target
field, a direct key establishment phase (also called the
shared key discovery phase) is performed by each sensor
node in the network. First of all, each sensor node
locates its all physical neighbors within its communication
range. Two physical neighbors can establish a secret key

between them if there exists at least one common key
between their key rings. To establish a secret key between
them, they exchange the key ids from their key rings
in plaintext. If there is a common key id between their
key rings, the corresponding key is taken as the secret
key between them and they use this key for their future
secure communication. Nodes which discover that they
have a shared secret key in their key rings then verify that
their neighbor actually holds the key through a challenge-
response protocol. Since the random subsets for the nodes
are drawn from the pool K randomly without replacement,
the same key may be used for secret communication by
several pairs of neighbor nodes in the network.

The path key establishment phase is an optional stage,
and if executed, adds to the connectivity of the network.
Suppose two neighbor nodes, say, u and v fail to establish
a secret key between them in the direct key establishment
phase, but there exists a secure path. Once such a secure
path is discovered, u generates a new random key k

and securely transmits it along this path to the desired
destination node. In this way, u and v can communicate
secretly and directly using k. However, the main problem
is that the communication overhead increases significantly
with the number h of hops. For this reason, in practice,
h is restricted to a small value, say 2 or 3.

This scheme provides better network connectivity if the
key pool size is smaller. In this scheme, when the key pool
size is chosen smaller, it leads to compromise a large
fraction of secure communication links in the network
even if an adversary captures a small fraction of sensor
nodes in the network.

B. The polynomial-based key pre-distribution scheme

The polynomial-based key pre-distribution scheme pro-
posed by Blundo et al. in [3] is described as follows. In
the key pre-distribution phase, an offline key setup server
assigns unique identifiers to all the sensor nodes to be
deployed in a target field. The setup server then gener-
ates randomly a t-degree symmetric bivariate polynomial
f(x, y), defined by f(x, y) =

∑t
i,j=0 aij xi yj , where the

coefficients aij (0 ≤ i, j ≤ t) are randomly chosen from a
finite field Fq = GF (q), q is a prime that is large enough
to accommodate a symmetric cryptographic key, with the
property that f(x, y) = f(y, x). For each sensor node u

to be deployed, the setup server computes a polynomial
share f(u, y). We note that f(u, y) is a t-degree univariate
polynomial. The setup server finally loads the coefficients
of f(u, y) in the memory of the sensor node u.

In the direct key establishment phase, each sensor node
u first locates its physical neighbors in its communication
range and broadcasts its own id to its neighbors. Let u

and v be two neighbors. After receiving the id of the
node v, u computes the secret key shared with v as
ku,v = f(u, v). Similarly, v computes the secret key
shared with u as ku,v = f(v, u). Since f(u, v) = f(v, u),
both the nodes u and v store the key ku,v for their future
secret communication.

The advantage of this scheme is that any two neighbor
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nodes can establish a secret key using the same symmetric
bivariate polynomial f(x, y), and there is no communi-
cation overhead during the pairwise key establishment
process. The main drawback is that if more than t nodes
in the network are compromised by an adversary, he/she
easily reconstructs the original polynomial using the La-
grange Interpolation [11]. As a result, all the pairwise
keys shared between the non-compromised nodes will
also be compromised. Thus, this scheme is uncondition-
ally secure and t-collusion resistant. Although increasing
the value of t can improve the security property of this
scheme, but it is not feasible for wireless sensor networks
due to the limited memory in sensors.

C. The polynomial-pool based key pre-distribution
scheme

In order to improve resilience against node capture of
the polynomial-based key pre-distribution scheme [3], Liu
et al. proposed the polynomial-pool based key distribu-
tion scheme [13]. The polynomial-pool based key pre-
distribution scheme can be described as follows. Let Fq =
GF (q) be a finite field with a q (either a prime or 2m for
some positive integer m) just big enough to accommodate
a symmetric cryptographic key. Let f(x, y) ∈ Fq[x, y] be
a t-degree symmetric bivariate polynomial i.e., f(x, y) =
f(y, x). The coefficients of the polynomial f(x, y) are
chosen from the finite field Fq . A polynomial share of
f(x, y) is a univariate polynomial f(u, y) for some u

∈ Fq . We have, f(u, v) = f(v, u).
Thus, if two shares f(u, y) and f(v, y) of the same

polynomial f(x, y) are given to two nodes, say, u and
v, they can come up with the common value f(u, v) ∈
Fq as a shared key between them. If (t + 1) or more
shares of f(x, y) are known, one can easily reconstruct
f(x, y) uniquely using the Lagrange’s Interpolation [11].
Thus, the disclosure of up to t shares does not reveal the
polynomial f(x, y) to an adversary and non-compromised
shared keys based on f(x, y) remains completely secure.

The key setup server selects a random pool K of
s symmetric bivariate polynomials in Fq[x, y] each of
degree t in x and y. Some ids u1, u2, . . ., un ∈ Fq

are also generated for the sensor nodes in the network,
where n is the network size. For each sensor node u to
be deployed in the network, s′ polynomials, say, f1(x, y),
f2(x, y), . . ., fs′(x, y) are randomly selected from K and
the polynomial shares f1(u, y), f2(u, y), . . ., fs′(u, y) are
loaded in the key ring Ku of u. Immediately after deploy-
ment, each sensor u transmits the ids of the polynomial
shares residing in its key ring. Two physical neighbors u

and v having shares of some common polynomial(s) can
establish a pairwise key between them.

The polynomial-pool based key distribution scheme
provides significantly better resilience against node cap-
ture than the other existing schemes [3], [4], [10].

III. OUR PROPOSED SCHEME

In this section, we first discuss the path key estab-
lishment phase of the bootstrapping protocol. We then

introduce the main motivation behind the development of
our proposed scheme. We describe our scheme and also
discuss the details of the messages exchanged during the
key establishment procedure of our scheme.

A. Path Key Establishment

This is an optional stage, and if executed, adds to the
connectivity of the network. After direct key establish-
ment, the nodes u and v which are physical neighbors not
sharing a pairwise key, can establish a direct key between
them as follows.

• Step-1: u first finds for a path 〈u =
u0, u1, u2, . . . , uh−1, uh = v〉 such that each
(ui, ui+1) (i = 0, 1, 2, . . . , h − 1) is a secure link.

• Step-2: u generates a random number ku,v as the
shared pairwise key between u and v and encrypts
it using the shared key ku,u1

between u and u1, and
sends it to node u1.

• Step-3: u1 retrieves ku,v by decrypting the encrypted
key using ku,u1

and encrypts it using the shared key
ku1,u2

between u1 and u2 and sends it to u2.
• Step-4: This process is continued by every interme-

diate sensor node along this path until the key ku,v

reaches to the desired destination node v.

Nodes u and v use ku,v as the direct pairwise key shared
between them for their future secret communication.

The main issue in this phase is the path discovery
problem, which specifies how to find a secure path
between two sensor nodes. One approach is to discover
a path between a source node and a destination node,
the source node picks a set of intermediate nodes with
which it has established direct keys. The source node
then sends requests to its all these intermediate nodes.
Now, if one of these intermediate nodes can establish a
direct key with the destination node, a secure path will be
discovered. Otherwise, this process may continue with the
intermediate nodes forwarding the request. We thus note
that the discovery of a secure path between two nodes
is similar to a route discovery process used to establish
a route between two nodes. Since this process involves
more communication overhead to establish a pairwise
key between nodes as the number h of hops of the path
increases, in practice h = 2 or 3 is recommended.

B. Motivation

Due to the random selection of keying materials for the
key rings of the sensor nodes, there remain some unused
keys in each key ring, which are of no use for establishing
secure links with the physical neighbors. A key material
in the basic probabilistic key pre-distribution scheme (the
EG scheme) [10], the q-composite scheme [4], or the ran-
dom pairwise keys scheme [4] is simply a pre-distributed
key. In the polynomial pool-based scheme [13], a key
material is a t-degree symmetric bivariate polynomial
from which a sensor node can compute keys shared with
its physical neighbors, whereas in the pairwise key pre-
distribution scheme [8], a key material is a row of the

898 JOURNAL OF COMPUTERS, VOL. 4, NO. 9, SEPTEMBER 2009

© 2009 ACADEMY PUBLISHER



secret matrix Ai in a key space Si. An unused key, say k

in the key ring of a sensor node u may help another node
v to establish a secure link between v and its physical
neighbor w with which it does not currently share a
secret key. If one can discover a secure u − v path,
then transmitting k securely from u to v along this path
achieves this goal. Thus, using this key k, two neighbor
sensor nodes v and w can establish a new pairwise key k′

for their future communication. This situation is depicted
in Figure 1.

u

k k

k

v

w

u

u

k

1

2

Figure 1. Indirect key establishment scenario between two neighbor
nodes v and w with 3 hops. An unused key k in u’s key ring is securely
transmitted to node v. This key helps another physical neighbor w of
node v with which v does not share a key in order to establish a new
secret key k′ between v and w.

This is accomplished by the following protocol.

C. Protocol

The protocol consists of the following steps:

1) for each sensor node u in the sensor network:
2) for each unused key k in its key ring:
3) Transmit k securely to u’s direct neighbors.
4) Each direct neighbor re-transmits k securely to its

direct neighbors and then deletes the key k from its
memory.

5) Continue this process for a pre-determined number
of hops.

6) Let v be a node that receives k securely during
this process. Then, v broadcasts its id and the id
of the key k to its physical neighbors with which
it does not currently share any keys. (If sending
the id of the key k is a potential threat for the
network, v can ask its physical neighbors to solve
some puzzle. The puzzle is encrypted with the key
k and this encrypted puzzle is sent. Thus, those
physical neighbors can solve this puzzle will have
the key k.)

7) Let w be a physical neighbor such that the id of the
key k is found in its key ring. w sends a request to
v to transmit a newly pairwise key securely to be
established between v and w.

8) v generates a random number, say k′ which is
considered as a symmetric secret key between v

and w. v encrypts this key k′ with k, and sends the
encrypted key and the id of u to w.

9) w retrieves k′ by decrypting the encrypted key using
k.

10) Nodes v and w store the key k′ for their future
communications.

11) Node v deletes the unused key k from its memory.
We note that during the key establishment procedure, all
the intermediate nodes along a secure path delete the
transmitted unused key. However, discovering a secure
u− v path, in particular, a long one, is costly in terms of
communication overhead. For this reason, we restrict the
lengths of these paths to a pre-determined threshold.

D. Protocol Messages

The above protocol is summarized below. In this nota-
tion, kuv refers to the unique pairwise key shared by u

and v. u → v : M refers to a message M sent from u to
v. Ek{M} refers to a message M encrypted using key
k. MACk(M) refers to the message authentication code
(MAC) for the message M , under the key k. We refer Nu

as a nonce generated by node u.
In order to establish a direct key between two neighbor

sensor nodes v and w via a secure u−v path, the following
messages to be exchanged:

1) To transmit an unused key k along a secure u − v

path: 〈u = u0, u1, u2, . . . , uh+1 = v〉 having h

intermediate nodes u1, u2, . . . , uh:

ui−1 → ui : (Ekui−1 ,ui
{ui−1, ui, k},

MACkui−1,ui
(Ekui−1,ui

{ui−1, ui, k})) for
i = 1, 2, . . . , h + 1.

2) To transmit a randomly generated key k′ to w by
v:
v → w : Ek{w, v, u, k′}, MACk(Ek{w, v, u, k′}).

3) To send a nonce to v by w:
w → v : Ek′{w, v, Nw}, MACk′(Ek′{w, v, Nw}).

The above steps are to be carried out after the direct key
establishment phase. In order to reduce communication
overhead, we restrict the number of hops to 2 or 3.

IV. ANALYSIS OF OUR SCHEME

In this section, we derive the key connectivity of the
network, i.e., the probability of establishing keys between
two nodes directly or indirectly. We also analyze the
security for our proposed scheme.

A. Network Connectivity

1) Network Connectivity of Our Scheme under the EG
Scheme: From the analysis of [10], it follows that the
probability of two neighbor sensor nodes establishing a
pairwise key is given by

p = 1 −

m−1∏
i=0

M − m − i

M − i
, (1)

where M denotes the size of the key pool, and m the
size of the key ring (in terms of the keys) of each sensor
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node (i.e., each sensor node is capable of storing m pre-
distributed keys in its key ring).

Let d denote the average number of neighbors that each
sensor node can contact. Let p′ be the probability that an
unused key k is found in a node’s key ring, and Ph denote
the probability that there exist a secure u − v path, say
〈u = u0, u1, u2, . . . , uh+1 = v〉 having h intermediate
nodes u1, u2, . . . , uh.
Derivation of p′:
We have p′ = 1−(probability that an unused key k is not
found in a node’s key ring). The total number of ways to

select m keys from the key pool of size M is

(
M

m

)
.

For a fixed key ring Ku of a node u, the total number of
ways that key k will not be found in Kw of another node

w is

(
M − 1

m

)
. Thus, we have,

p′ = 1 −

(
M − 1

m

)
(

M

m

) =
m

M
. (2)

Derivation of Ph:
Let us first consider h = 1. In this case, we have to
compute the probability P1 that there exists a secure 1-
hop path between nodes u and v, say 〈u, u1, v〉. Consider
any one of the d neighbors of the source node u. The
probability that it shares a pairwise key with both the
source node u and the destination node v is p2. As long
as one of the d nodes can act as an intermediate node, the
source and the destination nodes can establish a common
key. Thus, we have:
P1 = probability that a secure 1−hop u − v path exists
between u and v

= probability that u and v establish a pairwise key
(directly or indirectly)
= 1 − (1 − p)(1 − p2)d.
We can generalize this formula for h hops. Hence, we
obtain:

Ph =

{
1 − (1 − p)(1 − p2)d, if h = 1.

1 − (1 − Ph−1)(1 − p Ph−1)
d, if h ≥ 2.

(3)

Let Pindirect represent the probability that two neigh-
bor sensor nodes v and w establish a pairwise key after
applying our scheme for h hops. It is easy to observe
from the protocol described in Section III.C that two
neighbor nodes v and w can establish a pairwise key
only if there exists a secure h-hop u − v path: 〈u =
u0, u1, u2, . . . , uh+1 = v〉 having h intermediate nodes
u1, u2, . . . , uh as well as the id of an unused key k in
key ring Ku of node u exists in key ring Kw of node w.
As a result, we obtain the formula for Pindirect as:

Pindirect = 1 − (1 − Ph)(1 − p′) for h ≥ 1. (4)

For example, let us consider h = 1. Then, we have,
Pindirect = 1 − (1 − p′)(1 − P1) = 1 − (1 − p′)(1 −
p)(1 − p2)d.

Figure 2 illustrates the probabilities, Pindirect for M =
100000, m = 100 (so that p = 0.0953), and for

several values of d. This figure shows that the network
connectivity increases as the average number of neighbors
increases. It also tells us that even if the network is likely
to remain disconnected with high probability initially, one
can obtain high network connectivity after applying few
hops of our scheme.
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Figure 2. Theoretical network connectivity of our scheme applied
under the EG scheme. Assume M = 100000, m = 100, and d =

20, 40, 60, 80, 100.

2) Network Connectivity of Our Scheme under the
Polynomial-Pool Scheme: Let s be the size of the
polynomial-pool and s′ the number of the polynomial
shares given to each node’s key ring. From the analysis
of [13], it follows that the probability of two neighbor
sensor nodes establishing a pairwise key is

p = 1 −

s′
−1∏

i=0

s − s′ − i

s − i
. (5)

The probability Pindirect of two neighbor sensor nodes
sharing a key using our protocol can be derived anal-
ogously to the derivation in Section IV.A.1. Hence, we
have:

Pindirect = 1 − (1 − Ph)(1 − p′) for h ≥ 1, (6)

where the symbols h, Ph, and p′ have the same meanings
as in Section IV.A.1, and

p′ = 1 −

(
s − 1

s′

)
(

s

s′

) =
s′

s
. (7)

Figure 3 shows the probabilities of establishing direct
keys between neighbor sensor nodes when our protocol
is applied under the polynomial-pool scheme for s =
500, s′ = 5, and for different values of d. Under these
parameters we have p = 0.0492 initially, i.e., the network
is likely to remain disconnected with high probability. It is
clear from this figure that the network becomes connected
with high probability if the number of hops as well as
the average number of neighbors of each sensor node are
increased.
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Figure 3. Theoretical network connectivity of our scheme applied under
the polynomial-pool scheme. Assume s = 500, s′ = 5, and d =

20, 40, 60, 80, 100.

B. Security Considerations

In path key establishment, two physical neighbors, say
u and v establish a direct key via a secure h-hop path:
〈u = u0, u1, u2, . . . , uh+1 = v〉. In this case, a link u− v

is compromised if either of its endpoint nodes u and v

is compromised, or if either of the intermediate nodes
u1, u2, . . . , uh is compromised.

In our scheme, two physical neighbors, say v and w

establish a direct key via a secure h-hop u − v path:
〈u = u0, u1, u2, . . . , uh+1 = v〉. Thus, a link v − w is
compromised if either of its endpoint nodes v and w

is compromised, or if either of the intermediate nodes
u1, u2, . . . , uh is compromised, or if the initiating node u

is compromised.
We observe that the security of the intermediate nodes

is same for both cases. As a result, for the path key
establishment, the probability that any link between two
nodes is compromised is the probability that either of its
endpoint nodes is compromised. If some fraction f of the
total number of nodes in the network is compromised,
then the required probability of the link being compro-
mised is 1− (probability that neither endpoint nodes
are compromised) = 1 − (1 − f)2 ≈ 2f if f is small.

On the other hand, for our scheme, a link is compro-
mised only if either of its endpoint nodes v and w is
compromised, or the initiating node u is compromised.
Thus, if some fraction f of the total number of nodes
in the network is compromised, then the fraction of total
links compromised will be about 1− (probability that
neither endpoint nodes v and w are compromised nor
the initiating node u is compromised) = 1−(1−f)3 ≈ 3f

if f is small. We note that the security against node
capture of our scheme compares favorably with that for
the path key establishment for the ideal case.

V. SIMULATION RESULTS

In this section, we discuss the simulation results of the
network connectivity of our scheme under both the EG
scheme and the polynomial-pool based scheme. We also
compare the simulation results of network connectivity of
our scheme with the path key establishment under both
the EG scheme and the polynomial-pool based scheme.

Figure 4. Arbitrary deployment model-I

Figure 5. Arbitrary deployment model-II

The networks are simulated on several arbitrary de-
ployment fields. Our simulation suggests that the results
of network connectivity of our scheme are not much
sensitive with respect to different arbitrary deployment
models. We have considered two deployment models
which are shown in Figures 4 and 5 for simulation of our
scheme. Each dot in the figures represents the deployment
location of a sensor node.

For the EG scheme, we have considered the following
parameter values:

• The number of nodes in the network is n = 10000.
• The size of the key pool (in terms of keys) is M =

100000.
• The size of the key ring of each sensor node is m =

100.
• The average number of sensor nodes of each node

is d = 100.
• The communication range of each sensor node is

ρ = 30 meters.
• The area A of the deployment field is chosen so that

the maximum network size becomes n = A×(d+1)
πρ2 .

The theoretical as well as simulated network connectivity
probabilities for our scheme under the EG scheme are
shown in Figure 6. This figures clearly illustrates that the
theoretical results closely tally with the simulation results
under the EG scheme.

For the polynomial-pool scheme, we have taken the
following parameter values:

JOURNAL OF COMPUTERS, VOL. 4, NO. 9, SEPTEMBER 2009 901

© 2009 ACADEMY PUBLISHER



 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

 0  1  2  3

ne
tw

or
k 

co
nn

ec
ti

vi
ty

 (
 P

in
di

re
ct

 )

number of hops (h)

Analysis   (p = 0.0953, d = 100)
Simulation (p = 0.0950, d = 100)

Figure 6. Network connectivity of our scheme under the EG scheme,
with n = 10000, d = 100, M = 100000, m = 100.

• The number of nodes in the network is n = 10000.
• The size of the polynomial pool (in terms of t-degree

symmetric bivariate polynomials) is s = 500.
• The number of polynomial shares given to each

sensor node is s′ = 5.
• The average number of sensor nodes of each node

is d = 100.
• The communication range of each sensor node is

ρ = 30 meters.
• The area A of the deployment field is chosen so that

the maximum network size becomes n = A×(d+1)
πρ2 .

The theoretical as well as simulated network connectivity
probabilities of our scheme under the polynomial-pool
scheme are plotted in Figure 7. It also shows that both
the results are closed.
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Figure 7. Network connectivity of our scheme under the polynomial-
pool scheme, with n = 10000, d = 100, s = 500, s′ = 5.

VI. PERFORMANCE COMPARISON OF OUR SCHEME

WITH THE PATH KEY ESTABLISHMENT

In this section, we compare the performances of our
scheme under the EG scheme as well as the polynomial-
pool scheme with those of the path key establishment.

A. Computational overhead

We have simulated the computational overhead re-
quired by each node for our scheme and the path key
establishment phase for h-hop (h = 1, 2, 3). The compu-
tational overhead is measured by the average number of

encryptions and decryptions carried out by each sensor
node during each hop.
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Figure 8. Comparison of computational overhead between our scheme
and the path key establishment under the EG scheme. Assume n =

10000, d = 100, m = 100, and M = 100000.
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Figure 9. Comparison of computational overhead between our scheme
and the path key establishment under the polynomial-pool based scheme.
Assume n = 10000, d = 100, s′ = 5, and s = 500.

Figure 8 shows the comparison of computational over-
head per each node between our scheme and the path key
establishment under the EG scheme. In this figure, we
have considered the initial network connectivity during
the direct key establishment phase as p = 0.0953, with
m = 100 and M = 100000.

The comparison of computational overhead per each
node between our scheme and the path key establishment
under the polynomial-pool based scheme is illustrated
in Figure 9, considering the initial network connectivity
during the direct key establishment phase as p = 0.0492,
with s′ = 5 and s = 500.

From these figures, we note that our scheme requires
some more computational overhead compared to that for
the path key establishment phase. However, it is justified
by considering better trade-off among network connectiv-
ity, resilience against node capture, communication and
computational overheads compared to those for the path
key establishment phase.

B. Communication overhead

We note that the path key establishment requires a
communication overhead proportional to the square of
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the number of hops. On the other hand, our scheme
also incurs an overhead proportional to the square of the
number of hops for establishing a secure path between
two nodes u and v plus the communication overhead due
to establishment of a new pairwise key between neighbor
nodes v and w.
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Figure 10. Comparison of communication overhead between our
scheme and the path key establishment under the EG scheme. Assume
n = 10000, d = 100, m = 100, and M = 100000.
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Figure 11. Comparison of communication overhead between our
scheme and the path key establishment under the polynomial-pool based
scheme. Assume n = 10000, d = 100, s′ = 5, and s = 500.

For simulation of communication overhead, we have
measured the communication overhead by the average
number of transmissions and receptions of encrypted keys
by each sensor node during each hop of our scheme
and path key establishment. Figures 10 and 11 show the
comparison of communication overhead per each node
between our scheme and the path key establishment under
the EG scheme and the polynomial-pool based scheme
respectively.

C. Network connectivity

We have compared network connectivity of our scheme
with the path key establishment under both the EG scheme
as well as the polynomial-pool scheme. The simulation
results of network connectivity are illustrated in Figures
12 and 13. From these figures, we observe that our
scheme improves the network connectivity than the path
key establishment under both the EG scheme and the
polynomial-pool scheme.

From the theoretical and simulation results we conclude
that our scheme yields significantly better connectivity
than the path key establishment under both the EG scheme
as well as the polynomial-pool scheme.
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Figure 12. Comparison of network connectivity between our scheme
and path key establishment under the EG scheme. Assume n =

10000, d = 100, M = 100000, and m = 100.
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Figure 13. Comparison of network connectivity between our scheme
and path key establishment under the polynomial-pool scheme. Assume
n = 10000, d = 100, s = 500, and s′ = 5.

D. Resilience against node capture

From the analysis, we observe that the security of our
scheme compares favorably with that of the path key
establishment for ideal situation if the fraction of the
total number of nodes compromised is small. However,
it is known that the resilience of the network increases
dramatically with the pool size. But, bigger pool sizes lead
to lower connectivity. Our scheme addresses this issue as
follows. We first start with the parameter values leading
to high resilience but poor initial connectivity. Then our
scheme subsequently adds to the connectivity by using a
few number of hops.

The security of the path key establishment is based on
the assumption that the bootstrapping is done securely,
that is, no nodes are compromised during the direct key
establishment phase. This assumption is true due to the
following considerations. In the direct key establishment
phase of the bootstrapping, each sensor node only estab-
lishes direct pairwise keys with its neighbor nodes in its
communication range. As described in [18], due to the
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short time period of the direct key establishment phase
of the bootstrapping, the sensor nodes can be protected
fairly well during this phase; otherwise an adversary could
easily compromise all the sensor nodes in a network
and then take over the network. In fact, our scheme is
also based on this assumption. So, our scheme provides
better resilience against node compromise than that for
the path key establishment as our scheme ensures better
connectivity than the path key establishment.

VII. CONCLUSION

In this paper, we have proposed an improved alternative
to the path key establishment phase of the bootstrapping
protocol in a sensor network. Our scheme has better trade-
off between the communication overhead, the computa-
tional overhead, the network connectivity and also the
resilience against node compromise than the path key
establishment under both the EG scheme as well as the
polynomial-pool scheme. Better connectivity lets one start
with bigger networks and/or bigger key pool sizes, both
leading to better security against node capture. Hence, our
proposed scheme would be a more attractive choice than
the path key establishment.
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