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Abstract—A specification is provided in this paper to assist 
in the design of usable and secure web-services. In 
particular, this specification helps design an adequate 
security information feedback based on User Interface 
Patterns, the resulting visual feedback is then evaluated 
against a set of design/evaluation criteria called Human-
Computer Interaction for Security (HCI-S). In addition we 
propose in a theoretical manner including the knowledge 
offered by the proposed specification based on patterns in a 
new level for the architectural structure of WS-Security 
specification, which is currently one of the most popular 
specifications to establish secure web services.

Index Terms—user feedback, HCI-S, WS-Security, usability, 
secure web services, design patterns.

I. INTRODUCTION

The term “user feedback” is often referred to as to any 
form of communication directed from a system to the 
user [32]. Similarly, information security feedback is any 
information related with the system’s security conveyed 
to the end user. It is very important that this feedback is 
displayed through a well-designed user interface. 
Currently, many resources are available to facilitate the 
design of a user interface, like the new Security Human 
Computer Interaction (HCI-S), which is focused in the 
design of user interfaces for security applications. 
Nevertheless many of these criteria have not been 
considered by most of the secure web services 
specifications. Ka-Ping [18] establishes that security of 
any computer system that is configured or operated by 
human beings critically depends on three principal 
aspects: A) Information conveyed by the user interface.
B) The decisions of the users. C) The interpretation of the 
user’s actions. The aforesaid aspects are extremely 
related with the concept of usability. Usability determines 
the following points: The ease of use of a specific 
technology, the level of effectiveness of the technology 
according to the needs of the user, the satisfaction of the 

user with the results obtained by the use of a specific 
technology by means of performing specific tasks. As 
described in [18]; currently there is a common 
assumption that security and usability are typically in 
conflict.  Nevertheless, there are a number of proposals 
that refute this conflict, by means of including design 
principles for secure systems such as the “Principle of 
Least Authority”. The principle of least privilege or least 
authority was originally introduced by Saltzer et al. [29];  
it states that each system component should be granted 
the least authority necessary to perform its function. It 
has long been accepted that this simple principle is 
fundamental to security at the system level; it is important 
to recognize that it is also fundamental to usability for 
secure systems. Similarly, notification systems attempt to 
present, in an effective manner, important information to 
the final users. The success of these systems depends on 
the final users understanding the notifications shown 
through the interface [19]. For that reason, an adequately 
designed interface could increase the possibility of 
notification system’s success. 

HCI-S has being introduced in [17]. The concept of 
HCI-S modifies and adapts the concepts of the traditional, 
Human-Computer Interaction (HCI) to focus in aspects of 
security and to find how to improve security through the 
elements of the interface. Johnston et al. [17] suggest a 
definition of HCI-S which textually reads “The part of a 
user interface which is responsible for establishing the 
common ground between a user and the security features 
of a system. HCI-S is human computer interaction 
applied in the area of computer security.” According to 
[17], the HCI-S deals with how the security features of 
the user interface can be as friendly and intuitive as 
possible.  The easier a system is to use, the less likely the 
user will be to make a mistake or to try to bypass the 
security feature. This adds to the integrity of a system. 
HCI-S’s goal is to improve the interface in order to 
improve the security. This leads to the system becoming 
more secure, robust and reliable.     
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Our contribution consists of a set of concepts to design 
usable information security feedback, combining the 
concept of user interface patterns and HCI-S 
design/evaluation criteria. These concepts will be 
included in a proposed new element for WS-Security 
specification originally presented by White [30].

In following Subsections A and B respectively we
present an overview of WS-Security and HCI-S. And 
Subsection C describes the general problem within the 
framework of our research work.  

A   WS-Security

According to White [30], and Hondo et al. [15]; a 
number of specifications have recently been proposed to 
explain the implementation of security models for web 
services. Furthermore, some proposals are available to 
improve the aforementioned specifications incorporating 
elements like WS-Policy, WS-Policy Framework, WS-
Policy Attachments, WS-Policy Assertions, WS-Secure 
Conversation, and WS-Trust, which correspond to the 
WS-Security specification (see Figure 1)

Figure 1. WS-Security current architecture. Adapted of [30].

In WS-Security (see Fig. 1) WS-Federation, describes 
how to manage and broker the trust relationships in a 
heterogeneous federated environment including support 
for federated identities. WS-Authorization describes how 
to manage authorization data and authorization policies. 
Providing security for WS-Security requires due 
diligence in the production of the descriptions, 
specification and profiles in a number of functional areas. 
These documents will change and evolve through a 
process that balances the needs of customers with the 
needs of the Web services development community.

As explained in the literature [3, 15, 30], the policy 
element WS-Policy has been further refined to include 
four documents: (1) A Policy Framework (WS-Policy), 
document that defines a grammar for expressing web 
services policies; (2) A Policy Attachment (WS-Policy-
Attachment), which defines how to attach these policies 
to web services; (3) A set of general policy assertions 
(WS-Policy-Assertions); and (4) A set of security policy 
assertions (WS-Security Policy). The Policy Framework 
allows extensibility. Policy is a broad term and 

encompasses a range of disciplines such as security, 
reliability, transactions, and privacy. Similarly, the ability 
to express policies is not limited to the expression of 
general policies or security policies. The intent is for the 
basic policy framework to accommodate the expression 
of domain specific policy languages in a way that 
leverages different domain knowledge within a consistent 
web Services Framework. The Policy Framework has two 
additional elements, WS-Policy Attachment, which offers 
several ways to advertise policy assertions with Web 
services. It builds on the existing web Services 
Description Language (WSDL) and Universal 
Description Discovery and Integration (UDDI) 
specifications but also supports extensibility. And the 
WS-Policy Assertions, which offers a type of common 
policy expression. It defines a generic set of policy 
assertions for web services. Security is one domain and to 
illustrate the expression of security policies, a separate 
document, WS-Security-Policy proposes a language to 
express policies needed to communicate such policies 
related to supporting the WS-Security specification. It is 
important mention that the trust between a service 
requester and a service provider is established through the 
exchange of information between the two parties in an 
expected and understood manner. The WS-Security 
specification already defines the basic mechanisms to 
securely exchange messages using security tokens. The 
element WS-Trust builds on this model by defining how 
such security tokens are issued and exchanged. Finally, 
the element WS-Secure Conversation, builds on this 
concept of trust based on security tokens. It describes 
how security tokens can be used within the context of 
policy-defined trust relationships to allow multiple 
service requesters and service providers to securely 
exchange information over the duration of a conversation. 

While WS-Trust defines the behavior of overall trust 
relationships, WS-Secure Conversation focuses on 
defining a security context (security token) for secure 
communications.

B  HCI-S Design/Evaluation Criteria

For a successful application of the HCI-S’s concepts, it 
is necessary to consider the design criteria proposed by
Johnston et al. [17]. These criteria facilitate developing 
usable interfaces that are used in a security environment. 
HCI-S criteria are based on heuristics traditionally used 
for heuristic evaluation presented by Nielsen [24].
• Visibility of system status: The interface must inform 

the user about the internal state of the system in a 
detailed but specific manner.

• Aesthetic and minimalist design: Security interface 
must be simple and easy to use, maintaining a 
minimalist design.

• Satisfaction: The security activities must be easy to 
realize and understand.

• Convey features: The interface needs to convey the 
available security features to the user clearly and 
appropriately.

• Learnability: The interface needs to be as non-
threatening and easy to learn as possible. 
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• Trust: It is essential for the user to trust the system. 
This is particularly important in a security 
environment. The successful application of the 
previous criteria should typically result in a trusted 
environment. Johnston et al. [17] adapt the concept of 
trust to “the belief, or willingness to believe, of a user 
in the security of a computer system.” The degree of 
trust that users have in a system will determine how 
they use it. For example, a user that does not trust a 
web site will not supply their credit card details.
Similarly, D’Hertefelt [12] proposes the following 

primary factors that convey trust in an e-commerce 
environment: (1) Fulfillment; (2) technology; (3) seals of 
approval; (3) presentation; (4) navigation and brand. 
These factors are related directly to HCI-S. Applying 
these concepts in a security environment using the HCI-S 
criteria, it is possible to achieve the user trust in the 
specific system’s security. Additionally, the trust factors 
presented in [12], agree with the trust concepts explained 
by Atoyan et al. [1].

C   Problem Outline

We believe that a well designed security information 
feedback could reduce possible errors caused by end 
users when important notifications are ignored. Many 
times the designers or/and programmers do not consider 
the available design criteria or guidelines during the 
development of the feedback. Additionally, some design 
guidelines are not specified enough and their application 
is frequently complex. See literature [11, 15, 26]. Another 
problem could be the insufficient consideration of the end 
users by the current web services specifications; i.e. WS-
Security specification described in the literature [3, 15, 
30]. We think the inclusion of HCI-S design/evaluation 
criteria in WS-Security specification could mitigate these 
problems and makes easier the design of adequate 
security information feedback. As demonstrated by Braz 
et al. [2], there is an importance of finding equilibrium 
between security and usability. In the same way the 
usability studies and concepts presented in the researches 
[4, 5, 6] argue that same need. According to Atoyan et al.
[1], such design rules must be considered during the 
design of trust systems to increase its proper use and 
interpretation. Bearing in mind concepts that are 
described in the literature [8, 9, 16, 31]; it is necessary an 
adequate feedback mechanism is developed to reduce the 
possibility that the end users misunderstand security 
notifications or other information related with the internal 
state of the system. Our proposal is oriented towards the 
design of a usable security information feedback for 
secure web-services, by means of incorporating essential 
usability concepts in WS-Security specification. In 
addition, the proposal may complement previous efforts 
by including the new HCI-S criteria.

Considering concepts that are explained in the book 
chapter Sanz, et al. [28]; a pattern represents a proven 
solution for a recurrent problem at a certain environment.
We think that it is possible to mitigate the detected needs 
in WS-Security, by applying the HCI-S criteria like 
design patterns to establish a usable security information 
feedback. The solutions offered by the patterns could be 

included in a new high-level element of the WS-
Security’s layered architecture (see original architecture 
of WS-Security in Fig. 1).

The remainder of this paper is organized as follows.  
Section II locates this work with respect to the state of the 
art. Section III describes the first version of our proposed 
relationship between HCI-S and the WS-Security 
specification that is further applied in a laboratory study 
in Section IV. Section V summarizes our concluding 
remarks and provides some avenues for future work. 
Finally, we list the references reviewed for this research 
project.

II. RELATED WORK

As far as we know, we are the first researchers to 
attempt to relate the HCI-S design/evaluation criteria and 
the WS-Security specification; nevertheless we have 
analyzed significant HCI works intended to convey 
security user feedback, and previous research work on 
improvements for WS-Security Specifications. We have 
considered the HCI research presented in the literature: 
Rode et al. [26]; Yurcik, et al., (2003); Cranor [8]; Cranor 
et al. [9]; Ka-Ping [18]; McCrickard et al. [19]. 

The focus of Rode et al. [26] has been on providing 
final users with information they can use to understand 
the implications of their interactions with a system, as 
well as assessing the security of a system. The authors 
have been exploring two design principles for secure 
interaction: visualizing system activity and integrating 
configuration and action. Nevertheless, they do not 
consider the HCI-S design criteria, which may 
complement this research. Similarly Yurcik et al. [31], try 
to maker easier specific activities related to security by 
means of simple instructions and suggestions offered to 
the users through the interface elements. The research 
work presented in [8, 9] proposes a very interesting 
strategy to facilitate the creation of simple interfaces 
which are easy to understand and use by users, while 
emphasizing some challenges that designers face during 
the development process of security and privacy software 
configuration options. The research presented by Ka-Ping 
[18] consists of the proposal of a 10 point model to 
represent the interaction of the users with secure systems. 
The model is based on actors and their abilities, and 
provides the actors some authority to assist users 
determining whether a particular action is secure or not.
McCrickard et al. [19] propose a very interesting strategy 
to design and evaluate usable feedback; however they do 
not consider the application of the HCI-S design criteria 
presented by Johnston et al. [17]. In general terms, we 
believe that, the application of the new HCI-S criteria 
may increase the usability of the aforementioned 
researches [8, 9, 18, 19, 26].

In addition several proposals to improve WS-Security 
Specification have emerged recently; we consider two 
important research papers presented in [3, 15] which are 
related with ours. The research presented in [3] 
establishes a set of assertions for the WS-Policy 
specification. The assertions are oriented to establish 
standard characteristics for valid policy expressions, 
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considering alternatives policies, such as: If a web service 
specification uses natural languages in the messages 
content, it is necessary that the web service express those 
accepted and preferred languages. Box et al. [3] present 
several elements and sub-elements are given to be 
incorporated in WS-Policy specification using XML 
(eXtended Markup Language), in order to provide 
important information and documentation of a particular 
web service. The research work presented by Haas et al. 
[15] provides a test suite in order to determine whether 
assertions are included in the Specification SOAP 
Version 1.2. The authors focus in facilitating the design 
of interoperable SOAP processors compatibles with the 
Specification SOAP Version 1.2 and useful to WS-
Security Specification.

III.  TOWARDS AN IMPROVEMENT FOR WS-SECURITY

According to McCrickard et al. [19], notification 
systems attempt to deliver current, important information 
to the computer screen in an efficient and effective 
manner. All notification systems require that the user 
attends to them to at least some degree if they are to 
succeed. Examples of notification systems include instant 
messaging systems, system and user status updates, email 
alerts and news and stock tickers. The benefits of 
notification systems are numerous, including rapid 
availability of important information, access to nearly 
instantaneous communication and heightened awareness 
of the availability of personal contacts. While the 
popularity of these systems has skyrocketed in recent 
years, the effects of incoming notifications on ongoing 
computing tasks have been relatively unexplored. The 
investigation of the costs, benefits and the optimal display 
of instant messages and all notifications in the context of 
desktop or mobile computing tasks falls in the general 
arena of psychological research on alerting and 
disruptions, but also requires research contributions from 
design, computer science and information visualization.

It is well known that secure web services must keep 
the end user informed about the internal state of the 
system and the technologies used by the system to protect 
confidential information during a transaction. In the same 
way, the security feedback must to include elements that 
make it easier to direct operations and use of the available 
security features. We propose a set of design patterns 
based on HCI-S design/evaluation criteria in order to 
specify a well designed security information feedback. 
Previous versions of this proposal are presented in the 
literature [20, 21, 22, 23]. The proposed collection of 
patterns is divided in three principal levels showed in 
Fig.2.

The classification levels are oriented to represent the 
basic aspects to handle a UI (User Interface) in the 
following manner:
• Informative Feedback: This level includes the design 

patterns useful to present information about: available 
security features, the correct way to use these features, 
detection of threats, and internal status of the system. 
In the same way, in this level is considered the request 

of complementary information about detected threats 
or related with other security aspects. 

• Interaction Feedback: This level brings together the 
interaction forms useful to establish the feedback’s 
navigation and operation. This level includes design 
patterns needed to create feedback to enabling or 
disabling security features, and interaction forms to 
present suggestions of actions to follow when some 
security threat is detected.

• Interactive Feedback: This level includes the design 
patterns to specify the security feedback needed to 
convey information to the end user when the elements 
of the interface are handled by means of the mouse or 
the keyboard. In order to present a general view of the 
proposed design patterns, we define some of them in 
Table 1, specifying a possible recurrent usability 
problem, and a suggested solution offered by the 
patterns. Complete description of these design patterns 
is showed in [20].

Figure 2. Collection of design patterns for security feedback.

TABLE 1.
SPECIFICATION OF SOME PATTERNS INCLUDED IN THE 

CLASSIFICATION 

Problem Solution Pattern

How to 
inform user 
about a 
detected 
threat?

Using an additional feedback 
form to enhance the visual 
notifications established to inform 
about detected threats.

Immediate 
Feedback

How to give 
users more 
control over 
the system?

By including options to disable 
the security features or to 
continue using it, in specific 
notifications presented to users.

Disable of 
Services

How to notify 
about 
boundaries 
for specific 
interface
zones?

By means of changes in the shape 
of the mouse’s cursor user may 
be informed about the restricted 
areas in the interface and its 
elements.

Localization
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We intend to incorporate the design solutions offered 
by the proposed patterns in a new element for the 
specification WS-security (see Fig. 3). 

Figure 3. Proposed additional level for WS-Security. Modified of [30]. 

Bearing in mind that WS-Security is based in web 
standards like XML, and SOAP transfer messages, it is 
possible to express the proposed patterns more formally 
in PLML (Pattern Language Markup Language -
http://www.hcipatterns.org/PLML+1.0.html) and the 
corresponding UI fragments, in UsiXML 
(www.usixml.org). Likewise we believe that is possible 
to convey certain design aspects, related with the security 
information feedback, through SOAP messages. In this 
way, the design concepts offered by the patterns proposed 
could be incorporated in a superior level layer, similar to 
the Application layer in the OSI Model. According to 
Internetworking Technology Handbook, this layer is the 
OSI layer closest to the end user, which means that both 
the OSI application layer and the user interact directly 
with the software application. It could provide several 
benefits to the end users, like makes easier the 
interpretation and use of the security features, and 
security notifications conveyed through the interface, 
even those users inexperienced in security, make easier 
the learning and memorization of its appearance, among 
others.

IV.  STUDY CASE

Following the methodologies for usability tests 
presented in the literature [4, 5, 6, 13] we conducted a 
case study in order to evaluate the usability level of 
specific security feedback designed applying  the 
proposed patterns (see Fig. 2). The obtained information 
will indicates if the design solutions suggested by the 
patterns proposed represent a relevant contribution to 
complement WS-Security. In general terms this study 
consists of having users filling a typical e-commerce 
form of personal information. During the use of the form 
the participants must follow security notifications 

presented through the interface. We consider the 
following factors during the performed laboratory study:
• Participants: We recruit sixty participants, consisting 

twenty one women and thirty nine men varied in 
different ages from 21 to 54. The participants are 
graduates in areas including medicine, business 
administration, and computer science. 

• Apparatus: We designed a simple e-commerce form 
and a set of security information feedback bearing in 
mind the HCI-S criteria. This prototype was created 
using the Java Studio Creator 2 Update 1 Free version 
(http://developers.sun.com/jscreator/downloads/).

• Training Materials: We presented participants with a 
two pages document on how to use the prototype, the 
paper included: The objective of the experiment, a 
brief introduction to the experiment, and a set of 
activities to realize during the experiment. 

• Tasks: Participants accessed the prototype and follow 
the suggested actions and options presented during the 
use of the prototype. Subsequently, participants 
answered a questionnaire related with the usability of 
the security information feedback presented by means 
of the prototype. 
It is important to mention that the visual notifications 

(change of colors, and use of images) showed by the 
prototype are based on literature [20, 21, 22, 23]. In the 
same way, three well known security threats were 
considered for the design of the security feedback (rsh 
attack, rcp attack, and guess attack). Before continuing, 
we describe briefly the threats considered following the 
classification of threats mentioned in [10].
1. Guessing Attack: Here the intruder tries to guess the 

password that protects the computer network in order 
to gain access to it.     

2. Spoofing attack: The goal of this attack is to mask an 
authorized IP address to gain unauthorized access to 
the victim’s system (e.g., rsh, rlogin, and rcp attacks). 
This allows the intruder to hide the origin of the attack 
(typically used in denial-of-service attacks, DoS). 

3. Scanning Attack: The intruder goes about scanning 
different ports of the victim’s system to find some 
vulnerable points from where they can launch other 
attacks, (e.g., port-scan). The scanning and the 
spoofing attacks may be considered more risky, 
because usually are the preface for other attacks.
To provide a general view of the prototype used for 

this experiment we present the following figures (Fig. 4 
and Fig. 5). Fig. 4 presents a screen of the interface. A 
green color is used in the frame and in the traffic lights, 
being other form to notify about the internal state of the 
system (Application of the design pattern “System’s 
security tasks”). The feedback also includes the option to 
disable the security module or to continue using it giving 
the user more control over the system (Application of the 
design pattern “Enable/Disable the security features”).
Using real world metaphors like traffic participants 
interpreting easier the security concepts conveyed 
through the interface. Figure 5, shows the appearance of 
the UI when a “guess” potential attack was detected. In 
this case, yellow color is used in the frame and in the 
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traffic lights. The interface also presents a message in a 
dialogue box that includes the options “Cancel” and 
“More Information” (Application of the design patterns 
“Dialogue with suggested actions to follow” and 
“Immediate Complementary Feedback”).

Figure 4. Initial appearance of the prototype interface.

Figure 5. Appearance of the interface to notify about “guess” type 
threat.  

By means of changing the color of the UI’s frame and 
the traffic lights, as well as displaying specific message 
avoiding technical terms the participants were notified 
about the internal state of the system. The messages 
include a suggested action to prevent or mitigate the 
damage caused by the attack, and also, as well as a link to 
obtain additional information. After using the prototype, 
we presented to the participants the following 
questionnaire which is based on the HCI-S 
design/evaluation criteria:
1. The notifications of security, presented throughout the 

filling of the formulary, were designed in order to be 
enough detailed but simple. From your own point of 
view, to what extent was this criterion respected?

2. Did the notifications presented throughout the filling of 
the formulary provide an understandable and clear 
view-point about the state of the system?

3. Did both the layout of the information about security 
and the options included in the design of the 
notifications make easier their use and understand?

4. Did the notifications presented throughout the filling of 
the formulary suitably provide information about the 
security features available in the prototype?

5. Did the notifications presented throughout the filling of 
the formulary provide an easy use of the security?

6. Did the notifications presented throughout the filling of 
the formulary make you trust in the system?

7. Do you consider that the design concepts, applied to 
generate the security information feedback, could help 
e-commerce sites users to understand easily important 
security concepts, in order to reduce security mistakes, 
and result in a trusted environment?
Each question had six possible answers: Strongly 

agree, agree, do not know, disagree, strongly disagree, 
unable to assess. This questionnaire permits gathering the 
opinion of real users about usability of the security 
feedback designed by means of the patterns proposed.

Figure 6 illustrates tendency of the participants. In 
order to show the tendency of the participants we assign a 
specific color to each answer. In example for Question 2: 
Forty eight participants selects the option “strongly 
agree”, nine select the option “agree”, two select the 
option “do not know”, and one selects the option 
“disagree”.

Figure 6. Tendency of the user’s opinion about the usability of the 
prototype.

After to analyze the result data we infer that the 
combination of real world metaphors and change of 
colors results in a very useful notification method for 
users informing to them about the internal state of the 
system in a quick and adequate way. In other way, the 
relation between colors and security threats results in a 
friendly and very useful form of notification for the users.
Additionally the design solutions offered by the proposed 
set of patterns promote a trust environment between users 
and system. the security feedback designed for this study 
case was easy to learn and friendly because the use of 
colors in the frame that notify about some threat detected 
and the use of real-world metaphors such as traffic lights. 
The UI informs about the security features available and 
when they are being used, showing only relevant 
information in the messages and notifications of the 
security features, maintaining a simple design. The 
interface may to achieve that the user trust in a system, 
through adequate notifications, and clear suggested 
actions to prevent or mitigate the damage caused by the 
threat. The users know, by means of the interface’s 
elements, that their information has being protected by 
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the security features of the system. This information 
reflects the effectiveness of the design concepts included 
in the proposed patterns and confirms the importance of a 
well designed security feedback. In this way, if this 
proved knowledge is included in WS-Security, it is 
possible to include usability concepts even during early 
design process of a secure web-service. It could represent 
a god alternative to establish a base to join HCI-S and 
WS-Security which currently are independent.

V. CONCLUDING REMARKS AND FUTURE WORK

In order to establish the basis to design a usable 
security feedback, we propose a set of patterns based on 
the HCI-S design/evaluation criteria. The proposed 
patterns are intended to facilitate the way some security 
aspects are conveyed to the end user. With this 
alternative, it is possible to achieve an appropriate 
security feedback mechanism through the elements of the 
interface of a particular web-service. In the same way, the 
security feedback designed with the proposed patterns, 
makes possible the correct interpretation about security 
notifications by users with different experience and 
backgrounds (experts, advanced, and beginners). The 
proposal presented in this paper represents a very good 
alternative to enhance WS-Security, because of that 
usability are not previously considered in the aforesaid 
specification. There are several aspects to explore for 
future work, like express more formally the proposed 
design concepts (i.e. using PLML and UsiXML). 
Considering the large-scale study described by Chiasson 
et al. [4], it is necessary to perform a field study to gain 
an understanding of how well the design concepts 
proposed works in a real world scenario, in order to 
provide a more realistic view of the usability of our 
proposal. In the same it is important to establish a set of 
quantifiable metrics to accompany the collection of 
patterns and increase its useful and provide a complete 
specification for developers. 
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