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Abstract—As well-known, it is hard to detect LSB matching 
steganography when cover images are scans of photographs, 
which usually have high-frequency noise. This paper 
proposes a novel steganalysis method for this issue by 
making use of the following two facts: One is the local 
maxima of an image histogram decrease and the local 
minima increase after LSB matching steganography. As a 
result, the area between upper envelope and lower envelope 
of the histogram of a stego image will be smaller than that of 
a cover image. The other is LSB matching embedding in the 
spatial domain of an image corresponds to low-pass filtering 
of the histogram. So, there are some differences in the high 
order statistical moments of high frequencies of the 
histogram. Based on these facts, this paper constructs a 
novel feature vector to distinguish between stego and cover 
images. Experimental results show the proposed scheme has 
better performance than some state-of-the-art steganalyzers 
in the literature. 
  
Index Terms—Steganalysis, LSB matching, Image 
  

I.  INTRODUCTION  
Steganography has received considerable interest 

during the last few years, especially after anecdotal reports 
alleged that this technology was used by terrorist. 
Steganography seeks to provide a covert communication 
channel between two parties. It is commonly framed as 
the prisoners’ problem [1-2]: Two prisoners, Alice and 
Bob, are permitted to communicate between one another, 
while under the surveillance of a Warden. The Warden, 
Eve, is free to examine all transmitted contents between 
Alice and Bob and must decide whether such 
transmissions include a covert message. If there is a covert 
message, then the communication between the prisoners 
will be prevented. The content that doesn’t contain the 
covert message is referred to as the cover content, which 
might be an image, video, audio or text. Otherwise it is 
referred to as the stego content. The goal of Alice and Bob 
is to develop steganographic algorithms so that a covert 
message is undetectable by Eve. Nowadays, a wide 
variety of steganographic algorithms have been proposed. 

They can be categorized in two groups: Spatial domain 
techniques like least significant bit (LSB) replacement, 
LSB matching [3], Pixel Value Differencing [4] and 
Stochastic Modulation [5]; Transform domain techniques 
like Outguess [6], F5 [7], Patchwork [8]. 

In the other side, steganalysis attempts to defeat the 
goal of steganography. It aims to expose the presence of 
the hidden message, equivalently, to discriminate the 
stego content from the cover content. Steganalysis are 
commonly categorized as either targeted or blind. 
Targeted steganalysis seeks to detect the use of a known 
steganographic algorithm. It can reveal the covert message 
or even estimate the embedding ratio with the knowledge 
of the steganographic algorithm [9-14]. Blind steganalysis 
seeks to detect a range of steganographic algorithms, 
possibly including previously unknown algorithms. Blind 
steganalysis first extract some features from contents, or 
more specifically, images, then select or design a classifier, 
and  train the classifier using the features extracted from 
training image sets, and lastly, classify the features for an 
identifying  given images [15-22]. Usually, it is likely that 
steganalysis methods that target a specific embedding 
scheme can give more accurate and reliable results than 
blind steganalysis ones. However, blind approaches are 
more practical because of their flexibility and ability to be 
quickly adjusted to new or completely unknown 
steganographic methods. 

Perhaps surprisingly, detection of LSB matching 
steganography has proved considerably more difficult 
than for LSB replacement. LSB replacement method 
simply replaces the LSB bitplane of a cover image with 
the corresponding bits of a hidden message. This can be 
done for all pixels in the image or only for a pseudo-
randomly chosen portion, when the embedding rate is less 
than one, i.e. the length of the hidden message is less than 
the number of pixels in the image. Currently, a number of 
papers have reported very successful steganalysis of LSB 
replacement [9-10]. This success is credited to the fact that 
LSB replacement is inherently asymmetric, i.e. an even 
valued pixel will either retain its value or be incremented 
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by one. However, it will never be decremented. The 
converse is true for odd-valued pixels. Rather than simple 
replace the LSB with the desired message bit, LSB 
matching scheme randomly increments or decrements the 
corresponding pixel value when the desired message bit is 
different from the LSB. Due to remove the asymmetry of 
odd and even pixels, detection of LSB matching is known 
to be much more difficult than detecting LSB replacement.  

There are some detectors for LSB matching 
steganography in the literature. Unfortunately, their 
performances are often low when cover images have high-
frequency noise, such as high resolution scans of 
photographs. This paper addresses this issue. Section II first 
reviews three state-of-the-art steganalyzers used to detect 
LSB matching steganography, which are algorithms of 
Harmsen et al. [23],Ker [24]  and Goljan et al.[25]. They 
can be roughly considered as sharing a common 
architecture, namely (i) feature extraction in some domain 
and (ii) Fisher Linear Discriminant (FLD) analysis to 
obtain a 2-class classifier. 

Section III examines the effect of LSB matching 
steganography on the intensity histogram. We show that the 
local maxima of the histogram of images will decrease and 
the local minima will increase after LSB matching 
embedding. This property can be used to define a feature to 
detect LSB matching steganography. The feature is the area 
between upper envelope and lower envelope of the 
histogram. Moreover, since LSB matching embedding in 
the spatial domain of an image corresponds to low-pass 
filtering of the histogram, there must be some differences 
in the high order statistical moments of high frequencies 
of the histogram. According to these facts, we construct a 
novel feature vector to distinguish between stego and 
cover images. 

Section IV explains the details of the proposed 
steganalyzer. In section V, we give experimental results 
and compare the performance with the three state-of-the-
art steganalyzers. The paper is concluded in Section VI.  

II.  RELATED WORK 
Steganalysis can be modeled as a classify problem as 

shown in Fig.1. 
Input a test image, extract some features X form it, then 

a classify function F is used to identify it. If F(X) is more 
than a threshold T then the test image belongs to cover 
class otherwise it belongs to stego class. The performance 
of steganalysis depends on two factors: one is which 
features of images are selected. The other is which classify 
functions are used. The latter is well studied in the fields 
of pattern recognize and machine learning, which usually  

 

 

Figure 1.  The common architecture of steganalyzer 

is Fisher Linear Discriminant(FLD), Support Vector 
Machine (SVM) or Neural Network (NN). The former is 
the key issue in steganalysis. That means: a steganalyzer 
must find out some features of images that are sensitive to 
embedding modifications so that it can distinguish 
between cover and stego images. In this section, we will 
briefly review the three state-of-the-art steganalyzers for 
LSB matching steganography and focus on how to select 
features in these methods. 

A.  Center of Mass of the Histogram Characteristic 
Function 

One of the first steganalyzers was proposed by 
Harmsen and Pearlman [23]. They model LSB matching 
steganography as independent additive noise. Due to the 
fact that noise adding in the spatial domain corresponds to 
low-pass filtering of the histogram, the histogram of stego 
images has less power in high frequencies than the 
histogram of cover images. So, the center of mass of the 
Histogram Characteristic Function H , which is obtained 
by Fourier transform of the histogram , will decrease 
after LSB matching embedding. Then, it was used as a 
feature for distinguishing between cover and stego images. 
This scheme is called a Histogram Characteristic Function 
steganalysis (HCF). The center of mass of HCF is 
calculated as follows: 
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This technique has quite good performance for 
detecting LSB matching steganography in RGB color 
images. However, it performs very poorly in grayscale 
images indeed. 

B.  Center of mass of   the Adjacency Histogram 
Characteristic Function 

Ker suggested that HCF scheme has bad performance 
in grayscale images since it is a lack of sparsity in the 
histogram [24]. He then proposed to use a two-
dimensional adjacency histogram, expressing how often 
each pixel intensity is observed horizontally next to each 
other. Because adjacent pixels tend to have close 
intensities, this histogram is sparse off the diagonal. He 
showed that LSB matching steganography also reduces to 
low-pass filtering the adjacency histogram and defined a 
center of mass of the adjacency histogram characteristic 
function as follows: 
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In addition, to reduce the variability of this feature 
across images, Ker recommended computing the same 
center of mass using a downsampled version of the image. 
For discussing next, the former is referred to as AD-HCF 
and the latter is referred to as CAD-HCF. 

C.  Wavelet Absolute Moment 
Holotyak and Fridrich [18] described a blind 

steganalysis approach based on classifying higher-order 
statistical features derived from an estimation of the stego 
signal in the wavelet domain. Goljan [25] presented an 
improved version of Holotyak’s method by using absolute 
moments of the noise residual. The proposed approach is 
flexible and enable reliable detection of presence of secret 
messages embedded using a wide range of steganographic 
methods that include LSB matching, LSB replacement, 
Stochastic Modulation, and others. This steganalyzer is 
referred to as WAM. The algorithm of WAM is described 
as follows:  

Step 1: Input a test image I  

Step 2: I  is transformed by discrete wavelet 
transforms (DWT). The results include 4 subimages, 
which are denoted as   HHHLLHLL ,,,

Step 3: The three high frequency subimages are 
denoised by wavelet filter, and the results are denoted as 

 respectively. ''' ,, HHHLLH

Step 4: Compute the residual subimages:  
'''   ,, HHHHHLHLLHLH HHHLLH −=Δ−=Δ−=Δ  

Step 5: Calculate high-order absolute moments of the 
residual subimages: 

( ) i
LHLH mean Δ−Δ , ( ) i

HLHL mean Δ−Δ ,

( ) i
HHHH mean Δ−Δ , i=1…9. 

Finally, they use all these 27 data as a feature vector to 
distinguish between cover and stego images. 

 WAM steganalysis performs very well for cover 
images that were previously compressed using JPEG, but 
its accuracy is very low in cover images scanned from 
photographs.  

III.  ANALYSIS FOR LSB MATCHING STEGANOGRAPHY  

A.  LSB matching steganography 
We assume that images are grayscale ones, which 

means their pixels will be in the range 0…255. The pixels 
at location  of cover image and stego image are 

denoted as  and , respectively. In LSB 
matching steganography, one message bit is embedded at 
pixel  by applying the following formula (3).    

),( ji
),( jipc ),( jips

),( jipc

Where r  is an i.i.d. random variable with uniform 
distribution on ,  is the message bit, and { }1 ,1 +− b

( )pLSB  is the least significant bit of p . The pixels of a 
cover image are selected (pseudo) randomly using a 
shared stego key for embedding. Rather than simply 
replacing the LSB with the desired message bit (LSB 
replacement scheme), the corresponding pixel value is 
randomly incremented or decremented in LSB matching 
steganography. However, if pixels are 0 and 255, we force 
them to be 1 and 244, respectively. So, without the 
asymmetry of LSB replacement, it is much more difficult 
to detect the LSB matching steganography than LSB 
replacement. 
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B.   Effects of LSB Matching steganography on 
Histogram 

The histogram of the cover image is calculated by using 
following formula: 

( ) ( ) ( ){ }njipjinh cc == ,,                 (4)   

Where  is grayscale level in the range 0…255.  The 
histogram stands for the number of pixels with grayscale 
level . 

n

n
Assume that a maximal-length hidden message (1 bit 

per pixel of the cover image) is embedded and message bit 
is also an i.i.d. random variable with uniform 

distribution on 
b

{ }1 ,0 . We now discuss the effects on 
histogram of the cover image by LSB matching 
steganography.  

Let us begin with an example of LSB matching 
steganography. Fig.2 shows a cover image, which is the 
photography of artwork with size 512*512. Fig.3 shows 
the histogram of the cover image and stego image in 
which 512*512 message bits are embedded by LSB 
matching method. As we can see the histogram of the     
stego image is more smooth than that of the cover image.  

 

Figure 2.  The cover image  
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Moreover, the local maximums become smaller and the 
local minimums become larger. This is true by following 
theoretical analysis indeed.    

Definition 1. In a histogram function , is a local 
maximum point if the two inequalities 

( )h *n

( ) ( ) 1** −≥ nhnh and ( ) ( )1 ** +≥ nhnh  are true and one 
of inequalities is strict.  

Definition 2. In a histogram function , is a local 
minimum point if the two inequalities 

( )h *n

( ) ( ) 1** −≤ nhnh and  ( ) ( )1** +≤ nhnh  are true and 
one of inequalities is strict.  

Lemma 1. If s a local maximum point of histogram 
then 

*n i
( ) ( )** nhnh cs < . Here, the  and ( )ch ( )sh  stand for 

histograms of the cover and stego image, respectively. 
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Figure 3.  The top one is the histogram of the  cover image shown in 

Fig.2  and the bootom is that of the stego image 

Proof.  We assume r , message bit b  and 
( )( )jipLSB c ,  in formula (3) are random variables with 

uniform distribution independently. Then, a pixel ( )jips ,  
of the stego image is obtained by following probability: 

( ) ( )( )( ) ( )( )
( )( )( ) (
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1,                    
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c
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Similarly,  ( ) 4/11 =−= cs ppP  and ( ) 2/1== cs ppP . 

Denote the number of pixels that their grayscale level 
are from  up ton 1+n , and  down to  after LSB 
embedding as 

n 1−n
( )1+→Δ nn  and ( )1−→Δ nn , 

respectively. Then,  
( ) ( ) ( ) ( ) 4/11 nhppPnhnn cs =+=⋅=+→Δ . 

Similarly, ( ) ( ) 4/1 nhnn =−→Δ .  

      So, 
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Symmetrically, we can deduce the following lemma 2. 

Lemma 2. If s a local minimum point of histogram 
then 

*n i

( ) ( )** nhnh cs > .  

The lemmas show the fact that after LSB matching the 
local maxima of an image histogram decrease and the 
local minima increase. So, we can expect the area between 
the upper envelope and lower envelope of the histogram 
of the cover image will be larger than that of the 
histogram of the stego image. As a result, we use it as one 
of features to distinguish  between cover and stego images. 
The area can be calculated by the following procedure: 
Identify all the local extrema, then connect them by a 
cubic spline line to form the upper envelope ( )u . Repeat 
the procedure for the local minima to produce the lower 
envelope ( )l , as shown in Fig.3. The area is defined as 
the absolute of the difference between the upper envelope 
and lower envelope.That is, 

         ( ) ( )∑
=

−=
255

0n
nlnuS                                  (5) 

Fig.3 clearly shows the area of the histogram of the 
cover image is larger than that of the stego image. Their 
areas are 59765 and 41288, respectively. 

Furthermore, we demonstrate this fact mentioned above 
by a set of images, which contains 100 never compression  
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Figure 4.  The aeras of envelope of histogram of cover and stego 
images. The symbols ‘*’ and ‘o’ stand for 

c
 of cover images and of 

stego images, respectively. 
S sS

images like Fig.2. The results are shown in Fig.4, in which 
the symbols ‘*’ and ‘o’ stand for  of cover images and 

 of stego images, respectively. As we can see, are 

almost lager than .  So we can use the area of envelope 
of histogram as a discriminator to separate cover images 
from stego images. 

cS

sS cS

sS

Finally, we investigate another feature for steganlaysis. 
LSB matching scheme can be modeled as independent 
additive noise, it leads to low pass filtering on the 
intensity histogram. As a result, the histogram of the stego 
image has less power in high frequencies than the 
histogram of the cover image [23]. We gain the high 
frequencies of the histogram by discrete wavelet transform 
shown in Fig.5. The top one is the high frequency 
coefficients of the histogram of the cover image and the 
bottom is that of the stego image. As we can see, there are 
some differences in the high order statistical moments of 
high frequencies of the histograms. For example, the 
standard deviations of the top and bottom one are 143.45, 
50.55, respectively. That means the standard deviation of 
histogram of the stego image is smaller than that of the 
cover image. This is almost true for each image according 
to our experiments. So, we can use the standard deviation 
as another feature to distinguish between stego and cover 
images. Combined with the feature mentioned above, we 
can expect to improve accuracy of detection. 

IV.  STEGANALYSIS  ALGORITHM 
As discussed above, we present two features for 

steganalysis. Moreover, we introduce another feature 
based on the local extremum of histogram in our previous 
work [26]. Making use of these three features, we propose 
the following steganalysis algorithm. 

Step 1. Given a test image, calculate the histogram of 
the image by formula (4).  

Step 2. Compute all local maximums and minimums of 
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Figure 5.  The top one is the high frequency coefficients of 
histogram of the cover image  and the bootom is that of  the stego image 

the histogram. 

Step 3. Work out the area between the upper envelope 
and lower envelope of the histogram by formula (5), 
denoted as . 1f

Step 4. Transform the histogram by DWT, and then 
calculate the high order statistical moments of the high 
frequencies. In our experiments we just select the standard 
deviation, denoted as .  2f

 Step 5. Calculate the sum of absolute differences 
between each local extremum  and its neighbors in the 
histogram. That is, 

*n

( ) ( ) ( ) ( )( )∑ +−+−−=
*

11 ****
3

n

nhnhnhnhf
        (6) 

Step 6. Combine  ,  and  to form the three- 
dimensional feature vector. Then, the Fisher linear 

1f 2f 3f
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discriminator (FLD) is introduced to classify cover and 
stego images. The FLD is a simple classification method 
which finds an optimal linear projection of the features. 
Advantages of the FLD method include reasonably fast 
training, very fast use, and no training parameters to select. 
In the FLD, the feature space is projected on a one-
dimensional space, where various decision rules can be 
applied for determining the classification thresholds.  

  Finally, we use receiver operating characteristic 
curves (ROC) to evaluate the performance of our method 
and compare it with other methods. ROC can show how 
the false positives and true positives vary as the detection 
threshold is adjusted [27]. 

V.  EXPERIMENTAL RESULTS 
It is an established fact nowadays that detection of LSB 

matching steganography is significantly more difficult for 
never compressed images, grayscale images, and scans of 
photographs, and notably easier for images that were 
previously processed using JPEG or for color images. So 
our tests will focus on the following dataset, which 
includes never compressed scaned images. 

The dataset is derived from the Corel Image Database, 
which includes 2000 color images scanned from 
photographs of artworks. The original images are 24-bit, 
512*768 pixels, never compressed and they usually have 
high level of noise. In our experiments, we crop the 
original color images into 512*512 pixels and covert them 
to grayscales. Here, cropping was preferred over resizing, 
in order to avoid introducing artifacts due to resampling 
with interpolation. 

For this dataset, the following procedure was performed 
for the steganalyzer to calculate its ROC [28]:  

1) Apply LSB embedding steganography with 
embedding rate p  to all images in the dataset D  to 
obtain the dateset of stego images *D ; 

2) Separate both dataset into a training set 
( ) ( ){ }IDID *,  and a test set ( ) ( ){ }IDID ′′ *, , where I  

is a subset of the image indexes and 'I  is its complement. 
The size of the training set was set  to be equal to 50% of 
the dataset size; 

3) For the steganalyzer under test, compute the 
associated feature vector for all images in the training set 
and perform FLD analysis to obtained the trained 
projection vector v ; 

4) For the steganalyzer under test, compute the 
associated feature vector for all images in the test set, and 
project the feature vector onto v  ; 

5) Compare the resulting scalar values to a threshold 
τ and record the probabilities of false positives and true 
positives for different values of the threshold in order to 
obtain the Receiver Operating Characteristic curve of the 
steganalyzer.  

Firstly, we evaluate the performance of our method 
under embedding rate , , and 3.0=p 5.0=p 7.0=p

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Probability of false positive

P
ro

ba
bi

lit
y 

of
 d

et
ec

tio
n

p=1
p=0.7
p=0.5
p=0.3

 

Figure 6.  ROCs for the proposed method with various embedding rate 
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Figure 7.  ROCs for the five steganalyzers under embedding rate 0.5. 

1=p . The experimental results are shown in Fig.6. As 
we can see, when the embedding rate increases the 
performance will improve. For example, at false positive 
rate 50% the detection rates are 90%, 98%, 100% and 
100% for the embedding rates 0.3, 0.5, 0.7 and 1.  

Then, fixing the embedding rate  we compare 
our method with the Histogram Characteristic Function 
steganalysis (HCF) [23], the adjacency HCF-COM 
version (AD-HCF) and the calibrated adjacency HCF-
COM version (CAD-HCF) of Ker’s method [24], and 
Goljan’s method (WAM) [25]. 

5.0=p

Fig.7 shows the ROCs for the five steganalyzers. We 
can see: (1) The performance of our method is the best 
one. For example, at false positive rate 30% the detection 
rates of our method, HCF,AD-HCF, CAD-HCF and 
WAM are 96%,86%, 87%, 73%, 32% ,respectively. (2) 
WAM method has the worst detection rates for this 
scanned image set. This is due to the fact that the high 
level of noise of scanned images interferes with the 
additive stego signal. So it appears to be very difficult for 
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WAM method to distinguish between the stego signal and 
noise naturally present in images. (3) The performance of 
AD-HCF is almost the same as that of HCF in this dataset.  
(4) The calibrated detector (CAD-HCF) performs worse 
than the standard detector ( AD-HCF). That means the 
calibration technique fails when a hidden message only 
50% of the maximum is embedded.    

VI.  CONCLUSION 
The detection of LSB matching steganography remains 

unresolved, especially for the uncompressed grayscale 
images with high level of noise, such as scans of 
photographs. In this paper, we present a novel steganalysis 
scheme for this issue. By analyzing the embedding 
algorithm of LSB matching steganography, we prove the 
fact that the local maximum of histogram of a cover image 
decrease and local minimum increase after message bits 
are embedded. Moreover, due to the fact that the 
histogram of the stego image has less power in high 
frequencies than that of the histogram of the cover image, 
there are some differences in the high order statistical 
moments of high frequencies. Based on these facts, we 
construct a new feature vector and use the FLD to 
distinguish between the cover and stego images. The 
experimental results show the proposed scheme is superior 
to the HCF and WAM methods in the dataset of scans of 
photographs.  

It is well-known that the performance of current state-of-
the-art steganalyzers for detection of LSB matching 
steganography is highly sensitive to the datasets from 
different sources. No detectors have yet proven 
universally reliable. Further work is needed to understand 
this variability and to characterize it for particular algorithms, 
and also to develop a hybrid method that combines all 
advantages of the related methods. 
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