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Abstract— Traditionally, distributed Web servers have used
two strategies for allocating files on server nodes: full repli-
cation and full distribution. While full replication provides
a highly reliable solution, it limits storage capacity to the
capacity of the smallest node. On the other hand, full
distribution provides higher storage capacity at the cost
of lower reliability. A hybrid solution is partial replication
where every file is allocated to a small number of nodes.
The most promising architecture for a partial replication
strategy is the Web cluster architecture. However, Web
clusters present a big flaw from reliability perspective as
they contain a single point of failure. To correct this flaw,
in this paper we present a modified architecture: the Web
cluster with distributed Web switch. Reliability of Web
clusters is evaluated for different replication strategies.
System evaluations show that our proposal leads to a highly
reliable solution with high scalability.

Index Terms— Web cluster, Web content replication, reliable
Web servers, Web content allocation, storage systems.

I. I NTRODUCTION

Due to increasing development of Web based appli-
cations a huge interest has arised in building hardware
and software for this kind of systems in such a way that
solutions are scalable both in performance and storage
capacity. Traditional solutions to this problem include
software and hardware scale up [2]–[4]. A recent archi-
tectural alternative is the distributed Web server [5] where
a set of server nodes are used to host a Web site. In these
systems, performance scalability is achieved by adding
new server nodes. In a distributed Web server, received
requests are dispatched among the server nodes.

Usually, solutions are based either on full content
replication (every file is replicated in every server node) or
full distribution (every file is stored in one and only one
server node). With full replication the system is highly
reliable and request distribution is easy to implement,
as each request may be served by any server node. On
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the other hand, storage scalability is minimal, as the full
storage capacity is limited by the server node with the
lowest capacity. Furthermore, adding new server nodes
to the system does not increase storage capacity. On
the other hand, with full distribution the system gives
a lower reliability (a node failure makes some content
unavailable) and request distribution needs to use some
sort of directory service [6] to determine the node storing
a file. However, storage scalability is maximum, as adding
a new node means increasing the total amount of available
storage.

A third alternative is partial replication, where each
file is replicated in a possibly different subset of the
set of server nodes. With partial replication reliability
is higher than in the case of full distribution and lower
than in the case of full replication. In terms of storage
capacity, partially replicated solutions provide less capac-
ity than fully distributed solutions but more than fully
replicated solutions. However, an important difference
with full replication is that partial replication provides
storage capacity scalability (i.e. adding new server nodes
increases the system storage capacity).

This paper studies the reliability of partially replicated
distributed Web servers and compares the offered reli-
ability with the reliability of classical fully replicated
and fully distributed solutions. The paper is organized
as follows: section II discusses related work; section III
presents the architectural alternatives for a Web cluster
with partial replication of contents; section IV studies the
reliability of a Web cluster when contents are partially
replicated; section V shows evaluation; in section VI we
summarize our conclussions; finally, in VII we outline
future work.

II. RELATED WORK

Several distributed Web server architectures have been
proposed. Those architectures may be classified in three
major families:

1) Cluster based Web systemsCluster nodes own IP
addresses are not visible from the clients. Instead,
clients use an virtual IP address which corresponds
to that of some request distribution device (Web
switch). The Web switch [7] receives requests from
clients and sends each request to some server node.
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2) Virtual Web clusters All the server nodes share
a single common public IP address [8]. Each node
receives all messages in a way that every request is
discarded by all nodes except one.

3) Distributed Web systemsEach node has its own
different publicly visible IP address [9], [10]. Re-
quest distribution is made by a combination of
dynamic DNS [11] and request redirection.

The idea of partial replication of files was previously
used in distributed file systems [12], where placement
algorithms were proposed. The usage of partial replication
of Web contents has been proposed by several authors,
studying architectural issues [13] or placement algorithms
[14], [15]. The effect of partial replication on the scalabil-
ity of storage capacity has been shown in [16]. However,
the effect of partial replication on reliability needs to be
addressed.

Service reliability and availability of Web clusters has
been studied [17], although such studies assume full
replication of contents and simple dispatching policies as
round-robin policies. In this paper we present a study of
reliability where contents are partially replicated.

III. A RCHITECTURE

Several request distribution policies have been used in
the last years to decide which server node must be in
charge of a request [5]. When contents of a Web server
are partially replicated in a set of server nodes, standard
request distribution algorithms cannot be directly used.
This is because the first needed step is the determination
of the subset of server nodes where the requested file is
effectively stored.

In a cluster based Web system (or Web cluster), the
request distribution algorithm is implemented in the Web
switch, where every request is analyzed and assigned to
a server node. When contents are partially replicated, the
Web switch needs to determine the subset of server nodes
effectively containing the requested file and, after that,
selecting a server node from that subset.

In a virtual Web cluster, request distribution is typically
performed by computing a hash function on the client IP
address (and perhaps the client port). That may be done
assuming that every file is stored in every server node.
When partial replication is used, a general hash function
cannot be used as it could yield the selection of a node
not containing the requested file.

In a distributed Web system any request may reach to
any server node (due to the usage of dynamic DNS) which
may redirect the request to another node if the requested
file is not present or the node’s load is too high. When a
partial replication is used, the number of redirections may
increase dramatically if replication degree is low because
there is a high probability of sending a request to a node
which does not contain the requested file.

Although distributed Web systems are not well suited
for partial replication of contents, some of the ideas
behind their design may be used to improve Web clus-
ters. We use those ideas to propose a new Web server

distributed architecture: the Web cluster with distributed
switch (see Fig. 1).

A Web cluster with distributed switch [13] uses sev-
eral switches to increase reliability and to eliminate the
single point of failure of a standard Web cluster. Request
distribution among switches is performed by means of
dynamic DNS [11] and by allowing that a highly loaded
Web switch redirects a request to another switch. This
request redirection may borrow some routing mechanism
for distributed Web systems, as triangulation [9] or HTTP
redirect [18]. Request redirection among Web switches is
only performed when a Web switch is highly loaded and
there is another switch with less load. If Web switches are
not highly loaded there is no performance penalty over a
standard Web cluster architecture. On the other hand, if a
Web switch is highly loaded the redirection cost will be
lower than the cost associated to keep the request waiting
in the queue of the highly loaded Web switch.

IV. RELIABILITY OF WEB CLUSTERS

In a Web cluster, the system may be viewed as the
composition of two series system: the Web switch and
the set of server nodes. Thus, system reliability may be
expressed as the product of Web switch reliabilityRs and
server nodes reliabilityRn as expressed in (1).

Rsys = Rs · Rn (1)

The reliability of server nodes set depends not only
on the system topology, but also on replication strategy.
Three alternatives must be considered: full replication,
full distribution and partial replication, giving different
reliability expressions.

The reliability of a set of server nodes may be expressed
in terms of the probability of failure upon a requestFn

as expressed in (2).

Rn = 1 − Fn (2)

If every file is replicatedr times in a Web cluster with
M server nodes, a failure happens when ther server
nodes where the requested file resides fail simultaneously.

We make the following assumptions to determine reli-
ability:

1) Replica distribution among server nodes is uniform.
2) Individual reliability of server nodes and the Web

switch is identical.
For full distribution and full replication, uniform dis-

tribution is always true. For partial replication, uniform
distribution must be a goal of the replica allocation
algorithm to perform load balancing. Second assumption
is usually satisfied when the Web cluster is implemented
using standard workstations (making it cheaper).

Table I shows system reliabilities for different replica-
tion strategies as shown in appendix (see corollaries) as
an application of theorem 1.

In a Web cluster with distributed switch there are
several Web switches acting as front-end. When a request
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Figure 1. Architecture for a Web cluster with distributed switch.

TABLE I.
WEB CLUSTER SYSTEM RELIABILITIES

Strategy System Reliability
Full replication R(1 − (1 − R)M )
Full distribution R2

Partial replication R(1 − (1 − R)r)

arrives to the system, it is processed by a Web switch,
which transfers the request to a server node. The Web
switch subsystem may be viewed as a parallel system
and its reliability may be computed by using the gen-
eral parallel system reliability equation. Thus the system
reliability Rsys is given by the reliability of the Web
switch subsystem (where each of theP switches has an
individual reliability Rsi

) and the server nodes subsystem
Rn) as expressed in (3)

Rsys =

(

1 −

P
∏

i=1

(1 − Rsi
)

)

Rn (3)

V. EVALUATION

For evaluation purposes we have used a cluster with 32
nodes where individual reliabilities of nodes and switches
have been set to different levels (ranging from 70% to
99%). First, evaluations for a Web cluster are presented.
Then, evaluations for a Web cluster with distributed Web
switch are presented. Finally, we present an analysis of
the reliability improvement obtained when new switches
are added to a cluster.

A. Web cluster reliability

Maximum reliability for a Web cluster is reached when
full replication is used. If the number of server nodes is
high enough, reliability for the full system is given by the

Figure 2. Reliability for a Web cluster with partial replication.

reliability of the Web switch.

lim
M→∞

Rsys = lim
M→∞

R
(

1 − (1 − R)
M
)

= R (4)

Minimum reliability for a Web cluster is reached when
full distribution is used (Rsys = R2). For partial replica-
tion, system reliability goes fromR to R2. To evaluate
the evolution of system reliability for different replication
levels, reliability has been computed (see Fig. 2) for
different reliability levels (ranging from0.7 to 0.99) from
1 to 32 replicas per file.

For each reliability level, maximum reliability is rea-
ched with few replicas. The number of replicas to achieve
reliability similar to that of a fully replicated system is low
compared with the number of server nodes in the cluster.
This number of replicas depends on the reliability level
and the required precision. When the target reliability is
tR (wheret is the fraction of reliabilityR to achieve and
it is very close to 1), the following restriction must be
satisfied:
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Figure 3. Number of replicas needed for different levels of reliability.

Rsys > tR (5)

and consequently

R (1 − (1 − R)
r
) > tR

(1 − R)
r

< 1 − t

r log (1 − R) < log (1 − t)

r <
log (1 − t)

log (1 − R)

(6)

Fig. 3 represents the number of replicas per file needed
to get a fractiont of maximum reliability R. To get
99% of the reliability of a full replicated Web cluster
it is enough with full distribution if components have
an individual reliability of99%. If components are90%
reliable then2 replicas per file are needed. If components
are70% reliable, then4 replicas per file are needed.

An important general consequence is that, for a Web
cluster, partial replication with a relatively low number
of replicas per file, gives the same reliability than full
replication. However, partial replication allows to store
high volume Web sites with less resources, as it allows
size scalability.

B. Web cluster with distributed switch reliability

In a Web cluster with multiple Web switches, maximum
reliability is achieved when full replication is used. With
a high number of server nodes, cluster reliability is de-
termined by the reliability of the Web switch subsystem.

lim
M→∞

Rsys = lim
M→∞

(

1 − (1 − R)
P
)(

1 − (1 − R)
M
)

=
(

1 − (1 − R)
P
)

(7)

Minimum reliability for a Web cluster with multiple
Web switches is reached when full distribution is used
(Rsys =

(

1 − (1 − R)
P
)

R). For partial replication inter-

mediate values, from
(

1 − (1 − R)
P
)

R to 1−(1 − R)
P ,

Figure 4. Reliability for a Web cluster with 2 switches and partial
replication.

Figure 5. Reliability for a Web cluster with 3 switches and partial
replication.

are obtained. To evaluate the evolution of system reliabil-
ity for different number of replicas per file, reliability has
been computed from 1 to 32 replicas per file for different
reliability levels. Fig. 4 shows results for a Web cluster
with 2 switches, Fig. 5 shows results for a Web cluster
with 3 switches, and Fig. 6 shows results for a Web cluster
with 4 switches.

Evaluations performed on each configuration show that
a system with a relatively small number of replicas
(from 3 to 5 replicas) offers a reliability equivalent to
the reliability of a fully replicated system. However,
when the number of switches increases, dependence on
individual reliability is less important as system reliability
approaches to one.

To compare reliability of a Web cluster configuration
when the number of switches increases, individual reli-
ability has been fixed to0.9 and system reliability has
been evaluated for configurations from 1 to 4 switches
(see Fig. 7).

For a fixed individual reliability level maximum system
reliability is always reached with the same number of
replicas per file. However, the incorporation of new Web
switches increases reliability. In the example configuration
evaluated in Fig. 7, usage of three web switches increase
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Figure 6. Reliability for a Web cluster with 4 switches and partial
replication.

Figure 7. Reliability for clusters with different number of switches.

reliability in such a way that adding more Web switches
will not have any non marginal effect. Thus, we conclude
that, for this configuration, optimal solution is based
in a set of 2-3 Web switches (single point of failure
elimination is achieved).

C. Reliability improvement adding Web switches

An important issue is the reliability improvement ob-
tained when a new Web switch is added to a Web cluster.
When ∆P new switches are added to a Web cluster
having one Web switch, the system changes its reliability
R1

sys to R1+∆P
sys . Reliability improvementI∆P may be

measured as the rate of reliability increment over the
original single switch based solution.

Ip =
R1+∆P

sys − R1
sys

R1
sys

=

(

1 − (1 − R)
1+∆P

)

− R

R

=
1 − R

R

(

1 − (1 − R)
∆P
)

(8)

The maximum reliability improvement that may be
obtained by adding Web switches is only determined by
the individual Web switches reliabilities.

Figure 8. Maximum reliability improvement to be obtained by adding
new Web switches.

Figure 9. Reliability improvement obtained by adding new Web
switches.

lim
∆P→∞

Ip =
1 − R

R
(9)

Fig. 8 shows maximum reliability improvement which
may be obtained by adding new Web switches to a Web
cluster.

To evaluate the effect of adding new Web switches
to a Web cluster with one Web switch, we have plotted
(see Fig. 9) the reliability improvement rate for different
reliability levels. When individual reliability is very high
(e.g.0.99), system reliability improvement is very low and
independent of the number of Web switches. For lower
individual reliabilities (e.g.0.8 or 0.7), system reliability
improvement increases until the third or fourth switch is
added. After that, improvement stabilizes.

From reliability point of view, an improvement may
be obtained by incorporating additional Web switches to
a Web cluster. However, no significant improvement is
obtained when a system has more of 4 or 5 Web switches.

VI. CONCLUSION

Web content partial replication emerges as an hybrid
alternative between full replication and full distribution
when using a distributed Web server. Among the existing

JOURNAL OF COMPUTERS, VOL. 1, NO. 7, OCTOBER/NOVEMBER 2006 85

© 2006 ACADEMY PUBLISHER



architectures for distributed Web servers, Web clusters
present less disadvantages for partially replicated con-
tents. However, a Web cluster has a major reliability flaw
as it contains a single point of failure: the Web switch.
To solve this reliability flaw, a modified architecture is
presented in this paper (the Web cluster with distributed
Web switch) which improves the global reliability of the
system.

In a standard Web cluster the usage of a small number
of replicas per file gives the same reliability of a fully
replicated Web cluster. Typically, the number of replicas
per file to get an equivalent reliability to a fully replicated
system is about 3 or 4 replicas per file. It must not be
forgotten that a Web cluster with partial replication and
a low number of replicas per file offers higher storage
capacity than a fully replicated Web cluster.

In a Web cluster with distributed Web switch it is also
true that the usage of a small number of replicas per
file gives the same reliability of a fully replicated Web
cluster. Also in this case, the number of replicas per file
to get an equivalent reliability level to a fully replicated
system is about 3 or 4 replicas per file. An additional
advantage of this architecture is that maximum reliability
(which is achieved with few replicas per file) increases
as the number of Web switches is increased. Reliability
increase reaches its maximum for a cluster of 4 switches
(i.e. adding more switches does not produce a significant
increase of reliability).

Evaluations show that, from a reliability perspective,
an effective architecture is a Web cluster with distributed
Web switch in which 2 or three Web switches are used
and contents are partially replicated using 4 replicas per
file. Configurations with less switches and less replicas
per file may be also acceptable when the target reliability
is lower.

VII. F UTURE WORK

This paper has examined reliability offered by par-
tially replicated Web clusters with the same number of
replicas for each file. However another possibility is the
unbalanced replication where not all files have the same
number of replicas. Work is going on evaluating reliability
of unbalanced partially replicated Web clusters.

APPENDIX

Theorem 1: Reliability of a single switched Web clus-
ter with partial replication, where individual nodes failures
are independent and replica distribution is uniform, does
not depend on number of server nodes and it is only
determined by individual reliabilities of nodes, number
or replicas per file and reliability of the Web switch as
expressed in (10).

Rsys = Rs



1 −

ir
∏

j=i1

Fi



 (10)

Proof: Let P ir

i1
be the probability that ther

replicas of the requested file are stored in server set

{Si1 , Si2 , . . . , Sir
}. For each possible assignment of the

replicas of a file to a set of server nodes, its contribution
to the failure probability is given by the product of
probability of the assignmentP ir

i1
and the probability of

the individual failuresFj for each serversj as expressed
in (11).

Fn =

M
∑

i1,i2,...,ir=1

i1<i2<...<ir

P ir

i1

ir
∏

j=i1

Fj (11)

As replica distribution is uniform, probabilityP ir

i1
that

the r replicas of the requested file are stored in server set
{Si1 , Si2 , . . . , Sir

} is given by (12).

P ir

i1
=

1

CM,r

=
1
(

M

r

) (12)

Using (12) in (11) allows to express probability of
failure Fn exclusively in terms of individual nodes failure
probability, as expressed in (13).

Fn=
M
∑

i1,i2,...,ir=1

i1<i2<...<ir

1
(

M

r

)

ir
∏

j=i1

Fj

=
1
(

M

r

)

M
∑

i1,i2,...,ir=1

i1<i2<...<ir

ir
∏

j=i1

Fj =
1
(

M

r

)

(

M

r

) ir
∏

j=i1

Fj

=

ir
∏

j=i1

Fj (13)

Corollary 1: A partially replicated Web cluster where
all server nodes and the Web switch are equally reliable,
offers a system reliability given by (14).

Rsys = R (1 − (1 − R)
r
) (14)

Proof: The fact that all server nodes and the Web
switch are equally reliable is expressed by (15) and (16).

Fj = 1 − R∀j ∈ [1,M ] (15)

Rs = R (16)

As system reliability is expressed in terms of Web
switch reliability and server nodes reliabilities (Rsys =
Rs (1 − Fn)), its expression may be derived by substitu-
tion of ((13)), (15) and (16) as it is shown in (17).

Rsys=R



1 −

ir
∏

j=i1

Fj



 = R (1 − (1 − R)
r
) (17)

Corollary 2: Reliability of a fully replicated Web clus-
ter where all server nodes and the Web switch are equally
reliable is given by (18).

Rsys = R
(

1 − (1 − R)
M
)

(18)
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Proof: In a fully replicated Web cluster, the number
of replicas per file isM , as every file is replicated in
every server node. Substitution on (14) leads to (18).

Corollary 3: Reliability of a fully distributed Web
cluster where all server nodes and he Web switch are
equally reliable is given by (19).

Rsys = R2 (19)
Proof: In a fully distributed Web cluster, the number

of replicas per file is1, as every file is allocated in a single
node. Substitution on (14)leads to (20).

Rsys = R (1 − (1 − R)) = R2 (20)
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