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Abstract— Data mining is widely used to identify interesting, 
potentially useful and understandable patterns from a large 
data repository. With many organizations focusing on web-
based on-line transactions, the threat of security violations 
has also increased. Since a database stores valuable 
information of an application, its security has started getting 
attention. An intrusion detection system (IDS) is used to 
detect potential violations in database security. In every 
database, some of the attributes are considered more 
sensitive to malicious modifications compared to others. We 
propose an algorithm for finding dependencies among 
important data items in a relational database management 
system. Any transaction that does not follow these 
dependency rules are identified as malicious. We show that 
this algorithm can detect modification of sensitive attributes 
quite accurately. We also suggest an extension to the Entity-
Relationship (E-R) model to syntactically capture the 
sensitivity levels of the attributes. 
 
Index Terms— Data dependency, Weighted Sequence 
mining, Intrusion detection, E-R Model 
 

I.  INTRODUCTION 

Over the last few years, data mining has attracted a lot 
of attention due to increased generation, transmission and 
storage of high volume data and an imminent need for 
extracting useful information and knowledge from them 
[1]. Data Mining refers to a collection of methods by 
which large sets of stored data are filtered, transformed, 
and organized into meaningful information sets [2]. It 
also applies many existing computational techniques 
from statistics, machine learning and pattern recognition. 
In recent years, researchers have started looking into the 
possibility of using data mining techniques in the 
emerging field of computer security, especially in the 
challenging problem of intrusion detection. 

 
Intrusion is commonly defined as a set of actions that 

attempt to violate the integrity, confidentiality or 
availability of a system. Intrusion Detection is the process 
of tracking important events occurring in a computer 
system and analyzing them for possible presence of 
intrusions [3]. Intrusion Detection Systems (IDSs) are the 
software or hardware products that automate this 
monitoring and analysis process. In intrusion detection, it 

is assumed that all the prevention techniques are 
compromised and an intruder has potentially entered into 
the system. Hence, intrusion detection system is 
considered to be the second line of defense. In general, 
there are two types of attacks (i) inside and (ii) outside. 
Inside attacks are the ones in which an intruder has all the 
privileges to access the application or system but he 
performs malicious actions. Outside attacks are the ones 
in which the intruder does not have proper rights to 
access the system. He attempts to first break in and then 
perform malicious actions. Detecting inside attacks is 
usually more difficult compared to outside attacks. 

 
Intrusion detection systems determine if a set of 

actions constitute intrusions on the basis of one or more 
models of intrusion. A model classifies a sequence of 
states or actions as "good" (no intrusion) or "bad" 
(possible intrusions). There are mainly two models, 
namely, anomaly detection and misuse detection. The 
anomaly detection model bases its decision on the profile 
of a user's normal behavior. It analyzes a user's current 
session and compares it with the profile representing his 
normal behavior. An alarm is raised if significant 
deviation is found during the comparison of session data 
and user's profile. This type of system is well suited for 
the detection of previously unknown attacks. The main 
disadvantage is that, it may not be able to describe what 
the attack is and may sometimes have high false positive 
rate. In contrast, a misuse detection model takes decision 
based on comparison of user's session or commands with 
the rule or signature of attacks previously used by 
attackers. For example, a signature rule for the guessing 
password attack can be "there are more than 6 failed login 
attempts within 4 minutes". The main advantage of 
misuse detection is that it can accurately and efficiently 
detect occurrence of known attacks. However, these 
systems are not capable of detecting attacks whose 
signatures are not available. 

 
In this paper, we propose a new approach for database 

intrusion detection using a data mining technique which 
takes the sensitivity of the attributes into consideration in 
the form of weights. Sensitivity of an attribute signifies 
how important the attribute is, for tracking against 
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malicious modifications. This approach mines 
dependency among attributes in a database. The 
transactions that do not follow these dependencies are 
marked as malicious transactions. Early result on this 
work has been reported in [4]. We also propose an 
extension to the existing E-R model notations to represent 
sensitivity of the attributes. 

 
The rest of the paper is organized as follows. In 

Section II, we mention some of the related work done in 
the area of database intrusion detection. We describe the 
principle behind weighted data dependency rule mining 
(WDDRM) with an example and explain the complete 
algorithm in Section III. An extension to E-R model is 
discussed in section IV. We present experimental results 
in Section V. Finally, we conclude the paper with some 
discussions. 

 

II.  RELATED WORK 

Intrusion detection started emerging as an interesting 
research topic since the beginning of the 1980s. In the 
1990s, intrusion detection became an active area of 
research and even some commercial IDSs were built [5]. 
Over the last few years, several research works have been 
carried out that attempt to apply data mining for intrusion 
detection. Lee et al [6] suggest a method for network 
intrusion detection using data mining techniques. They 
consider classification, link analysis and sequential 
analysis as potential data mining algorithms along with 
their applicability in the field of intrusion detection. 
Barbara et al [7] have built a testbed for the detection of 
network intrusions using data mining.  

Though intrusion detection is comparatively a well 
researched field, only a few researches have considered 
the problem of database intrusion detection. Chung et al 
[8] use "working scope" to find frequent itemsets, which 
are sets of features with certain values. They define a 
notion of distance measure that captures the closeness of 
a set of attributes with respect to the working scopes. 
Distance measures are used to guide the search for 
frequent itemsets in the audit logs. Lee et al [9] have 
proposed real-time database intrusion detection using 
time signatures. It monitors the database behavior at the 
level of sensor transactions. Sensor transactions are 
usually small in size and have predefined semantics such 
as write only operations and well defined data access 
patterns. In real-time database systems, temporal data 
objects are used. This temporal data has to be updated 
periodically. If a transaction attempts to update a 
temporal data which has already been updated in that 
period, an alarm is raised. 

 
Lee et al [10] suggest fingerprinting of the access 

patterns of genuine database transactions and using them 
to identify potential intrusions. They summarize SQL 
queries into compact and effective regular expression 
fingerprints. If a given query does not match any of the 
existing fingerprints, it is reported as malicious. Barbara 
et al [11] use hidden markov model (HMM) and time 

series to determine malicious data corruption. They build 
a database behavioral model using HMM that captures 
the changing behavior over time. Malicious patterns are 
the ones that are not recognized by the HMM with high 
probability. Zhong et al [12] use an algorithm that mines 
user profiles based on the pattern of submitted queries. 
Hu et al [13] determine dependency among data items 
where data dependency refers to the access correlations 
among data items. These data dependencies are generated 
in the form of classification rules, i.e., before one data 
item is updated in the database, which other data items 
probably need to be read and after this data item is 
updated, which other data items are most likely to be 
updated by the same transactions. Transactions that do 
not follow any of the mined data dependency rules are 
marked as malicious transactions. 

 
None of the above mentioned approaches consider 

sensitivity of the attributes in a database. They treat all 
the attributes at the same level and of equal importance, 
which is not always the case in real applications. Hence, 
there is a need for assigning higher weights to high 
sensitivity data items. Weighted data mining problems 
are being studied only very recently. Wang et al [14] have 
proposed a weighted association rule mining technique in 
which they assign numerical weights to each item to 
reflect interest/intensity of the item within the transaction. 
They first ignore the weight and find the frequent 
itemsets from the unweighted data and then introduce 
weight during rule generation. Tao et al [15] use 
weighted support for discovering the significant itemsets 
during the frequent itemset finding phase. Srivastava et al 
[16] have recently proposed the use of weighted 
association rule mining for speeding up web access by 
prefetching the URLs. 

  
We discuss our work on weighted data dependency 

rule mining for intrusion detection in detail in the next 
section. 

 
 

III.  WEIGHTED DATA DEPENDENCY RULE MINING 
 

A.  MOTIVATION 
In recent years, database size has grown in two ways: 

the number of records, or objects in the database and the 
number of fields or attributes per object. It is now quite 
common to have databases containing of the order of 109 
objects, each having 102 or 103 attributes [2]. As a result, 
it is difficult for administrators to keep track of whether 
the attributes are being accessed only by genuine 
transactions or not. By categorizing the attributes into 
different types based on their relative importance or 
sensitivity, it becomes comparatively easier to track only 
those few attributes whose unintended modification can 
potentially have larger impact on the database application 
security. 

 
It has been observed that IDSs often raise a large 

number of alarms, many of which are triggered 
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incorrectly by benign events [17]. Categorization of 
attributes enables the administrator to check only the 
alarms generated due to unusual modification of sensitive 
data instead of checking all the data attributes. Since the 
primary aim of a database intrusion detection system is to 
minimize the loss suffered by the database owner, it is 
important to track high sensitive attributes more 
accurately. 

 
It should be noted that, for tracking malicious 

modifications of sensitive attributes, we need to obtain 
data dependency rules for these attributes. If there is no 
rule for an attribute, it cannot be checked. Since high 
sensitivity attributes are usually accessed less frequently, 
there may not be any rule generated for these attributes. 
The motivating factor for dividing database attributes into 
different sensitivity groups and assigning suitable weights 
to each group, is to bring out the data dependency rules 
for important but possibly less frequent attributes. Once 
rules are generated for sensitive attributes, it is possible to 
check against these rules for each transaction. If any 
transaction does not follow the mined rules, it is marked 
as malicious. 

 
We divide the work of mining weighted data 

dependency rules for database intrusion detection into the 
following three components: 

 
• Security Sensitive Sequence Mining 
• Read-Write Sequence Generation 
• Weighted Data Dependency Rule Generation 

 
Fig. 1 shows the components of WDDRM 

schematically. First, audit logs are given as input for 
security sensitive sequence mining. The mining step 
generates the frequent sequences which are above a user 
specified support value. These sequences are then passed 
to the Read-Write sequence generation module, which 
computes the read and write sequences. Finally, read-
write rules are extracted from the read-write sequences. 
The rules, which are above a minimum user specified 
confidence value, are included in the final set of rules. 
We discuss these components in detail in the following 
subsections. 

 
 

Figure 1.  Components of WDDRM Architecture 

B.  DEFINITIONS 
 
In this subsection, we define the terminologies used in 

the rest of the paper. 
 
Definition 1 SEQUENCE:  A sequence is an ordered 

list of attributes along with the operations performed on 
these attributes. A sequence denoted as Seq is of the form 
<a1o, a2o, a3o …..ako>, where a1 to ak are attributes and o is 
an operation that can take values either 'r' for read or 'w' 
for write operation. 

 
Definition 2 READ SEQUENCE:   A read sequence 

denoted as ReadSeq of attribute aj is a sequence of the 
form <a1r, a2r, …akr, ajw>, which is the sequence of 
attributes a1 to ak that are read before attribute aj is 
written. All such sequences form a set named as read 
sequence set denoted by ReadSeqSet. 

 
For example, consider the following SQL statement: 
 
Update Account set balance = balance + 100 
where customerId=5; 

 
In this update query, before updating the balance 

attribute, customerId and old value of balance must be 
read. So read sequence for updating balance would be 
<customerIdr, balancer, balancew>. 

 
Definition 3 WRITE SEQUENCE:  A write sequence 

denoted as WriteSeq of attribute aj is a sequence of the 
form <ajw, a1w, a2w, ….akw>, which is the sequence of 
attributes a1 to ak that are written after attribute aj is 
written. All such sequences form a set named as write 
sequence set denoted by WriteSeqSet. 

 
For example, consider the following SQL statement:  
 
Update Account set balance = 1000, date = 
'09/10/2005' where customerId = 5; 
 
In the above transaction, it is seen that after updating 

balance attribute, date attribute is updated. So write 
sequence would be <balancew, datew>. 

 
It must be noted that both read and write sequences can 

occur simultaneously in the same transaction. If we 
consider the last transaction, the complete sequence 
considering both read and write sequences would be: 
<customerIdr, balancew, datew>. 

 

C.  SECURITY SENSITIVE SEQUENCE MINING 
 
Finding sequences among attributes along with the 

corresponding {read, write} access operations is similar 
to the problem of mining sequential patterns. Agrawal et 
al [18] have proposed an algorithm for detecting frequent 
sequential patterns in data. At first, it generates probable 
frequent sequence sets called candidate sets and then uses 

10 JOURNAL OF COMPUTERS, VOL. 1, NO. 4, JULY 2006

© 2006 ACADEMY PUBLISHER



two pruning steps to find the actual maximal frequent 
sequences. The first pruning step uses the downward 
closure property, which states that a sequence of length K 
cannot be frequent if all its subsequences of length K-1 
are not frequent. If any of its subsequence is not frequent, 
then this sequence of length K is not considered as a 
candidate. The second pruning strategy is to drop the 
sequence from the set of frequent sequences if its count is 
below a user-specified minimum support value. Support 
of the sequence s is calculated as the percentage of 
transactions that contain the sequence s. 

 
In this method, all the data items are considered at the 

same level without any weightage. We modify this 
traditional sequential mining algorithm and make it 
security sensitive by introducing weights for each 
attribute based on the sensitivity group. Higher the 
sensitivity of an attribute, more is its weight. We 
categorize the attributes into three sets: High Sensitivity 
(HS), Medium Sensitivity (MS) and Low Sensitivity (LS). 
The sensitivity of an attribute depends on the particular 
database application where it is used. Also, modification 
of the sensitive attributes is considered more important 
than reading them from the point of view of integrity. For 
the same attribute say x, if x ∈ HS then W (xw) > W (xr), 
where W is a weight function, xw denotes writing or 
modifying attribute x and xr denotes reading of attribute x. 

 
For a given schema, we categorize the attributes into 

the above-mentioned three sets and assign numerical 
weights to each set. Let w1, w2, w3 ∈ R, where R is the set 
of real numbers and w3 ≤ w2 ≤ w1 are the weights of HS, 
MS and LS, respectively. Let d1, d2, d3 ∈ R be the 
additional weights of the write operations for each 
category such that d3 ≤ d2 ≤ d1. Let x ∈ HS be an attribute 
that is accessed in a read operation. Then the weight 
given to x is w1. If it is accessed in write operation, then 
the weight given to x is w1 + d1. 

 
In order to perform security sensitive sequence mining, 

we assign weights to each sequence based on the 
sensitivity groups of the attributes accessed in that 
sequence. The weight of a given sequence is the same as 
the weight of the most sensitive attribute present in that 
sequence. The weight assigned to a sequence also 
depends on the operation applied on the attributes. Let us 
say that there are attributes a1, a2, a3, a4, a5, where a1, a3   
∈ HS, a2 ∈ MS and a4, a5 ∈ LS, and we have following 
five sequences 

 
(i) <a1r ,a3r ,a2w ,a4w>  
(ii) <a1r ,a3w ,a4w>  
(iii) <a5r ,a2w ,a4r> 
(iv) <a4r ,a5w> 
 
Let 3, 2 and 1 be the weights of HS, MS and LS, 

respectively and 0.75, 0.50, 0.25 be the additional 
weights of write operation for HS, MS and LS. In 
sequence (i) the most sensitive attributes are a1, a3, which 
are in HS. Hence, the weight of this sequence is 3. 

Sequence (ii) contains the same set of most sensitive 
attributes as (i) but since in this sequence a3 is present 
with write operation, it is assigned a weight of 3 + 0.75. 
In the third sequence, the most sensitive attribute is a2, 
which is in MS and it is with write operation. So, 
sequence (iii) gets a weight of 2 + 0.50. The last sequence 
contains sensitive attributes a4, a5, which are in LS and a5 
is with write operation. Hence, it gets a weight of 1 + 
0.25. The weights are normalized so that they add up to 
unity. 

 
The weights assigned to the sequences, used to 

calculate the support of each sequence in the transaction, 
are required in the second pruning step. If the support of 
any sequence is greater than the minimum support, then 
the sequence is considered to be a frequent sequence. Let  
there be a sequence s with weight Ws. Let N be the total 
number transactions. If s is present in n out of N 
transactions, then the support of sequence s is: 

   

Support(s) = (n * Ws) / N  (1) 

 
Assignment of weight to each attribute has a 

significant effect on the sequence mining algorithm. 
Sequences containing high sensitive attributes but 
otherwise accessed less frequently in the transactions can 
potentially become frequent sequences because count of 
each such sequence is enhanced by multiplying with its 
weight. The weighted support can now exceed the 
minimum support, making it a frequent sequence. 

 
Consider the example transactions shown in Table I. 

These transactions are generated from the bank database 
schema shown in Table II with attributes encoded into 
integers. In Table III, the three sensitivity groups and the 
weight of each attribute are shown. The transactions and 
weights form the input for the weighted sequential pattern 
mining algorithm. The sequences generated from the 
algorithm are shown in Table IV. In this table, we also 
show the sequences that would have been generated if 
categorization was not used at all. 

 

TABLE I.  EXAMPLE TRANSACTIONS FOR THE SEQUENCE MINING 
ALGORITHM 

Txn ID Attribute Access Sequence 
1 11r, 13w, 4r, 8r, 2r, 6r, 1r, 3r

2 7r, 2r, 7r, 2r, 3r, 9w

3 6r, 1r, 3r, 3r, 9w, 1w, 2r, 7w

4 11r, 12w, 2r, 4w, 6r, 1r, 3r

5 2r, 4w, 2r, 7w, 7r, 8r, 2r

6 11r, 13w, 4r, 8r, 2r, 2r, 4w

7 3r, 9w, 4r, 8r, 2r, 8r, 2r

8 7r, 8r, 2r, 2r, 2r, 8w, 5w, 2r, 4w

9 8r, 2r, 3r, 9w, 7r, 2r

10 3r, 9w, 6r, 1r, 3r, 3r, 9w, 1w
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TABLE II.  BANK DATABASE SCHEMA TABLE V.  READ SEQUENCES AND WRITE SEQUENCES 

Non-Weighted Method Weighted Method 
<3r 9w> <4w 7w> <9w 7w> <13w 4w> <8r 3r 9w> 

<2r 7w> <3r 9w> <3r 2r 7w> <6r 1r 3r 7w> 
<6r 3r 9w> <6r 3r 7w> <7r 8r 2r 8w> 

<11r 13w> <8r 4w> <7r 3r 9w> 

Table Name Column Name (Integer Encoding of Attributes) 
Customer Name (9), Customer_id (10), Address (4), 

Phone_no (1) 
Account Account_id (2), Customer_id (3), Status (7), 

Open_dt (5), Close_dt (6), Balance (8) 
Account_type Account_type (11), Max_tran_per_month, (13) 

Description (12) 
 

E.  WEIGHTED DATA DEPENDENCY RULE 
GENERATION 

TABLE III.  WEIGHT TABLE FOR THE ATTRIBUTES USED IN THE 
BANK DATABASE  

Sensitivity 
Group 

Attributes weights 

HS 7, 8, 13 3 
MS 5, 6 2 
LS 1, 2, 3, 4, 9, 10, 11, 12 1 

We extract two types of data dependency rules, 
namely, read rules and write rules. A read rule is of the 
form ajw  a1r, a2r….akr. It implies that attributes a1 to ak 
must be read in order to write attribute aj. Write rule is of 
the form ajw a1w, a2w,...akw. It implies that after writing 
attribute ajw, attributes a1w, a2w, ….,akw are modified. Both 
types of rules are obtained from the read and write 
sequences generated in the previous step. The rules, 
which are above a user defined minimum confidence, are 
considered for the final set of rules. The rules generated 
from the read-write sequences of Table V are shown in 
Table VI.  The generated rules are used to verify whether 
an incoming transaction is malicious or not. If an 
incoming transaction has a write operation, it is checked 
if there are any corresponding read or write rules. If the 
new write operation does not satisfy any of these rules, it 
is marked as malicious and an alarm is generated. 
Otherwise, the transaction is computed and normal 
operation proceeds. The complete algorithm for the 
weighted data dependency rule mining is shown in Fig. 2. 

 

TABLE IV.  MINED SEQUENCE USING MINIMUM SUPPORT VALUE 
25% 

Sequence using 
Non-weighted 
Method  

Sequence using Weighted Method 

<3r 9w 2r> 
<4r 8r 2r> 
<6r 1r 3r> 

<2r 3r> <2r 7r> 
<7r 2r> <11r 2r> 

<8r 3r 9w 7r 2r> <13w 4r 8r 2r> <7w 7r 8r 2r> 
<4w 7w 7r 8r> <2r 7w 7r 8r> <3r 9w 2r 7w> 
<3r 9w 2r 8r> <3r 9w 8r 2r> <6r 1r 3r 7w> 
<6r 3r 9w 7r> <7r 8r 2r 8w> <8r 2r 3r 7r> 

<8r 2r 6r 3r> <8r 6r 1r 3r> <11r 13w 8r 2r> 
<11r 8r 2r 6r> <13w 8r 4w> <2r 7r 3r> <4r 2r 8r> 

<7r 2r 3r> <7r 3r 9w> 
 

D.  READ-WRITE SEQUENCE GENERATION 
TABLE VI.  READ AND WRITE DEPENDENCY RULES  

The sequences generated in the previous step are next 
used to determine read and write sequences. According to 
the definitions, ReadSeq and WriteSeq must contain at 
least one write operation each. Sequences that do not 
have any attribute with write operation, are not used for 
read and write sequence generation. A sequence that 
contains a single attribute does not contribute to 
dependency rule generation and hence, is also filtered 
out. The read-write sequences are generated as follows. 

Non-Weighted 
Method 

Weighted Method 

<9w    3r> <9w  3r> <8w  7r 8r 2r>  
<4 w  8r>  <4w  7w> <9w  7w>  
<13w   4w> <13w  11r> <7w   2r> 

 
Let us take an example incoming transaction T: 3r, 9w, 

7w, 2r, 13w. In this transaction, the attributes that have 
been updated are 9, 7 and 13. For attribute 9, there is one 
read rule 9w  3r and one write rule 9w  7w in Table VI. 
Both of these rules are satisfied because 3 is read before 
updating 9 and 7 is updated after the updation of 9. For 
attribute 7, there is one read rule 7w  2r which is also 
satisfied because before updating attribute 7, 2 is read in 
the transaction. For 13 there is one write rule 13w  4w 
and one read rule 13w  11r and both of which are not 
satisfied in the transaction. Hence, transaction T is 
marked as malicious. If we consider the rules generated 
by Non-weighted method, it can be seen that there is no 
rule for attribute 13. Hence, it cannot check the malicious 
updation of attribute 13 and will mark it as a non-
malicious transaction. 

 
For each write operation ajw in a sequence, add <a1r, 

a2r, …akr, ajw> to ReadSeqSet where a1r, a2r, …akr are the 
read operations on attributes a1 to ak before the write 
operation on attribute aj. For example, sequence <3r 9w 2r 
7w> of Table IV generates the following read sequences 
<3r 9w>, <3r 2r 7w>. To generate write sequences, for each 
write operation ajw in a sequence, add <ajw, a1w, a2w, 
….akw> to WriteSeqSet where a1w, a2w,….akw are write 
operations on attributes a1 to ak after the write operation 
on attribute aj . For example, sequence <3r 9w 2r 7w> of 
Table IV generates the write sequence <9w 7w>. The read-
write sequences generated from the mined sequences of 
Table IV are shown in Table V. 
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INPUT: 
 
A set of transactions T containing attribute sequences, weights of the attributes, support 
minSup and confidence minConf. 
 
OUTPUT: 
 
A set of rules WDDR that can be used to detect malicious modification of the data. 
 
ALGORITHM: 
 
Initialization: ReadSeqSet = ø, WriteSeqSet = ø, ReadRuleSet = ø, WriteRuleSet = ø and 
WDDR = {ReadRuleSet, WriteRuleSet} 
 
Execute sequential mining algorithm with definition of support as in Eq. (1) and input    
value of minSup. 
 
For each sequential pattern Pi, with at least one write operation  
       If (a1r, a2r, …akr, ajw ∈ Pi and a1r, a2r, …akr ≠ ø)           
  For each write operation ajw 
 

 
  ReadSeqSet = ReadSeqSet ∪ { a1r, a2r, …akr, ajw } 

       If (ajw, a1w, a2w, ….akw ∈ Pi and a1w, a2w, ….akw ≠ ø)  
  For each write operation ajw
   WriteSeqSet = WriteSeqSet ∪ { ajw, a1w, a2w, ….akw }     
 
For each read sequence a1r, a2r, …akr, ajw ∈ ReadSeqSet 
    Construct read rule rr of the form ajw  a1r, a2r…….akr  
  If (Confidence of rule rr ≥ minConf) 
  ReadRuleSet = ReadRuleSet ∪ {rr} 
 
For each write sequence ajw, a1w, a2w, .…akw ∈ WriteSeqSet 
  Construct write rule wr of the form ajw a1w, a2w,...akw
      If (Confidence of rule wr ≥ minConf) 
  WriteRuleSet = WriteRuleSet ∪ {wr} 
 
Return WDDR = {ReadRuleSet, WriteRuleSet} 
 

Figure 2.  WDDRM Algorithm 
 

 

IV.  EXTENSION TO E-R MODEL FOR REPRESENTING 
ATTRIBUTE SENSITIVITIES 

The entity-relationship (E-R) model is a widely used 
data model, which is based on a perception of the real 
world. The model consists of a collection of basic objects 
called entities, and relationships among these entities. We 
propose an extension to the exiting E-R diagram 
notations to syntactically capture the sensitivity of the 
attributes. As explained before, sensitivity is a measure of 
the importance of the attribute. Since an E-R diagram 
depicts all the information related to the attribute, we 
extend it to show the sensitivity information also. We add 
a new symbol '*' to the existing set of symbols to 
represent the sensitivity of an attribute.  

 
Star: denoted as '*' represents whether attribute is 

sensitive or not. 
 
Repeated use of this symbol makes an attribute more 

sensitive as compared to others. We use a part of the bank 
database schema of Table II to show how  sensitivity can 
be captured in the existing E-R diagram. 

 
In Fig. 3, we show an extended E-R diagram, which 

consists of two entity sets, Customer and Account, related 

through a binary relationship set has. The attributes 
associated with Customer are Customer id, Name, 
Address and Phone no. The attributes associated with 
Account are Account id, Balance and Status. The 
sensitivity of the attributes are depicted using '*'. In the 
Account relation, Balance attribute is given the highest 
number of '*'s, which makes it the most sensitive attribute 
compared to the other attributes in the set. Status is given 
one less number of '*' compared to Balance. 

 
 

 
 

Figure 3.  Extended E-R model with Attribute's Sensitivity 
 
 

A database generated from this E-R model can store 
the attribute’s sensitivity as part of the column 
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definitions. This information can then be directly used by 
the security sensitive mining algorithm as proposed here. 

 

V. EXPERIMENTAL RESULTS 

Our work is primarily focused on the development of a 
database intrusion detection system keeping sensitivity of 
the attributes into consideration. We have carried out 
several experiments to show the effectiveness of the 
proposed method. The system has been developed using 
Java as front end and MS SQL 2000 Server as the 
backend database. We have used the standard TPC-C 
benchmark schema for large scale simulation as 
suggested by the Transaction Processing Council (TPC). 
In this schema, we have categorized all the attributes into 
three sensitivity groups, namely, Low, Medium and High. 
After categorizing the attributes into different sensitivity 
groups, we used these attributes in SQL queries for 
accessing the database. 

 
We vary the parameters that affect overall working of 

the proposed system.  We use standard metrics, namely, 
True Positive (TP) and False Positive (FP) to analyze the 
effectiveness of our approach. The number of read and 
write queries are decided using normal distribution with 
user specified mean (μ) and standard deviation (σ). We 
start with write query mean 3 and vary it in different 
experiments. We also analyze our results for different 
weight ratios of the three sensitivity groups. We denote 
our approach by WDDRM and compare with non-
weighted approach denoted by DDRM.  

 
In Fig. 4(a), we show the percentage of True Positives 

(TP) and False Positives (FP) against different minimum 
support with write query mean 3, weight ratios 1:2:3 and 
minimum confidence 50%. It can be seen from the figure 
that WDDRM performs better than DDRM. As minimum 
support increases, TP decreases since the number of rules 
crossing the minimum support is less. In Fig. 4(b), we 
plot the number of rules generated against minimum 
support for mean 3 and weight ratios 1:2:3. We denote 
non-weighted read/write rules as RR and WR, 
respectively while weighted read/write rules are denoted 
as WRR and WWR.  It is evident from the figure that at 
low values of minimum support, there are more rules and 
weighted rules are more than non-weighted rules. As the 
minimum support increases, many of the sensitive 
attributes, which were previously above the support, go 
now below the support, hence do not contribute in rule 
generation. Since the number of rules decreases, detection 
rate also decreases. 
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Figure 4. (a)  TP/FP Vs. Minimum Support for Weight ratio 1:2:3  (b) 
Number of Rules Vs. Minimum Support for Weight ratio 1:2:3 

 
To see the effect of increase of weight ratios among 

different sensitivity groups, we plot the variation of 
TP/FP against minimum support at weight ratios 1:3:4 
and 1:5:6 in Figs. 5 and 6, respectively. It can be seen that 
detection rate is better at weight ratio 1:5:6 compared to 
1:3:4 which in turn is better than 1:2:3. Also, the number 
of rules at weight ratio 1:5:6 is higher than 1:3:4 which is 
more than at 1:2:3 of Fig. 4. When weight ratio is 
increased, more sensitive attributes, which were earlier 
below the support, can now cross the minimum support 
value. As higher number of sequences is being generated 
by the sequence mining phase, more read-write rules are 
extracted, which leads to a higher detection rate. 
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Figure 5.   (a) TP/FP Vs. Minimum Support for Weight ratio 1:3:4  (b) 
Number of Rules Vs. Minimum Support for Weight ratio 1:3:4 
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Figure 6.   (a) TP/FP Vs. Minimum Support for Weight ratio 1:5:6  (b) 

Number of Rules Vs. Minimum Support for Weight ratio 1:5:6 
 
We next show the variation of Percentage Detection 

against the mean number of write operations in Fig. 7. 
The minimum support is fixed at 10% and the weight 
ratio among the sensitive groups is kept at 1:2:3. It can be 
seen from the figure that as the mean number of write 
operations increases, the detection rate also increases.  
The reason is that, with more write operations, the 
number of read and write rules also increases. If there are 
more rules, a higher number of attributes can be checked 
against malicious modification, and hence, percentage 
detection rate also increases.  
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Figure 7.  Percentage Detection Vs. Mean number of write 

operations 
 

Finally, in Fig. 8, we plot the variation of Percentage 
Detection against the weight of write operations. As 
mentioned earlier, write operation is more important than 
read from the information warfare point of view. Also, 
write operation on a high sensitivity attribute is more 
important than on low sensitivity attributes. In the 
previous experiments, the weight of write operations are 
kept the same for all the three sensitivity groups. In Fig. 
8, we show the effect of the variation of the weight of 
write operations while keeping the weight ratio 1:2:3 
constant among sensitive groups. The user specified 
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minimum support value is 10% and mean is 3. It can be 
seen from the plot that as the weight of write operation 
increases, the rate of detection of malicious transactions 
also increases. The reason is that, as weight increases, the 
number of frequent sequences crossing the minimum 
support increases, which helps in generating more rules 
leading to a higher detection rate. 
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Figure 8.  Percentage Detection Vs. Weight of write operations 

VI. CONCLUSIONS AND DISCUSSIONS 

 
We have proposed a database intrusion detection 

system using data mining techniques. In this work, we 
have identified some of the limitations of the existing 
intrusion detection systems in general, and their 
incapability in treating database attributes at different 
levels of sensitivity in particular. We have suggested a 
novel weighted data dependency rule mining algorithm 
that considers the sensitivity of the attributes while 
mining the dependency rules. Experimental results show 
that our algorithm outperforms some of the previous 
work done in this area. We also suggest that the 
sensitivity levels of attributes can be syntactically 
captured during data modeling through a simple 
extension of the E-R diagram notations.  

Currently, sensitive attributes are identified at the 
design level. In future, we plan to use Role Based Access 
Control (RBAC) administered databases for finding out 
sensitive attributes dynamically. Under an RBAC system, 
permissions are associated with roles, usually grouping 
several users, rather than with single user. Generally, 
important roles like administrator access sensitive 
attributes and if their audit logs are mined, then some 
useful information regarding the attributes can be 
extracted. This will help in deciding the sensitivity of the 
attributes. 

 The proposed database intrusion detection system 
generates more rules as compared to non-weighted 
approach. There is a need for a mechanism to find out 
which of these new rules are useful for detecting 
malicious transactions. Such a mechanism helps in 
discarding redundant rules. We plan to use some learning 
mechanism to filter out extra rules generated by our 
approach. 
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